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I. ABSTRACT

The last decade of the 20th century has been witness to remarkable technological developments in the area
of wireless communication technologies. Following the commercial deployment – and subsequent
worldwide success – of 2nd generation mobile telecommunication systems, such as GSM, standardization
bodies, industry partners and regulatory fora from around the globe joined forces in producing the
standards for 3rd generation mobile telecommunication systems, also known as UMTS. In parallel, the
academic research community has been gradually shifting its focus in defining the scope of 4th generation
systems. As a contribution to this ongoing effort, the present paper highlights fundamental concepts and
presents key market developments in 4th generation mobile communication environments. It outlines their
major high level requirements and identifies the fundamental building blocks of 4th generation system
architectures in terms of technological solution sets. Finally, it proposes a set of priorities for the 4th

generation research agenda.

A. Introduction
In the European Union, the debate about 4th generation systems has taken place mostly within the context
of the IST Framework Programme activities [1] [2]. Out of this – still ongoing – process has spawned the
vision of a system that enables an “always on, always best connected” mode of communication for the
citizen of the forthcoming information society [3]. This widely accepted vision sketches a heterogeneous
communication landscape comprising different wireless access systems in a complementary manner, where
the user, supported by his/her personal intelligent agent(s), enjoys untethered connectivity and ubiquitous
access to applications over the most efficient combination of wireless systems available. Figure 1 provides
an illustration for that vision1.

                                                          
1 The architectural details of particular wireless access systems are omitted from the figure on the basis that
they all provide a logical termination of an IP forwarding service, which is represented by the mobility-
aware QoS router icon.
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Figure 1. The emerging 4th generation heterogeneous network architecture.

Future mobile communication systems will be heterogeneous in nature, forming an integrated network
environment that comprises various wireless technologies and access systems in a complementary manner.
These individual access networks will interface to core network elements over the IP protocol, the lingua
franca of networking technology. Regardless of their internal technical details (e.g., licensed or unlicensed
frequency band, signaling protocols, air interface standard, etc), heterogeneous wireless access networks
are expected to have the following in common:

� A dynamic address assignment mechanism (e.g., DHCP, SLP, GPRS/UMTS) that is capable of
associating a short-lived or long-lived IP address to the respective wireless interface at the mobile
terminal.

� A transparent IP forwarding service that is accessible over the logical termination of the IP layer at the
mobile terminal and one or more gateways (e.g., GGSN, Mobile IP-aware router) at the wireless
access network infrastructure. The IP forwarding service is established by employing signaling
procedures (e.g., PDP context signaling in the UMTS case [4] [5]) specific to the technical
architecture of each wireless access network.

Technical reviews of existing wireless access standards [5] [6] as well as recent research contributions on
the similarities of wireless network architectures [7] [8] [9] [10] clearly support these assumptions.

The rest of the present paper is structured as follows; Section II presents the fundamental high-level
requirements of 4th generation systems. Section III highlights important value chain impacts in 4th

generation mobile communication environments and identifies the pivotal roles engaged in the service
provision process along with its critical aspects. Section IV identifies the key enabling technologies to
address the aforementioned requirements. Section V concludes the paper and proposes a set of directions
for the 4th generation research agenda.

II. HIGH LEVEL REQUIREMENTS

A. User requirements
In the forthcoming 4th generation era, the mobile user will expect to be able to access the same services
from a variety of terminals with highly diverse characteristics (e.g., cellular phone, PDA, laptop computer)
in terms of processing power, availability of persistent storage and content visualization capabilities. In
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addition, when browsing for available applications and value-added services, he/she will expect to be
presented with a list that matches not only the current capabilities of the mobile terminal equipment in use,
but also his/he personal preferences (e.g., language). These technically demanding expectations raise the
need for a flexible service provision process that accommodates these disparate concerns and undertakes all
necessary interactions with the underlying network infrastructure and the application-hosting servers [11].

B. Quality of service and billing requirements
The provision of quality of service guarantees for user traffic streams is intrinsically bound to the
application of differentiated pricing and billing schemes. The multitude of players in the 4th generation
value chain and the plethora of possible pricing and billing combinations suggests that the underlying
pricing and billing architecture should adopt a segregated structure where access and transport related
charges are computed independently from service and session related ones [12] [13] [14]. The development
of innovative applications marketed in the context of multi-party business arrangements is expected to
further raise the bar on candidate charging & billing architectures by requiring support for advanced and
sophisticated features (e.g., pre-paid, hot-billing, reverse charging, multi-party charging, etc). Therefore,
the service provision process must interact dynamically with the charging process in order to provide
notification mechanisms that communicate to each user the portion of the current – and overall – charges
that attributes to each domain (i.e. transport or application) for each particular session. Furthermore, such
pricing information must be provided in a format that is clear, succinct and readily understandable even by
non IT-literate users.

C. Service and application requirements
To achieve mass scale deployment over millions of mobile terminals from different manufacturers and with
disparate characteristics, application architectures should adopt the “write once, run anywhere” paradigm.
Virtual machine approaches and interpreted languages lend themselves nicely to the diversity of mobile
devices as well as their restricted capabilities that may not suffice for a full compilation of a downloaded
application. In addition, independent service providers will be relieved from the burden of developing,
supporting and maintaining multiple versions of their applications for each possible client architecture –
along with all the related benefits in terms of cost savings, improved application quality and simplified
deployment. Due to volatility and unpredictability of the exact context an application will run within,
service adaptability mechanisms are particularly useful, especially in the light of the technological
heterogeneity of fourth generation mobile environments. As an additional requirement, services should be
able to communicate the quality of service requirements of their traffic flows to the system, either statically
(e.g., via a service profile) and/or dynamically (e.g., by means of an appropriate API).

III. VALUE CHAIN DEVELOPMENTS AND SERVICE PROVISION ASPECTS

A. Value chain impacts
With regard to service provision matters and consequent market developments, existing 3rd generation
mobile telecommunication systems constitute a paradigm shift from the inflexible subscription-based
offerings of their vertically architected predecessors [15]. Supported by an unobtrusive regulatory
framework, the emerging era of mobile communications will be characterized by the participation of
multiple players in the value chain, thereby reaping the economical and developmental benefits of
competition, namely diversified service offerings and sustainable technological evolution. These new
players will typically come in the form of value added service providers, application providers, content
providers and content aggregators – to name but a few – that will contribute additional value to the overall
service provision process and compete alongside the mobile network operator for the lion’s share of user
revenue. Figure 2 illustrates the effect of competition levels on the value chain structure in the mobile
communications sector.
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Figure 2. Value chain evolution in the mobile communication sector.

B. Analyzing the vision
It is commonly understood that fourth generation of 4th mobile communication systems will comprise a
variety of wireless access networks in a complementary manner. Over this technologically heterogeneous
infrastructure, a plethora of disparate services and multimedia applications will have to be deployed in an
efficient yet flexible manner, thus raising the bar on service management requirements [16]. On the other
hand, mobile users will expect seamless global roaming across these different wireless access systems and
ubiquitous access to personalized applications and content via a universal user-friendly interface.

In studying the implications of the heralded “always best connected” vision of 4th generation systems, one
can readily identify the notion of utility, implicitly embedded in the “best” adjective. Utility is a
cornerstone concept in microeconomic theory that concerns a – typically – continuous function
representation for the consumer’s preference relation over a set of commodities [17] [18] [19] [20]. The
following section elaborates on user utility issues.

C. User utility issues
Users consume services and applications to realize various benefits, and as long as these benefits
overbalance the respective charges, users will continue consumption. Communication-based services and
applications depend on the timely and orderly provision of network transport services to realize their
functionality. Inasmuch as the network is unable to provide the required levels of service, user-perceived
benefits of these applications will remain elusive, thus leading to a degraded user experience.

Communication-based applications make use of transport services to exchange application-specific
signaling between remote application entities and to transport various forms of user information (e.g.,
image, video, corporate data, etc) between communicating endpoints. Overall application performance is
dependent on the accommodation of quality of service requirements for their native signaling as well as for
the transport of arbitrary user information. From a network viewpoint, these factors translate to traffic flows
with different quality of service requirements that will levy different charges – at least in principle – thus
decreasing user satisfaction. Consequently, ensuring an adequate performance level for communication-
based applications so as to maximize user satisfaction, requires honoring the quality of service
requirements of their traffic flows while minimizing the overall charges incurred, i.e., solving the user’s
utility maximization problem. Notably, transport service providers face the dual problem, i.e., maximizing
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revenue and minimizing network resource usage levels whilst satisfying quality of service requirements for
all traffic flows.

Therefore, we claim that the notion of user utility and underlying preferences must necessarily constitute a
fundamental building block of 4th generation system architectures, and an issue that should always be
accounted for in the respective service provision process.

D. Service provision in fourth generation mobile network environments
Given the multitude and diversity in the product offerings of the potential value chain participants, the
technological complexity of an heterogeneous communication environment and the IT illiteracy of a major
consumer segment, we understand that most users will be unwilling – or even unable – to engage and
coordinate service provision all by themselves. Consequently, in fourth generation systems, some kind of
intelligent mediation, as part of the service provision process, will be necessary to efficiently accommodate
the utility-related aspects revealed by the “always best connected” vision. Recent research efforts in
intelligent mediation issues highlight the huge potential of service provision platforms for the flexible yet
efficient service deployment of value-added services and multimedia applications over heterogeneous
network environments [21] [22] [23]. The alternative option is to impose several bilateral customer
relationships between the user and all kinds of wireless access network operators he/she wishes to use when
accessing the universe of services and applications. However, that significantly complicates service
provision matters by mandating the resolution of all technical issues (e.g., deployment mechanisms,
activation preconditions, pricing structures, etc) on a per service provider-mobile network operator basis for
each particular user – an approach that is obviously non-scalable.

E. Intelligent mediation
Intelligent mediation introduces a new role in the value chain, besides the existing roles of network
operators and (value added) service providers. That new entrant will maintain the customer relationship
with the subscriber and provides him/her with a universal roaming and service access capability whilst
accommodating his/her personal preferences, regardless of the access network(s) and terminal equipment in
use. Regardless of whether this new role will emerge from existing VHE or MVNO [24] [25] approaches,
one of its major tasks will be to provide billing services for its customers by collecting related charging
information from other players engaged in the service provision process, correlating it and issuing a single
itemized bill to the customer, thus fulfilling user requirements for one-stop billing. In parallel to the billing
process, it will also act as a clearinghouse, realizing accounting procedures that apportion overall revenue
between the interested players according to bilateral or multilateral accounting agreements. That would
relieve the burden of associating multiple bills with one or more access sessions from the user and
significantly improve his/her system experience. Such accounting models have known wide acceptance in
the credit card business; thus, we feel they could be successfully applied in the mobile telecommunication
sector as well.

The described scenario imposes a paradigm change in terms of the network operator role, as well as of the
economics of telecommunications. Although it may seem contentious, or even heretic, the authors see no
apparent reason why such business combinations should not prosper under mutually satisfactory reciprocity
agreements. Notably enough, other authors have embraced similar far-looking visions of market
developments in the future mobile communications sector [26].

IV. FOURTH GENERATION ENABLING TECHNOLOGIES

Key constituents of a future-proof architecture for flexible service provision in fourth generation systems
are:

A. Adaptable service provision
Knowledge of mobile terminal capabilities will be essential for an efficient service provision process, so
that the user is consistently presented with a list of services that can be supported by the mobile device
he/she is currently using for service access. Given that wireless access systems differ in their strengths and
limitations in terms of coverage area and supported bandwidth, mobile terminal and access network
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capabilities (e.g., current traffic load, availability of performance enhancing proxies and content
transcoding facilities) should also be considered along with other important flavors of context information
(e.g., user location, mobility patterns) for the efficient adaptation of the service provision process to each
particular environment and situation.. The implementation of such capability negotiation schemes requires
the application of flexible representation formats [27] [28] and announcement procedures [29] like the ones
adopted by the 3GPP MExE specification [30] as well as the employment of sophisticated user profiling
mechanisms.

Application developers and value-added service providers will benefit from such a capability negotiation
mechanism, since they will be relieved from the burden of accommodating the technical details for each
possible target system architecture in their application versioning scheme. Mobile network operators will
also benefit through the resulting economies in the scarce and expensive spectrum bandwidth, thereby
facilitating service for a larger number of mobile terminals per radio coverage area.

B. Transparent mobility and universal roaming capability
The variety of wireless access technologies that will coexist in the 4th generation network environment
raises the bar on the technical as well as the regulatory aspects of roaming. Seamless user mobility across
various wireless access technologies (e.g., WLAN, UMTS) with minimal or zero user intervention must be
supported by efficient inter-system mobility management and handover procedures. To reduce signaling
load, micro-mobility should be handled by the specific mobility management mechanisms of each wireless
access network, while macro-mobility and roaming should built on cross-industry standard protocols and
architectures, such as hierarchical Mobile IPv6 [31] [32] and AAA [33].

Important research issues that require further investigation are generalized inter-system signaling and
handover procedures and incorporation of information from higher layers in mobility management
procedures (e.g., user preferences, quality of service requirements of traffic flows, pricing information).
These requirements arise from the need to consider pricing information alongside with quality of service
levels in the decision stages of the service provision process so as to solve the user’s utility maximization
problem.

C. Automated system and protocol reconfiguration mechanisms
In a 4th generation environment, the plethora of available – but disparate – applications combined with the
existence of multiple wireless access systems, and the need for a user profile-driven decision process,
suggests that there may be multiple alternative configurations for the accommodation of the same set of
services. For instance, transporting a media stream could be accomplished by means of either a wireless
LAN or a UMTS bearer service – provided that the mobile terminal is within the service area of these
systems. However, the decision regarding which particular system to use depends on a number of factors,
such as the respective cost of service, availability of network resources, radio link quality and user
preferences. Continuing our previous example, one could imagine a scenario where the end-to-end
signaling between application endpoints is routed via UMTS, because of its predictable performance and
quality of service guarantees, while the media stream is routed via a nearby wireless LAN to take
advantage of its significantly greater bandwidth capacity. Taking into account that using different systems
will result in accruing different charges, user pricing preferences should be allowed to bias the
aforementioned decision process in fourth generation mobile communication environments.

Therefore, the respective system and protocol configuration procedures should be dynamic and automated
to the highest degree possible so at to allow the application higher-layer control over network transport
services. Currently, policy-based management presents the most promising approach to accomplish the
aforementioned tasks. Policy-based management [34] [35] demarcates between enforcer entities and
decision entities in the infrastructure, thereby allowing the realization of a flexible management
architecture that spans across multiple administrative domains [36]. Furthermore, policy protocols support
an outsourcing [37] as well as a provisioning [38] model of operation and recent proposals [39] highlight
the possibility to further unify these models into a dynamically configurable, highly flexible information
exchange pattern based on events. Supported by standard information models that record the features and
mechanisms of the infrastructure in a unified manner [40] [41] [42], policy-based management possesses
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great potential for the integrated management of the service provision process in heterogeneous network
environments.

D. Interoperable QoS management across a range of access systems
Currently, the prevalent QoS models for the IP protocol are Integrated Services (IntServ) [43] and
Differentiated Services (DiffServ) [44]. Despite the differences in the scope of their architectural
assumptions, control model and tradeoffs between accuracy and scalability, IntServ and DiffServ share a
common subset of functionality, e.g., the classification elements in the user traffic forwarding plane.
Consequently, it is possible to regard the components of the aforementioned QoS architectures as instances
of a generic information model for network elements capable of providing QoS-aware treatment to
forwarded IP packets [45]. That, in turn, would constitute part of a generic information model for an entire
network infrastructure that provides an aggregate IP forwarding service.

Combined with policy-based management approaches, standardized network information models provide a
universal view of network element functionality and facilitate its dynamic configuration regardless of the
technologies on which that functionality is built upon. Provided a flexible open API (e.g., IDL) that
exposes the quality of service features of the network infrastructure in a technologically opaque fashion and
allows a trusted third party to exercise application-level control [46] over the underlying network services
is available, the realization of distributed quality of service management schemes across multiple
administrative domains becomes greatly simplified.

E. Configurable security
Due to the inherent vulnerability of the air interface, most wireless access technologies (e.g., HIPERLAN,
GPRS, UMTS) come equipped with security features of their own [48] [49] (e.g., subscriber authentication,
payload encryption, link ciphering etc). From an OSI point of view, these features are realized in link layer
protocols, thus leading to unnecessary duplication of security functionality when network [50] [51] or
application layer security features (e.g., HTTPS) are employed as well. To economize the scarce wireless
interface, the efficient and coordinated configuration of security features at the link, network and
application layer is required. The availability of multiple wireless access systems suggests that to be
efficient, the configuration process should operate on a per wireless interface basis.

Furthermore, the constrained capabilities of mobile devices in terms of finite energy supply and processing
power may raise the need to negotiate a less resource-intensive security scheme that achieves prolonged
communication sessions at the expense of a somewhat weaker security. Evidently, user preferences should
always be accounted for when such trade-off decisions arise during security configuration procedures. Last
but not least, quality of service and pricing considerations impose the need to include such information in
the security configuration process in order to fulfill the “best connected” part of the vision where “best” is
subject to interpretation under each user’s preferences.

For example, consider the case of a wireless access network capable of providing network-based VPN
services to its roaming users. Business users wishing to access corporate databases using their laptop may
be willing to pay a premium price for the greater assurance levels the VPN service offers, while typical
users browsing for content may be comfortable will a lower security level – and cost.

F. Flexible pricing and billing mechanisms
The clear demarcation between the network and the service/application domains that has been architected
in existing 3rd generation systems suggests that any future-proof charging and billing architecture should
portrait similar – if not greater – flexibility in its design. As a minimum requirement, network-related
pricing models and policies should be completely independent from service-related ones, with regard to
both formulation and application matters. Once again, information model concepts and policy-based
management approaches can contribute greatly to the interoperable specification of pricing models for
specific domains (e.g., volume-based or QoS-based charging for the network domain) [52] and to the
configuration of appropriate components in the network infrastructure, respectively. Figure 3 provides an
illustration.
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API approaches combined with network and charging information models.

In addition, the configuration and dynamic adaptation of the charging process to the business model and
specific user-service combination demands requires a flexible configurable charging infrastructure. The
utilization of standardized policies for the expression of conditions and related configuration actions is a
critical issue, since it allows the configuration of heterogeneous infrastructures in a universally applicable
manner. Recent contributions [53] describe an architecture and the respective mechanisms for the provision
of configurable accounting services and demonstrate how different charging services can be provided in
intra-domain as wells as inter-domain scenarios. Furthermore, it elaborates on how charging components
can be seamlessly integrated into the authorization framework proposed in  [33].

G. Application and mobile execution environment architectures
The execution environment at the mobile terminal should shield applications from mobility-induced events
(e.g., change of IP address) in the underlying protocol stacks while enabling a rich interaction between
applications and the network infrastructure to take place. Therefore, any API that exports the transport
services of the execution environment to the applications should avoid using network or link related
information (e.g., IP address, port numbers) in its class and method definitions. Such information should be
handled internally by the execution environment via other libraries that in a sense are wrapped by the
aforementioned transport services API. Ideally, applications would use the transport services API to
instantiate “flow” objects over which information maybe exchanged with their counterparts. These “flow”
objects will be opaque with regard to the protocol details of the underlying connectivity service, thus
shielding applications from undesirable network events (e.g., loss of transport socket connection). These
events should be handled by the execution environment that will undertake to send the appropriate
notification to the application, allowing for the graceful termination of its active communication processes,
if necessary.
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The proposed approach absorbs mobility-related events and prevents the abrupt disruption of active
application sessions at the mobile terminal, even in cases of complete connectivity loss. It does not really
impose any specific application architecture on the independent service providers, since they will be
developing their applications with a suitable API anyway. It does set some technical requirements on the
mobile terminal manufacturer in terms of event management features in the execution environment – but
similar requirements have already been drafted for 3rd generation mobile terminals [30]. Therefore, we feel
that any additional complexity will be more than compensated for by the significant improvement in
application resilience and manageability.

In addition, the mobile terminal must provide a local QoS Manager [30] that interacts with the active
applications, accepting requests for the allocation of resources for their traffic flows and forwarding them
to the intelligent mediation agent if the available resources at the mobile terminal suffice. Thus, the QoS
signaling procedure should proceed in a two-stage admission control – one at the mobile terminal (since it
is a restricted device in terms of processing capabilities and power resources), and one at the intelligent
mediation agent that will aggregate the admission control decisions from the wireless access networks
employed for that particular communication. Undoubtedly, there will be cases where the mobile terminal
rather than the wireless interface is in scarcity of resources (e.g., drained power supply), so this approach
can potentially minimize unnecessary signaling over the radio interface and preserve valuable bandwidth.

V. CONCLUSIONS

Advances in mobile communication technologies have been rapid and their effects have frequently
manifested themselves in ways and places far beyond the ones imagined by their inventors. With regard to
4th generation mobile communication systems, it is paramount to identify important market developments
as well as critical enabling technologies before proceeding to the architecture specification phase.
Hierarchical Mobile IPv6 and AAA, capability negotiation frameworks, information model concepts,
policy-based management, flexible pricing and billing approaches and last but – certainly – not least, open,
technology-independent API frameworks are all important building blocks of 4th generation mobile
communication systems architectures.
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