Performance Analysis and Analytical Modeling for the
Optimization of the Users’ Authentication Procedure in
4G Mobile Networks

Christoforos Ntantogian®

National and Kapodistrian University of Athens
Department of Informatics and Telecommunications
ntantogian@di.uoa.gr

Abstract. This thesis deals with the optimization of the users’ authentication
procedure in 4™ generation mobile networks. Overall, two different problems
are studied. The first problem copes with the false synchronizations issue which
is occurred in the users’ authentication procedure. An analytical model based on
a four-dimensional markov chain is developed to investigate the impact of
various network parameters on the system performance. The mathematical
model facilitates the dynamic adaptation of the network parameters achieving
an optimal tradeoff between security and performance. The second problem
deals with the authentication latency and the associated burden of multi-pass
authentications. A novel mechanism called security binding is proposed that
reduces the authentication delay of multi-pass authentications in a simple yet
effective and secure manner. The focal point of the proposed mechanism is its
generic application in multi-pass authentications regardless of the underlying
network or protocol. The performance improvement of the proposed mechanism
is evaluated through extensive simulations and mathematical modeling.
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1 4G Network Architecture

4G mobile networks are materialized from the gradual integration of heterogeneous
wireless and wired networks to a common core network platform, which provides
users’ and networks’ autonomy and supports a wide range of multimedia services in a
seamless manner. A 4G network architecture generally consists of three different
Network Domains (NDs) (see fig. 1): (i) ND1 that includes the different Radio Access
Networks (RANS) technologies (e.g., GSM EDGE Radio Access Network (GERAN),
UMTS Terrestrial Radio Access Network (UTRAN), Wireless LAN (WLAN) and
Worldwide Inter-operability for Microwave Access (WiMAX)); (ii) ND2 that
comprises the core network and performs administrative tasks such as mobility
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management, accounting, billing, etc.; and (iii) ND3 that contains the provided
network services (e.g., IP Multimedia Subsystem (IMS), Multimedia Messaging
Service (MMS), Location Based Services (LBS), etc.).

Core Network
Network Services

Fig. 1. 4G Network Architecture

2 First Problem - False Synchronizations in 3G-WLAN Integrated
Networks

In 3G-WLAN integrated networks a Mobile Station (MS) can handoff from UMTS to
WLAN and vice versa according to its connection requirements. When MS resides in
UMTS, then it executes the UMTS-AKA protocol, while when it resides in WLAN, it
executes the EAP-AKA protocol. The authentication mechanism in these two
protocols is exactly the same and it is based on a challenge-response procedure in
which the USIM card of MS requests from HSS/AuC (which is located in MS’s home
network) to generate and send authentication credentials, called 3G authentication
vectors. To avoid relay attacks, 3GPP has adopted a mechanism, which ensures that
each authentication vector can be used only once. To achieve this, HSS/AuC
maintains a counter SQNye that generates an increasing sequence number SEQ, which
is unique for each authentication vector. The sequence number SEQ is conveyed
along with the authentication vector to MS. On the other hand, MS keeps track of the
greatest sequence number received from the HSS/AuC.

When MS receives an authentication vector through the authentication procedure, it
checks if the received SEQ is greatest from the corresponding one stored in USIM. If
it is greatest, then the authentication vector has never been used in the past. In this
case, USIM accepts the authentication vector and stores the received sequence
number SEQ. Otherwise, USIM denies the authentication vector and initiates a re-
synchronization procedure. In this procedure, HSS/AuC checks if the values of the



counters are correct and then generates new authentication vectors. It is evident that
the re-synchronization procedure increases the authentication latency in the
authentication procedure of MS. Especially in case MS has a real time session (VolP,
video conference), then the execution of the re-synchronization procedure could result
in session drop [12].

Although this mechanism provides security from replay attacks, 3GPP has
recognized cases [3], which the authentication vector received by HSS/AuC may
contain a sequence number SEQ, which is smaller than the stored sequence number in
the USIM card of MS, without however the specific authentication vector been used
in the past. This case is called false synchronization and unfortunately the USIM card
rejects the authentication vector and executes the time consuming re-synchronization
procedure. In order to resolve the problem of false synchronizations, 3GPP
recommends USIM to maintain a matrix SEQ,, for the storage of a values of SEQ
which have been accepted from previous authentications. The parameter « is called
offset. The symbol SEQ,(i), denotes the value of the matrix SEQ in place i (0<i<
a -1). In addition, HSS/AuC maintains the counther INDyg, which is increased by one
value for each new generated authentication vector and takes values from 0 to a-1.
The procedure that HSS/AuC follows to generate an authentication vector is: initially,
HSS/AUC increments by one value the counters SEQue and INDye. Assume SEQ and
IND be the new values of the counters SEQe and INDye. Next, HSS/AuC calculates
the parameter SQN as follows:

SQN = SEQ || IND

HSS/AUC derives also the expected response XRES, the integrity key 1K, the cipher
key CK, an authentication token AUTN, and a random number RAND. The above
procedure is repeated L times for the derivation of L authentication vectors. The
parameter L is defined as size of authentication vectors. Next, HSS/AuC forwards to
SGSN L ordered authentication based on the sequence number SEQ that contain.
SGSN upon receiving the L authentication vectors, chooses the first vector and
conveys the parameters RAND and AUTN to MS, and stores the remaining L — 1 for
future use.

MS upon receiving (RAND, AUTN), derives SQN from AUTN and from SOQN
derives sequence number SEQ as well as the IND parameter. USIM using IND checks
if SEQus (IND) < SEQ. If yes, then SIM accepts the authentication vector, since it
considers to be fresh and stores the received SEQ in place i=IND of the matrix SEQ,s
(i.e., SEQus(i)=SEQ). Otherwise (i.e., SEQys (i) > SEQ), USIM rejects the
authentication vector and initiates the re-synchronization procedure. In this procedure,
SGSN deletes the stored authentication vectors for the specific MS (if it has any) and
executes and requests from the HSS/AuC new authentication vectors.

Although this mechanism reduces false synchronizations, the use of a constant value
of offset a is not the optimum strategy to reduce false synchronizations in 3G-WLAN
integrated networks. This observation stems from the fact that in 3G-WLAN
networks, MS can handoff frequently between 3G and WLAN and as a result, the
sequence numbers SEQ deviate from the correct order, increasing false
synchronizations.

In order to reduce false synchronizations in 3G-WLAN integrated networks, one
possible solution is to choose a big value of offset @. However, by increasing the
value of offset a, the level of security in UMTS and WLAN is decreased [12]. Thus, a



mechanism is required that will dynamically adapt the value of offset a in 3G-WLAN
integrated networks to achieve an optimal tradeoff between security and performance.
In the next section, we summarize the developed analytical model and we outline the
most important numerical results.

2.1 Analytical Model and Numerical Results

The aim of the analytical model is to derive the false synchronization probability
Pyyn. and the mean number of false synchronization E[X,] during time period 7. For
the system modeling, we assume that the MS residence time in UMTS and WLAN
follows an exponential distribution with mean 1/, and 1/u, respectively and the
authentication request rate in the UMTS and WLAN is a poisson process with rate 4,
and 4,, respectively. Under these assumptions, the system behavior can be modeled as
a discrete time four-dimensional markov chain E ={N,D,U,W:N €[0,1], D €
(—a—1,a+1), Ue[0,L), We[0,L)} where N is a variable that denotes if the
user is in UMTS or in the WLAN network, D denotes the difference between the
sequence numbers of the UMTS and WLAN networks, U denotes the number of the
stored authentication vectors in UMTS and, finally, W denotes the number of the
stored authentication vectors in the WLAN. Since the markov chain is ergodic, we can
first derive the steady state probabilities, and next, the false synchronization

probability as follows:
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The mean number of false synchronization E[X,] during a specific time period t can
be calculated as follows:

Psync -

E[X;]=n- Psync (2)
where n is the number of authentications during t. In order to ensure the validity of
the analytical model, we have carried out simulations using a simulation model
implemented in C/C++ programming language. Numerical results showed that the
maximum error between the results of the analytical and the simulation model is 1%.
Therefore, the analytical and simulation models are consistent.

Based on equation 2, fig. 2 plots the mean number of false synchronizations E[X,] as
a function of offset a for different values of 4,. It is evident that the mean number of
false synchronizations is a decreasing function of a. We also observe that if 4, is
increased, then E[X,] is also increased. Finally we can pinpoint that there is a value of
a with which E[X,] becomes a constant function of a. We define this value of a as
Aoptimum - The value of &,y mun IS dynamic and depends on the traffic patterns of
the MS (i.e., A,, Ay, ty, py ). For example, if 2, = 5u,, then agpiimum = 35, while
when 4, = 20u, then agpimum = 80 (see fig. 2). Similar results are observed for
other values of 4., 4,,, iy, -
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Fig. 2. Mean number of false synchronization E[X,] as a function of offset a for different
valuesof A, (L =5and 4, = u, = u,)

Fig. 3 plots the mean number of false synchronizations as a function of the offset a
for different values of the size L of authentication vectors. It is assumed that 1, =
5A,,. It is observed that when « is smaller than L, then the mean number of false
synchronizations has its maximum value. For instance, when L = 40and a < 40, then
the mean is equal to E[X,] = 55-10°u, (see fig. 3). This result is a direct
consequence of the fact that when the value of « is too small, then any execution of
an AVR procedure either in UMTS or WLAN, leads to the execution of the re-
synchronization procedure. Moreover, similarly to fig. 2, for all values of L, there is
value of a, in which the mean number of false synchronizations becomes a constant
function of a. For example, when L = 10, then a,,pmum = 20, While when L = 40
T0T€ Aoprimum = 38(see fig. 2). Finally, it is observed that when L is increased, then
the mean number of false synchronizations is also increased. This happens because an
increase of the value of L entails an increase of the counter SEQye maintained by
HSS/AUC resulting in more frequent false synchronizations.

From the previous results, we can deduce that the mean number of false
synchronizations is a decreasing function of a. Thus, the optimum strategy of MS is
to tune dynamically the value of a based on the parameters A,, 4,,, i, i, and L, in
order t0 @ = &,pimum - The value of @ must never be greater than a,pimum » SinCe
increasing a beyond aimym does not reduce significantly the mean number of false
synchronizations but reduces considerably the security level in 3G-WLAN integrated
networks and the storage overhead in the USIM card. The mechanism that will adapt
the value of a can be implemented either in the MS’s device or in the 3G-WLAN
integrated network. In the latter case, the 3G-WLAN network must keep track of the
Awr A, sy, Values, while it will convey the value a,pimun  in the AMF payload of
the authentication vectors.
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Fig. 3. Mean number of false synchronizations E[X,] as a function of offset a for different
values of L (A, =54, and A, = u, = 1)

3 Second Problem — Multi Pass Authentications

Although 4G networks offer great prospects in network evolution, they also present
some serious operational drawbacks, driven mainly by the integration of different
technologies. One of these drawbacks is related to the users’ authentication through
the multiple network domains. More specifically, a user, in order to get access to the
network services, has to perform one authentication step for each domain, called as
multi-pass authentication.

In a generic form, the user multi-pass authentication includes three discrete
authentication steps: (i) an initial authentication step that establishes a wireless
connection between the user and ND1 (i.e., the RANS); (ii) a second authentication
step that registers the user to ND2 (i.e., the core network); and (iii) a third
authentication step that provides the user access to the network services. These steps
include a redundant repetition of the same or similar authentication functions, which
imposes an unnecessary overhead that is related to: (i) the computation and
verification of authentication values (e.g., signatures, Hash Message Authentication
Codes (HMAQC), etc.); (ii) the generation of security keys; (iii) the exchange of
authentication messages; and, (iv) the encryption and decryption of authentication
messages. This overhead causes pointless delays in users’ authentication, especially in
cases that users reside far away from their home network [25]. Moreover, it increases
the energy consumption and depletes the available computational resources at the
level of mobile devices, which are usually characterized by low processing
capabilities and limited energy power. Finally, the redundant exchange of
authentication messages entails a needless consumption of the available radio



resources. Thus, the multi-pass authentication has detrimental effects on the quality of
service offered to end users.

The user multi-pass authentication occurs in many 4G scenarios. For example, a
WLAN user that wants to get access to IMS services (3G-WLAN scenario) should
perform a multi-pass authentication that includes three authentication steps (see
section 6.1.5 of [4] and section 6.1 of [7]). In the initial step, the user executes the
EAP-AKA or EAP-SIM protocol that registers it to the WLAN domain. In the second
step, it executes the Internet Key Exchange version 2 (IKEv2) protocol that
encapsulates EAP-AKA or EAP-SIM, which registers it to the 3G Public Land Mobile
Network (PLMN) domain. Finally, in the third step, it executes IMS-AKA using the
Session Initiation Protocol (SIP) for registration within the IMS domain. In the 3G-
WLAN scenario, the second authentication step includes a duplicated execution of
EAP-AKA (or EAP-AKA), while the third step includes a redundant execution of
IMS-AKA. A multi-pass authentication (i.e., two step authentication) also occurs in
WIMAX (see section 7.8.2 of [1]). In the initial step of this scenario, the user executes
an RSA-based authentication for its device authentication within the WiMAX Base
Station (BS). In the second step, it executes an Extensible Authentication Protocol
(EAP) method for the user’s authentication within the WiMAX core network.
Moreover, a multi-pass authentication also occurs in the Unlicensed Mobile Access
(UMA) networks, where a user wants to have access to the GPRS or UMTS services
using the UMA technology (see section 7.5 of [5]). In this scenario, the user first
performs an initial authentication step to be registered in RAN (i.e., IP access
network). Then, it performs a second step with the Generic Access Network
Controller (GANC) in order to use the UMA technology. Finally, it performs a third
step to get access to the core network. Another scenario, where multi-pass
authentication is employed, is when a WLAN user wants to get access to 3G services,
e.g., MMS, LBS, etc (see section 6.1.5 of [4]). In this scenario, the user performs an
initial authentication step to be registered within WLAN and then it performs a second
step to be registered within the 3G PLMN domain. Finally, a multi-pass
authentication also takes place in cases that a UMTS user wants to get access to IMS
services (see section 6.1 of [6]). In this scenario, the user performs an initial
authentication step to be registered within the UMTS network and then, it performs a
second step with the IMS network to gain access to the IMS services [10].

3.1 Proposed Mechanism

To limit the execution of the redundant authentication functions of multi-pass
authentications, a security binding mechanism is proposed. The proposed mechanism
authenticates a user in the second and third step of a multi-pass authentication
procedure by using the user’s authentication credentials of the initial step, in a simple
yet effective and secure manner. In this way, it reduces the overall authentication
signaling traffic of multi-pass authentications and mitigates the associated burden.
The proposed mechanism is deployed through two different forms: (i) the security
identity binding and (ii) the security key binding. Both of them can be applied either
in the second or third step of multi-pass authentications. The security identity binding
enables ND2 or ND3 (of a 4G network architecture) to authenticate a user using the



identity of the user (/D,user) employed in the initial authentication step. The security
key binding enables ND2 or ND3 to authenticate a user using the key (K;auth)
generated in the initial step. The focal point of the proposed mechanism is its generic
application in multi-pass authentications, regardless of the underlying network
architecture or protocols.

To prove this, we have applied the proposed mechanism in the legacy 3G-WLAN
authentication resulting in the improved 3G-WLAN authentication. We have
performed a security analysis to identify and elaborate on possible attacks that
threaten the operation of the improved procedures, the users and the underlying
network. We examined the feasibility of these attacks and, if required, we proposed
security measures to defeat them. We concluded that the proposed procedures retain
the same security level with the legacy procedures. In addition, we have performed
simulations to estimate and compare the performance of the improved 3G-WLAN
authentication to that of the legacy 3G-WLAN authentication. The simulation results
indicated that the improved procedure achieves reduced authentication delays
compared to the legacy procedure, as a direct consequence of the reduced number of
authentication messages exchanged. In the next section we analyze the most important
results of the carried simulations.

3.2 Results and Discussion

In the first set of experiments, the authentication delay was estimated as a function of
the rate of authentication requests A, (see fig. 4). It can be deduced that for small
values of the rate of authentication requests (i.e., . < 2), the authentication delay
values are constant (see fig. 4) for both procedures (i.e., about 0.4 seconds for the
improved 3G-WLAN authentication and 1.4 seconds for the legacy). The decreased
delay of the improved procedure is a direct consequence of the reduced number of
authentication messages exchanged and the associated computational overhead.
Moreover, it is observed that in the interval of 2 < 4,4, < 5, the authentication delay of
the legacy procedure increases exponentially, leading to excessive delay values and,
eventually, to a system saturation. On the other hand, for the same values of the rate
of authentication requests, the authentication delay of the improved 3G-WLAN
procedure remains constant. Only under a sufficiently high rate of authentication
requests (i.e., Az > 5), the authentication delay of the improved 3G-WLAN
authentication procedure increases exponentially, indicating that the system has
exceeded its maximum capacity. Therefore, it can be figured out that because of the
reduced authentication delay, the improved procedure is capable of fulfilling a greater
demand of authentication requests, compared to the legacy. Another benefit of the
proposed procedure is that it mitigates bottlenecks in PDG [13]. Recall that PDG is a
gateway that connects RAN with the core network (see fig. 1). Thus all the WLAN
traffic is aggregated to PDG, causing bottlenecks that (i) slow down the data flow, (ii)
reduce the network capacity and (iii) impede the system scalability. The proposed
procedure copes with bottlenecks in PDG, since it significantly reduces the total
amount of authentication messages that are conveyed and processed by it. Moreover,
the reduced number of messages exchanged for users’ authentication in the improved
procedure, optimizes the bandwidth utilization over the wireless and core network



segments. This also entails a reduced computational and energy cost at the level of
mobile devices, which avoid the execution of authentication functions and the
associated security algorithms (i.e., encryption/decryption, computation/verification
of hash values, etc.).
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Fig. 4. Authentication delay as a function of the rate of authentication requests

The aim of the second set of experiments was to compute the ratio R4,z of the AVR
procedures in the improved 3G-WLAN authentication to those in the legacy
procedure, as a function of L. In the carried experiments, the rate of authentication
requests is constant (i.e., A,=1 req./sec), since the ratio of AVR procedures is
independent of A, The outcome of this experiment was that the ratio R4, of AVR
procedures is constant (i.e., its value is about R4#~0.33) and independent of L. This
outcome is directly linked to the fact that for each user’s authentication, the legacy
3G-WLAN authentication consumes three 3G AV (one for each authentication step),
while the improved consumes only one. Thus, it can be figured out that the improved
3G-WLAN authentication reduces the executions of the AVR procedure by 66%,
compared to the legacy. It is evident that the reduced number of execution of AVR
entails reduced authentication delays, since the AAA server and P-CSCF
communicate less frequently with HSS/AuC. Moreover, the proposed procedure
reduces the authentication latency of roaming users, which reside far away (in terms
of number of hops) from their HSS/AuC. Note that when an AVR procedure is
performed, the AAA server or S-CSCF communicates with HSS/AuC. The latter is
always located in the users’ home network, since it stores the users’ authentication
credentials. Therefore, roaming users experience long authentication delays during an
AVR procedure. Thus, the proposed procedure is especially beneficial for roaming
users, since it reduces the execution of AVR procedures and, consequently, the
authentication latency. In addition, it mitigates the communication and processing
overhead in HSS/AuC. This enables HSS/AuC to reserve resources in order to fulfill
AVRS generated by other types of networks (e.g., UMTS, GSM, GPRS, etc.), which



are also connected to the 4G network and served by the same HSS/AuC. Therefore,
the improved authentication procedure optimizes the performance of the entire 4G
network architecture as well as the individual networks that the latter comprises.

4 Conclusions

In this thesis two different problems were studied, aiming at optimizing the users’
authentication procedure in 4G mobile networks. In the first problem, we studied false
synchronizations that occur during handovers from UMTS to WLAN and vice versa.
We argued that a constant value of the offset a does not reduce efficiently the number
of false synchronizations. Thus, a mechanism is required to adapt dynamically the
value of a based on the traffic patterns of the MS. To this end, an analytical model
was developed using a four dimensional markov chain. The analytical model
facilitates the dynamic adaptation of the value of offset a, to achieve an optimal
tradeoff between security and performance. This mechanism can be implemented
either in the MS’s device or in the 3G-WLAN network infrastructure.

In the second problem, the security binding mechanism was proposed to mitigate the
redundant authentication functions of multi-pass authentications. The focal point of
the proposed mechanism is that it does not require modifications in the 4G network
architecture or in the existing security protocols. The proposed mechanism was
applied in the legacy 3G-WLAN authentication resulting in the improved 3G-WLAN
authentication. A security analysis was conducted to pinpoint possible attacks that
target the users and the underlying network. This analysis showed that the improved
procedure that does not undermine the provided security level. A performance
analysis was carried out simulations to estimate and compare the performance of the
improved 3G-WLAN authentication to that of the legacy 3G-WLAN authentication.
The simulation results indicated that the improved procedure achieves reduced
authentication delays compared to the legacy procedure, as a direct consequence of
the reduced number of authentication messages exchanged and associated
computational overhead.
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