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MeyLotn Zuckeuvacia MoAvywvwv
HEow Kwvntou Opiou TottoBETnoNG Kat

ZTOXAOCTLKWY MeB4SWvV

AAeEavbpog OUApaV AgpvltoLwTng

NEPINHWH

2to TAaiolo tou Staywviopou CG:SHOP 2024, peAetrioape to poBAnua tng
HEYLOTNG CUOKEUACLAG TIOAUYWVWV. ZTOXO0G ATAV N ETTLAOYN KAl TOTIOBETNGON €VOG
UTTOCUVOAOU TIOAUYWVWV HE TIPOKABOPLOPEVEG aEleq EVTOG KUPTNG TIEPLOXNG,
WOTE VA PEYLOTOTIOLELTAL TO CUVOALKO ABpoLopa Twv agLwv Toug.

H mpooeyylony pag Baclotnke o€ OTOXAOTIKEG HEBOSOUG Kal €AEyXOMEVN
TUXALOTNTAQ, YLA TNV TOTIOBETNON TWV TIOAUYOVWVY EVTOG EVOG KLVOUHIEVOU oplou-
TIEPLOX NG TOTI0BETNONG, TO OTIOL0 PETABANETAL OTASLAKA ATIO TO KATW APLOTEPO
€W¢ To 0To TMAvw Se&l Akpo tou TePLBARpaTOG. YAoTtoloape SU0 YEWHETPLKEG
TIapaAAayEG TOU KLVOUPEVOU oplou: n pla xpnoLPoTIOLoUoE TETPAYWVLKO TIAEYUQ
ylLa TNV TEEPLOXT) TOTIOBETNONG, KAL N AAAN TUAPATA KUKALKOU TOEOU.

Ta uttodrjpla toAUywva katatdydnkav cOPPWva e cuvaptnon BabpoAdynong,
n omtola cuvduade TTOANATIAA HETASESOUEVA, OTABULOUEVA PE TNV CNUAVTLKOTNTA
TOUG. XpNOLUOTIOLNONKE EKOETLKN KATAVOWN yLad TNV €TLAOYN TWV TILO EUVOIKWV
TIOAUYWVWV o€ KABE Bripa. OL TiBaveg BEoELG TOTIOBETNONG EVTOC TNG KLVOUPEVNG
TiepLoxng-oplou, a&LoAoyrnbnkav e xprion EVPETLKWY HEBOSWY, yla va eTiAexBel
N BeAtiotn emAoyn.

H mpoogyylon pag epmveetal amo TG KAAOLWKEG bottom-left texvikeg
ToToB£TNONG, PELWVOVTAG TO TESL0 TwV AUCEWV KAl armo@eVyovTag TV avaykn
yla Non-Fit Polygon (NFP) umoAoylopoUg, €AayLOTOTIOLWVTAG CUVETIWG TNV
TTOAUTTAOKOTNTA UAOTIOLNONG. AV Kat autr) n arAotoinon pmopel va oénynoeL os

pelwon tng mMoLOTNTag CUOKELAOLAG, TIPOCYEPEL EVAV TIPAKTIKO CUMBLBacpo
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HETAEL UTIOAOYLOTLKAG amoSoTKOTNTAG, ToldTNTag AUONG Kal €UKOALQg

uAoTtolnong.
Ogpatikn EPLOXN: YTTOAOYLOTLKN MewpeTpla

NEEELG KAELSLA: BeATiotomolnon, MNEwPETPLKr) cuokevaoia, Eupetikeg pebodol,
2TOXAOTLKEG SLadlkaoieg, Kupto mepifAnua

ENIBAEMNQN
Iwavvng Epipng, Kabnyntng EKNA

1 EIZATQrH

Ta mpoPARuata cuckeuaociag elval pla katnyopila UTIOAOYLOTLKA SUGKOAWV
TpoBANudTWY, Kat cuxvd ta&lvopouvtal wg NP-hard ) aképa kat IR-TARpn [1],
AOYW TWV YEWHETPLKWY TIEPLOPLOPWY TOUG, KAl TNG OUVSUAOTLKNG €Kpnéng
TBavwy SLapopPwoewyY, aAAA €XOUV CNUAVTLKEG TIPAKTLKEG EPAPHOYEG, OTIWG
OTNV ATTOTEAECHATLKN a&LoTtolnon UALKWY, OTOV KATAOKEUAOTLKO TOMEQ, KAl OTN
xwpota&lkn BeAtiotomnoinon dtatd&swy, petafL aAAAwv.

1.1 OpLopog MpoBARpatog
To mpOPANpa pe to omoilo acxoAnBnkape, opiletal wg €§NG: AeSopevng pLag

KUPTNG TIEPLOXNG P OTO €MiTTES0 KAl EVOG CUVOAOU aTAWY TIOAUYWVWV Q1, ..., Qn,
OTIoU KABe TTOAUYywvo Qi cuvodevetal amo pia TN ci, {nteltat va utoAoyLotel
pLa €@LKTA (N ETLKAAUTITOPEVN) TOTIOBETNON EVOG UTTIOOUVOAOU S C {1, ..., n} TWV
TIOAUYWVWV Qi €VTOC TNG TIEPLOXNG P, Xwplc TeploTpowr), €10l WOTE va

peyLoToTIoLELTAL N CUVOALKN TLUN Yjes Ci.
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2 KAOIEPQMENEZ MEOOAOI

OL TUTILKEG TIPOOEYYLOELG yla TN OUCKeuaola TOAUywvwv Slakpivovtatl o€
akplBeic pebodoug, oL otoleg meplopidovtal o TpoPARuATa TOAU HLKPNAG
KAlpakag AOyw tou uPnAoU UTIOAOYLOTLKOU TOUG KOOTOUG, KAL OE TIPOOEYYLOTLKEG
TEXVLKEG, OL OTIoleG xpnOoLUoTIoloUVTAL Of MEYAAUTEPA TIPORANMATA  Kal
TIEPAAPPBAVOUV YEWHETPLKEG EUPETLKEG KAL PETAEUPETLKEG TEXVLKEG (yeveTikol
aAyopiBpol, simulated annealing K.d.), oL OTtOlEG TIPOCPEPOUV TIOLOTLKEG AUCELG
0 MLKPOTEPN XPOVLKA KAlpaka. Keviplkd epyaiela o€ auteg TG peBOSoUG
amoTeEAOUV N pactepoTioinan, OTou 0 €AeyX0G eTILKAAUP WV Baoiletal o€ TAEyA
(grid) péow g Ynylomoinong twv oxnudatwy, kat ta No-Fit Polygons (NFPs), ta
ottola opldouv HE YEWMETPLKA AKPIBELa TLG ETLTPETITEG B0l ToTIOBETNONG
peTagl U0 TIOAUYWVWVY XWPLG ETILKAALYN.

2.1 Zxetiwkn BiBAloypagia

H BLBALoypapia yla tnv tomobETnon akavovloTwy oXNUATWY TIPOOWEPEL HLa
OAOKANpwpEVN xaptoypdynon tou mediou. OL Bennell kat Oliveira (2009)
TIAPEXOUV HLA EKTTALSEUTLKI] AVAOKOTINGN TWV YEWUETPLKWY TEXVIKWVY (NFPs,
paotepotoinon) Kat tTwv PeBodwv cuokeuaciag [2]. Ou Leao et al. (2020)
gotLadouv otn pabnuartikr povteomoinon, apouotalovtag TANB0G TEXVLKWY,
OUPTIEPAOUBAVOPEVWY TWV HEBOSWVY HLKTOU OKEPALOU KAl TIEPLOPLOTLKOU
Tipoypappatiopov [3]. Téhog, ol Guo et al. (2022) tapouactdalouv pla clUyxpovn
ETILOKOTINON TWV aAYop(BUwWY BEATLOTOTIONONG KAL TWV TIPOKANCEWV TOU TteSiou
[4]. ZUVOALKAQ, OL TTAPATIAVW AVACKOTINOELG TIAPOUGCLAloUV Kal XapToypa@oUV To

niedlo tng Slodldotatng cuokevaaoiag.

Mapd To yeyovog OTL OL UPLOTAPEVEG PEBOoSOL EMLTUyXavouv uPnAn Tukvotnta
ouokeuaoiag, cuxvd apouctalouv augnpeVn UTIOAOYLOTLKH TIOAUTIAOKOTNTA KAl
glvat meplmAokeg otnv ulotolnon AOyw NG avaykng yla €eEELSIKEUPEVEG

padnuatikeg Sopeg (NFPs k.a.).

2.2 H E&etaldpevn MNpoogyyion oto Totmio twv AUGEWV

H mpoogyylor) pe tnv otmola TELPAPATIOTAKAUE, XPNOLHOTIOLEL OTOXAOTLKEG
ETILAOYEG, KAl agopd tnv Snuloupyla apylkng Auong kat oxL tnv PBeAtiwon
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uTIapxoucag cuckeuaoiag. Autr n pEBOSOC, TTIOU ATIOTEAEL YEWHETPLKI EUPETLKT),
amoeVUYEL TOV UTIOAOYLOPO NFPs 1] tnv UTIOXPEWTLKA XPron TAEYHATOG
paotepotoinong / SlakpLromoinong amAoTIoLWVTAG TNV UAoTtoinon Kat

BeAtLwvovtag tnv anodoon.

Xpnoiwgomowwvtag Kwntd oOplo  tomobetnong, xwpilet to Soxelo oe
OUGCKEUAOHEVN KAL TIPOG CUCKEVAGCLA TIEPLOXEG, ETILTPETIOVTAG TIUKVOTEPEG AUCELG
amod TNV amAr] OTOXAOTLKN TPOOEYYLon, OAAA KAl PLKPOTEPN UTIOAOYLOTLKN)
TIOAUTIAOKOTNTA attd TIOAAEG bottom-left texvikeg, KaBwg to TESLO eAEyxoU yLa
VEEC TILOAVEG KAl £yKUpEG BEoeLg ToToBeTroeLg TiEpLopiletal kat dev eEaptatal
apeoa amo KABe rén tomoBeTnUEVO TIOAUYWVO.

3 MNPOZEITIZH KINHTOY OPIOY TONOGETHZHZ

H mpoogyylon mou mapouctaletal sExetal we elcodo €va kevd Soxelo kat eva
oUVOAO TIOAUYWVWV TIpo¢ toTtoBetnon. O aAyoplBuog Paciletat o pLa
HeETaBaANOpEVN TEPLOXN - Oplo  TOToBETNONG TO oOTolo  pETakLveltal
TIPOOSEUTLKA aTto TO KATW apLloTePO TIpog To avw el 0pLo tou Soxelou. Ze kABe
BApa, Ta TToAUywva eTAEyovTal e TILBavoTIKn Sltadlkacia cuPwva Pe oslpd
TpotepaldTnTag mou PBaciletal ota peTadedopeva KAl TA YEWHETPLKA TOUG
Xapaktnplotikd. la kdBe emeypévo TOAUYywvo, e&etalovtal TIOANATIAEG
Tuxaleg BEO0ELG EVTOC TNG TPEXOUOAG TIEPLOXNG KAl ETILAEYETAL EKELVN TIOU

BEATLOTOTIOLEL EUPETLKEG YEWHETPLKEG CUVAPTHOELG.
L ToV 0pLOPO TNG TIEPLOXNG ToTtoBeTnoNG e€stalovtal SU0 EVOANAKTLKEG:

e [pooEyylon TOLWV - XPrion OPOKEVIPWY KUKALKWY TOEWV HPE KEVTPO TO

KATW apLotepod onpelo tou doxelou kat otadlakd av€avopevn aktiva

e [poogyylon TAEYHATOG - XPNON TETPAYWVLKWY KUPEAWV TIAEYHATLKAG
Sopng

10



Méylotn Zuokeuaoia MoAuywvwy péow Kivntou Opiou TomoBETNong Kat ZToXaotikwv MeBoswy - AAéEavSpog OUApav
Aepvitolwtng

3.1 Mé€B0&0¢ KUKALKWVY TOEwv

H Tteploxn tomoBetnong twv ToAUYwWVwWY opiletal wg SAKTUALOELSNG Cwvn TIEPLE
KUKALKOU TOZOU, TIEPLOPLOKEVN €VTOG TWV oplwv tou Soxelou. To KEVTPO TOU
TOEOU AVTLOTOLXEL OTO KATWTEPO APLOTEPO onuelo Tou ePLPARpatoc. H aktiva
TOU TOEoU au&dvetal otadlakd og KABe Bripa, KAAUTITOVTAG OOLOPOP YA OAN TNV
TIEPLOX M) Tou Soxelou ewg TNV Avw S€€La ywvla.

3.2 Mé£00&og Tetpaywvwyv MAeypatikig Aopng

H mteploxn} tomobetnong tTwv ToOAUYWVWY 0plleTal WG TETPAYWVLKH KUPEALSa
TIAEYPATOG, PE TLG KUWPEALSEG va emAéyovtal Sladoxlkd os kdBe Brua Bdoel
kaBoplopévou potifou MARpwong &ekwvwvtag amd To KATW aploTEPO Kal
TIPOXWPWVTAG £WG To Avw Se&L dpLo tou Soxelou. KaBe kupeAida egetaletal ya
ToTIoBETNON TIOAUYWVWY e TIOAATAEG emavaAnPelg, mpwv n Sladikacia

TIPOXWPNOEL OTNV ETTOHEVN KUPEALSQ.

~
<

Bt

Ewkova 1: ATIELKOVLON KUKALKWVY TOEWV TOTIOBETNONG KAL TETPAYWVWVY TIAEYPATLKAG
Sopng

11
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3.3 Zepa Emhoyng NMNoAvywvwv Kat Eupetikn KaAutepng TottoB€tnong

H oepd tagvopnong kat €mAoyng twv TIoAUywvwv KaBopiletal amd pua
ouvaptnon BaduoAoynong (scoring function) Bdoel petadedopévwy (6TWG a&la
KOL YEWHETPLKA XOPAKTNPLOTIKA), PHE TNV TEALKN €TLAOYI VA TIPAYHATOTIOLE(TAL
OTOXQAOTIKA PEOW €KOETIKNG KATAVOMNG WOTE va g€uvoouvTal ta Ldavikotepa
oxnuata.

Mla tnv emAoyn tnNg B€ong tomoBETnong €ViOC TNG KLWOUMEVNG TIEPLOXNG,
gpappolovtal EVPETIKEG PEBOSOL TTOU OTOXEVOULV OTNV TIUKVOTEPN dLatagn. Evw
N amAouoTepn TIPOCEyyLon elval n tuxaia emoyn €ykupng B€ong, n xprnon
OUVAPTACEWY KOOTOUG, (TL.Y. €AaxlLoToToinon Tng amootacng amod To KATw

apLOTEPO AKPO TOU S0XELOV) ETILTPETTEL TNV ETILAOYK] TIOLOTIKOTEPWY AUCEWV.

Ewkdva 2: Ztiypldturna cuokeuaotiag HeBOSOU KUKALKWY TOEwWV

3.4 AmoS0tLKAG EAeyX0G ETtLKAAUPEWVY

Fla TNV ATTOTEAECUATLKY aviyveuon eTKAAUPEWY, XpnolpoTioleital SLpactkn
TpooéyyLon. Katd tnv Eupela ®don (Broad Phase) xpnotpotololvtal XWPLKEG
SOUEG, PE OTOXO TNV Taxela amoppudr) tng mMAstoYn@lag Twv Pn CUYKPOUOUEVWVY
oxnuatwv. Kata tn ®aon AkpiBeiag (Narrow Phase), epapuolovtat akpLBei

12
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YEWMETPLKOL OAyoplBuoL, omwg GJK 1 SAT oe kABe TIOAUYWvVO TNG TAEWV

ONMAVTLIKA PJELwPEVNG AloTag Twy TILBAVWV ETILKAAUTITOPEVWY TIOAUYWVWV.

MO OUYKEKPLUEVA, KATA TNV €upela @dAon TOaVEG XWPLKEG SOMEG

oupTepAapBavouv:

e Quadtrees, R-trees, oL omtoieg a&LoTOLOUV ATIOTEAECPATLKA TN VAU, AAAA
EXOUV au&nuEVN XPOVLKN TTOAUTIAOKOTNTA avalntnong Kal EVNPEPWONG

(0(logn)).

e Spatial Hash Grids (SHG), Ta oTtola TIPOCYEPOUV TIPOCEYYLOTIKA 0TaBEPO
xpdvo avalrtnong KaL evnuépwaong (0(1)), aAAA pe kOoTog TV UPNAGTEPN
XWPLKN TIOAUTIAOKOTNTA.

Eav n xpron pvAung dev amotelel meploplopo, ta SHG mpotipwvtal ya thv
avwtepn andédoon o€ avalntoELg KAl EVNUEPWOELG.

TETOLEG SOMEG ETILTPETOVV TNV EUPECH OXNMATWY TIOU PBplokovtal EVTOg pLag
TOTILKAG TIEPLOXNG, TIEPLE TOU UTIOYN@LloU TTIOAUYWVOU. AUTH N TIEPLOXM UTIOPEL va
glvat to AABB TOU TOAUywvou, I TA EMPEPOUC TETPAywva TNG
Slakpltomolnuévng (rasterized) pop@ng tou, av otevotepn Teploxn lval

embupnn.

ErurtAgoy, pla amAr BeAtiotomolnon Tou TIPOOWPEPEL TO KLvNTO OpLO HE TNV
pEBOSO TWV TOEWY, Elval N amouyn eAeyxou Twv oxnUdtwy Omou n avw Se€La
TOUG Kopuwr elval HLKPOTEPN TNG TNG EAAXLOTNG aktivag tng TEPLOXNG
tomoBetnong. Autd prmopel va emiteuxBel xwplc tnv av&non tng XPOVLKAG
TIOAUTIAOKOTNTAG, Xpnotlyomowwvtag kouRadeg (buckets) ywa kdBe Bripa
TomoBeTnoNg Tou cupmePAapBdavouv Ta TTOAUywva TIou PEAAOVTIKA Sgv Ba
amoteAOUV CUYKPOUOELG, apalpwvtag ta amd 1o SHG, kat BeAtiwvovtag Tig

XWPLKEG ATIALTAOELG TOU aAyopiBuovu.

Ye KAOe meplmtwon n €mAoyn TG OTPATNYLKNG EAEyXou efaptdtatl amo tnv
embupntn Loopportiia petagu tayxutntag avalntnong Kat evnUEPWaonG, XPrnong
HVAMNG KAt amAoTnTag uAoTttolnong.

13
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3.5 YmepmapdapeTpol

OL utmepmapdpeTtpol tou aAyopiBuou kabBopilouv TNV OCUPTIEPLPOPA TOU
aAyopiBuou, OTwG TN ox€on METAEU tayxUtntag Kal Tolotntag, kabwg, yla
TTapAdeLypa, N xprnon PKPOTEPOU Pripatog mpowbdnaong tou oplou av&avel tnv
TIUKVOTNTA TNG CUOKELAOLAg, aAAA PE avahoyn €MLBAPUVCN OTOV UTIOAOYLOTLKO

XPOVo.

Ewkova 3: MikpOTepO Bripa TepLloxfg o8nyel o€ TIUKVOTEPEG CUOKEVUAOLEG

3.6 Weudokwdikag

Elcodog: Aoxelio C, ZUvoAro moAuydvwv P, Ymepmnapduetpol H, BT € {T6&a, IMAéyuoa}
Efodoc: PackedPolygons € P

Apx lkomoinoe 1o 6pLo tomobétnong B pe Pp&on to BT
Apyx Lkomoinos PackedPolygons « @

// Tpoegnefepyaocia

T'TA k&6e moAUywvo p € P:
YrnoAdyLoe petadedouéva (tiun, eppaddv, squareness)
YrnoAdyLoe oapxlkd score (p)

Taf Lvounoe 1o MOAUYOVX KAtd @Bivouoca ocelpd score

14
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0%0 10 dpLo B dev éxel dLatpéisl mAfpwg 1o doxeilo KAI P # 0:

// BAua 1l: EmiAoynh Umoyn® LV ITOAUYOVOV
CandidatePolygons « Tuxoalo umooUvoAo Tou P pe €éupoaon oOTo
UnAng PRoabuodroyliag MOATYOVX

// Bhua 2: IpoomndBe Lo tonoBétnong
TIA k&6e moAUywvo p € CandidatePolygons:
ExTéAeoe H.num trials tuxoalec doxlpéc tomobétnong evidg tou B
Af LoAOyNoe TLC éyKUpeg Oéoelg ue euUpeT LR ocuvdpinon KOCTOUCQ
Eniiefe Tnv koaAUtepn éykupn Oéon (ov undpxel)
AN éykupn 6éon éxel Bpebel:
TonmoBétnoe 1o p oto C kol upbdobecé 1o oT1o PackedPolygons
Apoaipece 10 p and TO P
ANNIQY :
Avompoodpuoce 1o score(p) &doTe va pelwbel n mpotepaltdtntd TOU

// BAua 3: Ipobénon oplou
Met&pepe 1O 6pLo B xat& H.boundary step

EIIEZTPEYE PackedPolygons

3.7 YmoAoytotikn MoAumtAokotnta

[La Tov UTTIOAOYLOPO TNG XPOVLKNG TTIOAUTIAOKOTNTAG, £0TW: n TTARB0G TIOAUYWVWV,
t SOKLPEG avd TIOAUYywvo, m Bripata oplou, k TToAUywva ava BrApa (k « n) Kat ¢
TO KOOTOG €AEYXOU ETILKAAUYNG. H TTOAUTIAOKOTNTA avaAUETal WG ENG:

e YTOAOYLOMOG peTASESOPEVWY Kat ta&wvopnon: 0(n) kat O(nlogn)

avtiotowa

o KUpLog Bpoxog tomoBétnong: e kabe Brua i =1..m,egetdlovtal k
TIOAUYWVQ, PE t SOKLHWEG avd TIOAUYWVO Kal KOotog 0(c) ava Sokiun. To
OUVOALKO KOOTOG ava Bripa elvat: O(k - t - ¢). ZUVOALKA: O(m - k - t - ¢).

ZUVETIWG, CUVOALKA, N TIOAUTIAOKOTNTA TOU aAyopiBuou ekppaletal wg:
O(mlogn+m-k-t-c).
‘Eotw A = m - k - t, TOTE N TIOAUTIAOKOTNTA EKPPALETAL WG:
O(nlogn+ A -c).

H otpatnylkn eAéyxou emikaAUPewv kaBopillel TO UTIOAOYLOTLKO KOOTOG avd

TOTIOBETNON KL, KAT' ETEKTACN, TN CUVOALKN TIOAUTIAOKOTNTA. Me tn Xpnon
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SHGs, 0 é\eyx0¢ TpaypatoToleltal o oxed0V otabepo xpovo ¢ = 0(1). ZUVETIWG
OTNV TILO ATIOSOTLKI TOU PHop@r) 0 aAyOpLlBpog £xeL TIOAUTIAOKOTNTA:

O(nlogn + A)

JUVETIWG, N XPOVLKN TIOAUTIAOKOTNTA Tou aAyopiBpou cuvoyiletal o SuUo
OUVLOTWOEG: TOV XPOVO TA§LVOUNOoNG TwV TIOAUYWVWY O0(nlogn) KAl TO KOOTOG
ToToBeTNONG O(A). Z€ TIEPLITTWOELG OTIOU N apXLkn ta&lvopnon &ev amnatteitad ,
T.X. 0tav OAa Ta ToAUywva €xouv (on ala r mapopola XapakKTnpLoTKG, N
TIOAUTIAOKOTNTA amAoTioleltal e 0(A4), dnAadn elval ypapplkr) wg TPOog TO

€MBASO Kal TNV TTUKVATNTA CUOKEVAGLAG.

O SLaxwplopdg tou doxelou o€ yepdtn, Tpog TOTIOBETNON KAl KEVN) TIEPLOXN, O€
OUVSUAOHO HE TNV OTOXAOTLKN TOTIOBETNON TWV oxnudtwy, meplopilel tnv
e€dptnon petall moAuywvwy. Autod SlagopoTiolel TN PEBOSO aTd KAAGOLKEG
TEXVLKEG OUOKEUAOLAG, OTIwG to bottom-left ye NFPs, 6Ttou KdBe veo TIOAUYWVO
TIPETIEL va eAeyxBel evavtl OAWV Twv Nén TOTOBETNUEVWY, HE ATIOTEAECHA
TETPAYWVLKO UTIOAOYLOTLKO KOOTOG.

3.8 BeAtwwoelg Kal ETteKtdoeLg

YTidpyouv SLaopeg TIOavEG BEATLWOELG TTIOU PTTIOPOUV Va EETACTOUV, UE OTOXO
TNV TEPALTEPW aUVENON TNG AMOSOTIKOTNTAG, TOLOTNTAG, KAl €UEALELAg tng

oUOKevaoiac.

ApXLKQ, 0 aAyoplBpog elval euttpocdppooTog o SLAYOPEC TIAPAANAYEG TOU
TIPORAAPATOC AOYW TNG ATAOTNTAC KAL TNG YEWHPETPLKAG TOU puoNC. H apxn tou
KLvoUpEevou oplou pmopel va emektabel yia koiAa ry mo mepimloka Soxela kat
npoBArpata uPnAdtepwy Stactacswy (t.x. 3D cuokevactia). Emiong, pumopet va
TIPOCAPHOOTEL yla OUVOETA YEWHETPLKA oxrjuata (T.X. TIOAUywva HE OTEG N
KQUTUAQ  OpLa), a&loTolwvtag KAtdANAEG  OUVOPTAOELG  avixveuong

OUYKPOUCEWV KaL EVPETLKEG TOTIOBETNONG.

ErmumA€oy, pua Bavr) katevBuvon BeAtiwong agopd tn BeAtiotomnoinon tng
OELPAG TOTOBETNONG TWV TOAUYWVWVY. AOYyWw TNG OTOXAOTLKNG QUONG TOU
aAyopiBpuou, n 6ta akoAoubia pmopel va amodidel SLaopeTika anoteAéopata
0€ KABE EKTEAEDN, YEYOVOG TTOU KaBLOTA SUCKOAN TNV BEATLOTOTIOINO TNG OELPAG
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ToTt00£TNONG. MLA TILO ATIOTEAECPATLKA TIPOCEYYLon Ba urtopouoe va Bactotel o€
TOTILKEG TPOTIOTIOLOELG KAL PEPLKI CUVEXLON aATIO EVSLAPEDEG KATAOTATELG TOU
aAyopiBuou, afloTolwvtag HETOEUPETIKEG TEXVIKEG OTIWG  YEVETIKOUG
aAyopiBpouG ) TTPOCOHOLWHPEVN AVOTITNON, ETILTPETIOVTAG TN otadlakn BeAtiwon
TWV TILO UTTOOXOHEVWY AUCEWV Kal TN HElwaon TG eMidpacng tng TuXalotntag.

EvaA\aktikd, pua mibavn eméktaocn Ba pmopouce va elval n eVowPATWon
TOTILKWV aAyopiBpwv akpLBelag, oTwg n peBodog bottom-left pe NFP, evtog twv
ETILPHEPOUG TIEPLOXWV TOTIOBETNONG TIoU opidovtal amod To KvoUpevo O0plo. Me
autdév ToV TPOTO, QELOTIOLE(TAL TO TIAEOVEKTNUA TOU KLvoUpevou opilou
ToTI00£TNONG, KABWG N UTIOAOYLOTLKA amaltnTiky Sltadlkacta meplopidetal otnv
EVEPYN TIEPLOXN, EVW N &N cuokeuaopevn wvn eatpeital amd Toug EAEYXOUG.
H tomuk epappoyry NFP pmopel va MeELwWOoeL TOug €Aéyxoug oUyKpouong,
SLaTNPWVTAG LKAVOTIOLNTLKA TIUKVOTNTA CUoKeuaoiag.

4 A=ZIOAOIMHZH NPOZEITIZHZ

MNapakdtw e€etaletal n amAoikn €k&oxr tou aAyopiBupou, xwplc T Xxpnon
TIPOCOETWY PBEATLOTOTIONCEWY I HPETAEUPETIKWY TEXVIKWY. Ta amoTteAéopata
Selxvouv OTL N IpoogyyLon pag mapouotadel xapnAotepn Toldtnta cuokeuaoiag
o€ OUYKPLON ME TILO EEEALYPEVEC, VTIETEPHULVLOTIKEG HEBOSOUG TOTIOBETNONG,
HEPLKEG amod TLG ottoleg aflomoloUV PETAEUPETIKEG TEXVLKEG BeATLoTomolnoNG.
Qot600, n UAoTtolnon Tou aAyopiBuou Tapéxel EUKOAN TIApapETpoOTIOoinon NG
OX€0NG XPOVOU EKTEAEONG TIPOC TIOLOTNTAC OUOKeuaotag, elvat amAry otnv

€papUoyn Kal dlatnpel LKavoTIoLNTLKO XPOVO EKTEAEONC.

4.1 Zuykpion AAyopiOpwv

Mla tnv ouykplon kat a&loAoynon tou aAyopiBpou, efetdotnkav teECOEPLG
npooeyyloelg: (a) ageAng mANpwg tuxaia tomoBétnon, (B) oOTOXAOTKA
ouoKeuaola pe Klvoupevo 6plo Kal peydAo Briua, (y) oToxaoTtikr cuokeuaoia pe
KLVOUHEVO OpLO Kal WLKPO Brua, kat (8) tomoBétnon bottom-left pe NFP.
Mapatnpeitat Ot akKOPn Kat PE PEYAAO XPOVO €KTEAEONC, N MANPWG tuxala
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ToTtoB£TNoN mepLopileTal amo ta KeEVA TIou SnpLloupyouvtat HETAgl oxnUATWY
Tapopolou peyEBoug, ta omola Sev Pmopolv va KaAuwBouv amod PLKpOTEPa
TIOAUywvaA. H TipoogyyLon Tou KLVOUREVOU oplou ETLTUYXAVEL KOAN LooppoTiLa
petafl taxutntag Kal ToldtnTag ouokeuaciag, BeAtwwvovtag aiwcbnta ta
ATIOTEAECPATA OE OXEON PE TNV QYEAN TuxXala ToToBETnon, eVvw To PEYEBOG Tou
Bripatog kabopileL tov cupPLBAcPO peETAgU XPOVLKNG artoS00onG KAt TIUKVOTNTAG.
TEAOG, N pEB0SOG bottom-left pe NFP 0ényel o€ eppavwg TuKvoOTEPN cUOKeEVaoia,
HE avtitlgo tnv augnpévn TOAUTIAOKOTNTA UAOTIOLNONG KAl TOV HPEYAAUTEPO
XPOVO EKTEAEONC.

Nivakag 1: Z0ykplon anddoong aAyopiBuwy

. ZXETLKO MNocootod Xpovog
, ApLBpog , , :
AAyopLOpog , Nocoocto cucokevaoiag EKTEAEONG
ZXnuatwv . . .
IXNHATWV (EpBasdo) (ev8eLkTLKOG)
ApeNnG, teAelw
PEANG ¢ 181 100% 48% 8,0 sec.

OTOXAOTLKOG

Kwvnto oplo
ToTtoB£TNONG 255 141% 56% 4,5 sec.
(veyaho Bripa)

Kwvnto oplo
ToTtoB£TNONG 294 162% 63% 15,2 sec.
(ikpo Bripa)

Bottom-left fill pe
NFP kat GA=1 269 149% 66% 115,1 sec.
yevld (SVG Nest)
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Ewkdva 4: AtoteAéopata, amo aplotepd: (a) Ztoxaotikog, (B) Kwvntd éplo, peydho
BrAua, (y) Kwnto éplo, pikpd Brpa, (8) Bottom-left pe NFP

OL xpovol ektéAeong tou Mivaka 1 Sev elval dueca ouykpiolpol, Kabwg ot
VAoToloEL PBaocilovtal o€ SLAYOPETIKA TEPLPAAMOVTA KAl TEXVOAOYLEC.

Mapeyovtal wg EVEELEN TNG TAENG PeYEBOUG Kal OXL WG ATTOAUTO PETPO ATIOS00NG.
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4.2 AmnoteAéopata ALaywviGpou

O aAyoplBpog agloloynbnke oto MAaiolo tou SLaywviopou, Ttapouctalovtag
peon emidoon epLmou 0to 70% TwV KAAUTEPWY CUUUETEXOVTWY ATIOTEAECHATWY
(Best score). Mapd tnv xaunAr tou amodoan, o aAyopLBuog enédelée otabepn
OUUTIEPLYOPA OE SLAPOPETLKA OUVOAQ SESOPEVWY, ETILTPETIOVTAC TNV £§aywyn
XPNOLHWVY CUPTIEPACHATWY YLa TA 0pLA KaL TLG SUVATOTNTEG TOU.

AVOAUTLKOTEPQ, TO AVWTEPO 10% TWV ATIOTEAECHATWY TIPOOEyyLoE To 90% tNng
TIOLOTNTAG CUCKELAOLAG TWV BEATLOTWY ETILEOCEWY, EVW AVTLOTOLYA TO KATWTEPO
10% KupAvenke oto 50% TOU BEATLOTOU OKOpP, UTIOSELKVUOVTACG GNUAVTLKNA
Slakupavon ota amoteAéopata. Mo CUYKEKPLPEVA, O PECOG AOYOG amodoong
avnABe o€ 69.38%, e Sldpeco 69.13%, emBeBalwvovtag Tn ouvoxn Twv
ATIOTEAEOPATWY YUPW amod tn péon twun. H tutkn amdkAlon (11.56%) kat to
EVSOTETAPTNHOPLAKO €UPOC (18.19%) katadelkvUouv aloonueiwtn Stactmopd
OTLG ETLOOOELG PETAEU SLAPOPETLKWY TIEPLTITWOEWY, OTOLXELO TIOU CUUPWVEL PE
TN OTOXAOTLKN YUoN Tou aAyopiBuou.

H mapatnpoupevn Stactopd uTtoSNAWVEL OTL N atddoon Tou alyopiBuou (owg
Ba pmopovos va PeAtiwbBel peow emavalapBavOUEVWV  EKTEAECEWV e
SLOPOPETLKEG Tuxaleg Sladlkaoleg 1 PEOW EVOWHPATWONG MHETAEUPETLKWVY
TEXVIKWY, OL OTIoleC Ba EMETPEMAV TNV EKUETANAEUCN TWV TILO UTIOOXOHUEVWV

AUoewv Kat tn otadlakn BeAtiwon tng moldtntag cuokeuaoiag.

'OAEC OL EKTEAEDELG TIpaypatoTo|Bnkav o€ tapAAAnAa vipata. OL TtEpLOCOTEPEC
TIEPLTITWOELG OAOKANPWONKAV o Alya SeUTEPOAETTA ) AETITA, VW TA TIOAU
ATIALTNTIKA 0UVOAQ SES0UEVWY XpELAoTNKAY TIAVW aTtd pla wpa, avaloya e To

HEYEBOC TWV TIOAUYWVWV Kal To ePPado tou Soxelou cuokeuaaoiac.

310 ZxNpa 1 mapouolaletal n oxéon tou Adyou emiSoonc (Score [/ Best Score) e
T0 TANBOG TwWV TOAUYWVWV KABe TipoBAnuatog, Omou mapatnpeitat eAa@pa
apvntkn cuoxétion (r = -0.36, p < 107¢). To LOTOYPANMA TOU ATIELKOVILEL TNV
KATAvVOoI TNG OXETLKNG amodoong, N OTola CUYKEVTPWVETAL yUpw amo to 70%

TOU BEATLOTOU, PE TIEPLOPLOPEVO apPLOPO €EaLpEeTLKA XapnAwy 1 uPnAwy TLHWV.
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ZxApa 1: Ixéon enidoong mpog apLlBpod TTOAUYWVWV Kal LOTOYPAPHA KATAVOHNAG

ZUPTIEPAOPATLKA, TIAPA TN HELWHEVN TIOLOTNTA CUCKELUAOLAG OTOV SLAYWVLOWO, O
OAYOpPLOUOG ETILEELKVUEL LKAVOTIOLNTLKA AELTOUPYLKOTNTA Kal otabepotnta, o€
Stapopa oevapla tomobetnong EmumAéov, n Siacmopda otnv amodoon
ouokevaoiag towg urmtodnAwvel Twg uttdpyouv Teplbwpla BeAtiwong, yla tnv

av&non tng anoddoong Tou okop cuokeuaactiag.

Ewkova 5: Mapadelypa cUCKEUAOLAg CUVOAOU TIOAUYWVWVY PE KOLAOTNTEG
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5 2YMMNEPAZMATA

ZUMPTIEPACHATLKA, N TIPOCEYYLON XPNOLHOTIOLEL KLVNTO OpLO TOTIoBETNONG yLa TN
pelwon tnG MOAUTIAOKOTNTAG ETILAOYNG B£0NG, KAL OTOXACTLKI) TOTIOBETNON yLa tn
dLatnpnon tng amAotntag tou aAyopiBuou. Mapouotalel cupPBLBAcHOUG petaty
TIOLOTNTAG OUoKeuaolag, XPOVOU €KTEAEONG KAl €UKOALag uAotoinong. H
moLotNTa ouokevaoiag elvat atobntd xapnAotepn amod TILO  €EEALYMEVEG,
VTETEPHLVLOTLKEG HEBOSOUG ToTIOBETNONG, KAl N amodoon emnnpeddetal anod tnv
ETAOYN  KATAMNAWV  uTtepmapapétpwyv. O  aAyoplBpog  Tapapevel
TIAPAPETPOTIOLOLPOG, ATIAOG OTNV UAOTIOLNGN, €UEALKTOG O SLAPYOPETLKA
oevdpla (uPnAotepeg Slaotdoelg, Koiha Soxela) Kal TIPOCPEPEL ATIOSEKTOUG
XPOVOUG EKTEAEONC.

OL mBaveg tou xproelg meplopilovtal o€ TEPUTTWOELS OTIOU N Taxutnta
EKTEAEONG N N ATIAOTNTA UTIEPTEPOUV TNG HEYLOTNG TIUKVOTNTAG CUOKeEUaoiag,
OTWG oc TepLBANOVTA PE XAUNAR ETEEEPYAOTLKN LOXU KAl TIEPLOPLOMEVEG
BLBALOBAKeG UTIOAOYLOTIKNG YewpeTplag (T.x. evowpatwpéva cuothuata),
EQPAPHOYEG PE ATIALTHOELG YPHyOpPNG ATTOKPLONG KAl EKTIALSEUTLKOUG OKOTIOUG,.

MBaveg peAoOVTIKEG BeAtwwoel  meplAapfdvouy TtV evowpdtwon
HMETOEUPETIKWY  TEXVIKWY, KABWG Kal TOTILKN XPrON VIETEPHLVLOTIKWY
aAyopiBuwv akpLBetag o€ k&Be BEon tou Klvolupevou opiou, aglotolwvtag tnv

XAUNAOTEPN TIOAUTIAOKOTNTA TOU.
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Avantuén ELKOVIKWY ZUCGKEVWV OE
AeLtoupyka Zuotiipata Windows

MdapLog-Tpravtagpuilog KapvaBag

NEPINHWH

H mtuyLakn) epyacia avaAvel tn Stadilkacia avAamntugng ELKOVIKWY CUCKEUWV O€
AELTOUPYLKO cUotnpa Windows, otig ekboxeg Windows 7, 8 kat 10. ZUYKEKPLUEVQ,
yla tnv epyacia auti avamtuxOnke pla ELKOVLKA KApepa petaBAnTig avaiuong,
NG omolag ta &edopéva €£06ou pmOpoLV va petapfAnBolv amd dAAa
Tipoypdppata. YAoroliOnkav, emiong, EVOELKTIKA Ttapadelypata Tpoypapatwy
TIoU pEeTaBAA\ouV TNV avalucn Kat Ta Kapé Tou TPoBAAEL. Me To Tepag tng
Sladlkaotag avamtugng tng KAPEPAG, TTpAyaToTIoL)BnkKe EAgyxog amtdS00nG TnG.
MpaypatomolnBnKe PEAETN KAL OTNV AVATITUEN ELKOVIKWY PLKPOPWVWY HECW
avAdAuonGg TOU KWOLKA, TWV AELTOUPYLWV KAl TWV ETLSOCEWV OPLOHPEVWVY
SNpooiwg SLaBECLPWY ELKOVIKWY GUCKEUWV.

ENIBAEMNQN
@eoxdpng Osoxapng, Kabnyntng EKMNA

1 EIZATQrH

H mapoloa epyacia mpaypatevetal tnv avamtuén €LKOVIKWY CUCKEUWV O€
AELTOUPYLKA cuoTrpata tng otkoyéveltag Windows (Windows 7, 8 kat 10), pe
Eupacn otn énuloupyla plag €LKOVIKAG KAPEPAG. OL ELKOVLKEG OUOKEUEC
aTtOTEAOUV AOYLOWLKEG OVTOTNTEG TIOU TIPOCOHOLWVOUV TN AELTOUpYLla QUOLKWVY
OUGCKEUWV UALKOU), ETILTPETIOVTAG OTO AELTOUPYLKO GUOCTNHA KAL OTLG EQAPHPOYEG
va aAANAeTLS pouv padl Toug oav va rfTav PaypatLKeG.
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H avAaykn yLa €LKOVIKEG CUOKEUEG £xeL augnBel onpavtikd ta teAeutaia xpovia,
Wlwg Adyw tng €Eamlwong epapuoywv tnAedlackedng, enegepyaciag
TIOAUPEOWY KAl avamrtugéng aAyopiBuwv emegepyaoiag €lkovag Kal fNxou o€
TIPAYHATIKO Xpovo. H Sduvatdtnta eA€yxou Kal TPOTIOTIOLNONG TWV S€60UEVWV
TIOU «TtapAyEL Pl CUOKELN €L0060U XWPLG va armatteital puoLKh TtapepBaon
TIPOCWPEPEL ONPAVTLKA TIAEOVEKTHATA TOOO OE EPEVVNTLKO 00O KAL O€ TIPAKTLKO
emimnedo.

KUplLog otox0g tng epyaciag Atav va StepeuvnBel katd 1oOco slval eQLKTA N
avamtuén plag AELTOUPYLKAG KAl ETEKTACLUNG ELKOVLIKNG OUOKEUNG PECA Of
€UAOYO XPOVLKO SLACTNHA, XPNOLUOTIOWWVTAG TA EPYAAEL TIOU TIPOCYEPEL TO
AELTOUPYLKO cuotnua twv Windows. ETumAgov, StepeuvrBnkav oL SLapopEg
METAEU TWV TEXVOAOYLWV TIOU XPNOLYOTIOLOUVTAL Yyld TNV AVATTtugn Twv
ELKOVLKWV CUOKEUWV, KABWGE KaL OL TIEPLTITWOELG OTLG OTIOLEG Elval TIPOTLHOTEPN
n €mAoyr tng Kabepiag.

2 YNOBAOGPO

2.1 Oplopoi kat M€BosoL Avarmttuéng

Mia €LkoviKr cuokeur oplleTal WG CUVLOTWOA AOYLOULKOU TIOU TIPOCOHOLWVEL TN
Aettoupyla pilag ocuokeung UALoPLKOU [1]. Ztnv mapouoa epyacia egetdlovtal
KUPLWG ELKOVLKEG OUOKEUEG L0060V, SNAadK TpoypaAppata TIoU PLyouvTat Tnv

gLoaywyn 850PEVWY OTO UTTIOAOYLOTLKO cuotnua [2].
H avamtuén elkoVviKwY cUoKeLWV PTIoPEL va yivel pe SUo Bactkolg TPOTIOUC:
e Méow avamrtuing mpoypdappato¢ o8rynong ocuokeung (device driver), to

ottolo Asttoupyel ouyva oe eminedo uprva (kernel-mode).

e Méow aflomoinong BLPALoBNkwv Kal epyaAieiwv upnAotepou emmedSou

TIOU TIAPEXEL TO AELTOUPYLKO cUOTNA.

H Tipwtn TPOoEyyLoN TIPOCYEPEL AUENUEVO EAEYXO KAl EVOEXOHEVWG KAAUTEPEG
ETLEOO0ELG, AN eVEXEL AUENPEVO KiVEUVO yLa Tn 0tabepOTnTa TOU CUCTANATOG.
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AvtiBetq, n SeUtepn TIPOOEYYLON TIPOCYPEPEL PEYAAUTEPN ACPAAEL, TaXUTEPN

avamtugn Kat EUKOAOTEPN cuvthpnon.

2to TAalolo Tng Tapovoag epyaciag emAexbnke n xprnon tng PBLBALoBAKNG
DirectShow, n otmola Tapexel apBpwtr APXLTEKTOVLKA yla Tn Slaxeiplon
mMoAupecwv ota Windows, kabBwg kat tn duvatdtnta OpLopoU  ELKOVIKWVY
OUCKEUWV £L0OS0U Bivteo.

2.2 H BipALoOnikn DirectShow

H DirectShow Baociletat otnv évvola twv @iAtpwv (filters) [3], ta omola
opyavwvovtat oe ypdgoug @iAtpwv (filter graphs). Kabe @iAtpo ermiteAel
OUYKEKPLUEVO POAO:

e ®iAtpa Mnyng (Source Filters): Elodyouv 8edopéva oto ocuotnua Tou
ypaypou @iAtpwv.

e Oi{Atpa Metaoxnuatiopou: EmeEepyddovtal dedopéva Tou TIPoEPYOVTAL
amnod @iAtpa tnyng N AAAa @IATpa HETACY NUATLOHOU Kal Ta TipowBouv oto
ETIOEVO PIATPO TOU ypaYou.

e O{Atpa Amewkoviong: Mapouoldlouv ta TEALKA ATIOTEAECPATA OTOV
XPNOTN, XPNOLHUOTIOLWVTAG CUVHBWE SLAYOPES TIEPLPEPELAKEG CUOKEUEC
(08dvn, nxela). Aev ipowBoLV Sedopéva oe AN PIATPA TOU Ypayou.

H emkowvwvia petal @IATpwyv TpaypatoToleital péow Kapiwv (pins), ta
ottola opifouv ta onuela eLoodou kat E66ou sedopevwyv o€ KABE PIATPO, KABWG
KAl TOUG TUTIOUG Twv Sedopévwy Tou Séxetal Kal TipowBel [4]. KaBe iitpo
pTtopel va ipooEpel TIOAATAA Kapia eLoodou kat e€66ou. Ta @iAtpa TNyng
Sev TEpLEXOULV Kapyila eL008ou, evw ta QIATpa amelkoviong dev €xouv kapyla

e€odou.

3 2ZXEAIAZH KAI YAONOIHZH THZ EIKONIKHZ KAMEPAZ

H emdoyn tng DirectShow kpiBnke KAtdAANAN, KaBwg eTLTPETEL TN SNULoupyla
@{ATpou TNYNG TIOU PTIOPEL va avayvwplotel amd To cUOTNPA WG CUCKEUN
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€L0060UV Bivteo. Méow autrg g duvatdtntag, to TPORANUa tng dnpLoupyiag
plag €LKOVLIKAG KApepag avayetal oto TpoBAnua dnpoupylag evog @iAtpou
TINyngG, Tou oTolou ta Sedopeva TapAyouv SUVAPLKA KATIOLa OELpd ato Kape.
Tautoxpova, €MSLWXONKE TO QPIATPO va gUKOAa TpooBactpyo amd Tpoypau-
HOTLOTEG. la TOUG TTapatavw AOYouG, TO PIATPO TINYNG, TIPLV TIAPAYEL VA KAPE,
EAEYXEL APXLKA AV EVAG CUYKEKPLHMEVOG XWPOG KOLWVAG PVIHNG Elval avolytog oTo
AELTOUPYLKO CUCTNHA TOU UTIOAOYLOTH:

e Av &ev elval, Tote To QiATpo Ttapdyel anAd éva evialo, JOVOXPWHO KApE.

e AV 0 Xwpog elval avolytog, to @iAtpo avtlypdgel Kat Tpowbel ta
Sedopgva Tou €xouv amoBnKeUTEL OTOV XWPO KOWNAG PVAMNG WG €va

OUVEXEG KApE.

H xprion kowng pvAung (shared memory) emitpémnel og eEWTEPLKA TIpOypAPPATA
Va TPOTIOTIOLOUV TO TIEPLEXOMEVO TIOU TIPOPBAAAEL N ELKOVLKN KAPEPA. Mg autov
TOV TPOTIO ETLTUYXAVETAL O SLAXWPLOHPOG TNG Bactkng Asttoupylag tng KAPEPAG
and tnv enefepyacia twv Sedopevwy. MPoPArpaTa GUYXPOVLOHOU, OTIWG N
TAUTOXPOVN avAyvwaon Kal Eyypagr] oTnV Kowr PvAun, EAUoVTAL PJE TN XPron
€VOG OUYKEKPLUEVOU mutex. To mutex KAELSWVEL TNV TIEPLOXT TNG KOLVNG HVAHNG
000 TNV XPNOLUOTIOLEL KATIOLO TIPOYPAMPMA,  UTIOXPEWVOVTAG TA UTtOAOLTA
TipoypdppaTa va TiepLEVouV Kat SltacpaAifovtag OTL TNV TPOCTIEAAUVEL TO TIOAU

€Va TIPOYPAHHA KABE XPOVLKN OTLYMI).

H ewkovik kdpepa umootnpllel emiong tnv mapaywyn Kape o€ SLAQOPETLKEG
aVAAUCELG, XPNOLUOTIOLWVTAG €vav SLA@OPETLKO XWPO KOWNAG HvAUNG. Kabe
OTLYMLOTUTIO TOU @IATpOU, TIPLV SnuLoupynBel, EAEyXEL av auTn n TEEpLOXN EXEL
avolTtel amo kamolo dAAo TipOypappa Kat, av lvat, XpnolhoTolel TNV avaiuon
TIOU £X€L ypa@Tel o€ ekelvn. ALAWOPETLKA, XPNOLUOTIOLEL TN PEYLOTN AVAAUGT) TIOU

uttootnpiletat.

H peyltotn avaiuon mou uttootnpidetal oplotnke ota 1280x960 slkovooTolxEia,
EVW KABe kapé amobnkeletal wG akoAoubia tpladwv byte (RGB). Oswprbnke
€UBLVN TWV TIPOYPAPHATWY TIOU TIAPAYOUV TA KapEg, SnAadn Ta Kataypa@ouv

OTNV KOLVI PVIHN, VO CUPHUOPYWVOVTAL PE TOUG TIAPpATIAVW TIEPLOPLOHOUG.
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H €ykataotaon tng €LKOVLKNG KAPEPAG SLEKTIEPALWVETAL PEOW TNG SUVAMLKNAG
BLBALOONKNG Tou opilel T XAPAKTNPELOTIKA Kat tnv Asttoupyla tng. H
BLBALOONKN autr owellel va TIPOBANAEL OPLOPEVEG OUVAPTNOELG, PETAEU TWV
omolwv ot DIIRegisterServer kat DllUnregisterServer, mou opilouv tnV
SLadlkacta ykataotaong Kat armeykataotaong tnG ELKOVLKNG KApepag. MNa tnv
TEALKI) EYKATAOTACN TNG ELKOVLKNG KAPEPAG, APKEL VA EKTEAEOTEL N EVTOAN):

regsvr32 <PathToDII>\VirtualCameraBase.dll

H evtoAn autr kaAet tnv cuvdptnon DlIRegisterServer wote va kataypayel tnv
ELKOVLKNA KApEpaA otnv AloTa TWV CUCKEUWVY €L00S0U BIVTED TOU AELTOUPYLKOU
ouotnpatog. Etval avaykaio va xpnotpotownBel, kabwg oto TepLBAAOV Tou
EKTEAE(TAL TIPOCPEPOVTAL OPLOHPEVEG CUVAPTHOELG ONPAVTLKEG yLA TNV AELToupyla
tn¢ DIIRegisterServer. Metd amd tnv €KTEAECH TNG, TO QIATPO avayvwpiletat
KOVOVLKA WG OUOKeUNn €Lo0dou Bivteo. OL €papUOYEG TIOU XPNOLPOTIOLOUV
TIOAUHECA UTIOPOUV ETIELTA VA £XOUV TIPOCPBACN O OTLYPLOTUTIA TOU Kai, Kat'
ETIEKTACN, Vva eP@aviocouv Tta b&edopeva TOU TAPAYEL, HEOW ELSLKWV
OUVAPTAOEWY Kal PEBOSWVY Kataokeurg mou opilotnkav otn BLBALodnkn. H
ATIEYKATAOTAON TNG KAPEPAG YIVETAL PE TIAPOPOLO TPOTIO, TIPOOTIBETAL ATTAWG N

TIAPAPETPOG -U OTNV EKTEAECH TNG TIAPATIAVW EVTOANG.

4 AYNAMIKH PYOMIZH ANAAYZHZ

Q¢ tapddetypa vAotoinong, avartuyxBnke BonBNTIKO TIPOYPAMA TIOU ETILTPETIEL
TN PLUBULON TNG AVAAUONG TNG ELKOVLKNG KAuepag. To Tipoypappa avalntd otov
UTTIOAOYLOTI] TOU XPrOTN OUOKEUEG £L0050U Bivteo (ouoLaoTikd KAPEPEC), Kal
Slvel tn duvatotnta emAoyng plag amo tig uttootnpL{OPEVEG avaAUoELG Toug. H
TIANpowopia autr) armoBnkKeVETaAL OE KOV PVIUN, ETILTPETIOVTAG OTNV ELKOVLKI)

KApeEPa va Tpooappoldel Suvaplkd Tov TUTIO TIOAUPECOU TIOU SNAWVEL OTLG

EQPAPUOYEG.

AV KaL N €ELKOVLKN Kapepa dgv uttootnpidel tnv aAlayr) avaluong 000 TIPOoBAAAEL
5ebopeva, n TIPOOCEyyLon autn Tipoowepel eueAlEla ywplg va armatteltal

ETIAVEYKATAOTAON ] EMAVAKATAXWPNON TNG CUCKEUNG.
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5 ENEZEPIrAzIA KAPE

5.1 YAomoinon MNpoypappatog Enegepyaciag Kape

H apXLTEKTOVLKY TIOU XPNOLUOTIOLAONKE yLa T Snuloupyla TnNg €LKOVLKAG
KAPEPAG ETILTPETIEL TNV EQPAPHOYH AAYOPLBUWY YPAPLKWY O€ TIPAYHATLKO XPOVO,
HE SuVATOTNTA XProNG TOU ATIOTEAECHATOG O £pappoyeg {wvtavig JETAdoong

€LKOVAC.

Q¢ mapdadelypa ulotoinong avamtuxbnke pdypappa ou AapBavel kapé amod
TIPAYHOTIKA  KAPEPQ, E€QAPUOLEL TIPOALPETLKA HETACYXNMUATLOPOUG KAl Ta
SLOXETEVEL OTNV ELKOVLKI KAPEPA. TO TIPOYpApHa apxLkd ¢nTda amd Tov Xprnotn va
eTAEEEL pla ouokeun eLoodou Bivteo Tou elval cuvdedepévn 0To cUCTNPA TOU.
Epooov emheyel pla ocupBatr) kKauepa, To YIATPO TIOU TNV AVTLITPOCWTIEVEL OTO
ouotnua DirectShow cuvééstal pe eva QIATPO TO OTIOLO KATAYPAPEL TA KAPE TIOU
TOU TIAPEXOVTAL OTNV KO pvAun. To @IATpo exeL eTLTALOV TNV duvatotnta va
EPAPHUOCEL TIPOALPETLIKA EVAV HETACKNHUATLOPO O€ KABE KapE, TIPLV TO Kataypapel
oTNV PVAMN, HETABANOVTAG £TOL TO TEALKO ATIOTEAECHA TNG WVTAVAG PONG TNG
ELKOVLKNG KApepag. [Mapakdtw TpoBaAlovtal oL  peTacynpatiopol Tou
LAoTTIOLHBNKAV.

5.2 Metaocxnpatiopoi Kapé

5.2.1 KaBpemtiopog eLKOvVag

ATIAN QVTLOTPOW@I) TOU KAPE WG TIPOC TOV KATAKOPUPO Tou Agova.
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(@) Zruypldtuto NG €LKOVLKAG KApePaAg, (b)) ZTLyHLOTUTIO TNG ELKOVLKAG KAPEPAG,
XwpLlg petaoxnuatiopo. META TOV PETACYNMATLOWO.

ELkova 5.1. ATIOTEAECHA EQAPHOYNG HETACKNHATLOPOU KABPETTLOPO

5.2.2 Alaxwplopog o€ TtAaiola

Alaxwplopog tou KATw TPLtou NG €lkOvag o TAaiola Kal avakAtePa Twv

TAQLoLWV.
(@) ZtiypldTuTio TNG ELKOVLKNAG KAPEPAG, b) ZTiypLdTUTIO TNG ELKOVLKNAG KAPEPAG,
XWwpi¢ petaoxnuatiopo. UETA TOV PETAOKNUATLOUO.

Ewkova 5.2. MapdadeLypa epappoyng Tou JETaoXNUATLOPOU SlaywpLlopou os TAaioLa.

5.2.3 MovoTttAgupog KaBpemtiopog

Avtavakhaon plag TAEUpAg Tou KapE otnv amevavtt. To pdypaupa uttootnpidel
aVTAVAKAQGCN TooOo TNG 8€ELAG 000 KAl TNG APLOTEPNG TIAEUPAG.
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(@) ZTiypLdTuTio TNG ELKOVLKNAG KAPEPAG, (b ZTLypLOTUTIO TNG ELKOVLKNG KAPEPAG,
HETA TOV UETACXNMUATLOPO EQAPUOCHUEVO  HETA TOV PJETACKNHATLOHUO EQAPPOCHEVO
OTNV apLOTEPH TIAEUPA TOU KApE. otn &e&Ld TAeUpA TOU KapE.

Elkova 5.3. ATIOTEAEOPA EQAPHOYNAG TOU PETACYX NUATLOPOU HOVOTIAEUPOU
kaBpemtiopou.

5.2.4 Xpwpatikn emikaiuvyn

ETiikdAUYPN KABE ELKOVOOTOLXELOU TOU KAPE PE VA CUYKEKPLUEVO XPWHAL.

H emikdAun mpaypatomoleital cup@wva Pe Tov TUTo:

Tnew = min(r = (a/255) + 1,4 * (1 — a/255), 255) (1)
Inew = min(g * (a/255) + Yoia * (1 - a/255); 255) (2)
by = min(b * (a/255) + byyg * (1 — a/255), 255) (3)

‘Omou n tetpdda (r,g,b,a) AVILTPOOWTIEVEL TO XPWHA ETLKAAUYPNG KAl TNV
adLa@avela tou, N TPLada (To14, Joia» bora) €LVAL TO XpWHA TOU €LKOVOCTOLXE(OU
Tou Selypatog xwplg eme€epyaoia Kat N TPLASA (Thew, Gnew Prew) ELVAL TO XpWHQA
TOU ELKOVOOTOLYELOU TIOU TIAPAYETAL WG ATIOTEAECHA.

To mpoypappa uttootnpidel TNV €MAOYN TOU XPWHATOC, KABWE KAl TNG TLUAG
adLa@aveldg tou, Kal To amotéAeopa slval TapOpoLo PE tnv TIPOPBOAR Tou
apXLKOU Kape PHESA ATIO XPWHATLOPEVO YUAAL.
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ZTLYPLOTUTIO TNG ELKOVLKAG KAPEPAG, PETA  ZTLYPLOTUTIO TNG ELKOVLKAG KAPEPAG, HETA
TN PLEN pe xpwpa #23A9ED (e) TN PEN pe xpwpa #F2D487 ()
adlagpavelag 125 adlapavelag 75.

EwkOva 5.4. ATIOTEAEOUA EQAPHOYHG TOU PETACYX NHATLOPOU XPWHATOG.

6 AMNOAOzH KAI ZHMEIA ANA®OPAZ

6.1 A&LoAdynon Amodoong

H afloAdynon tng €LKOVIKAG KAPEPAG XWpPLotnke o€ U0 TEPLTTWOELG: OTNV
TepIMTWON TIOU TTAPAYOVTAL ATIO KATIOLO €EWTEPLKO TIPOypappa (TtopTokaAl
YPOWHM) KAl 0TNV TEPLTITWON TIOU TA KApE TIapAyovTal amo TNV (8La TNV ELKOVLKN
Kauepa (pmAE ypappn). Kuplog dfovag olykplong petay twv U0 auTwv
TIEPLTITWOEWV NTAV Ta KapE ava Seutepolermto (FPS), og SLdpopeg avalUoeLg TTou

TIPOOWEPEL N ELKOVLKN KAMEPQ.
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FPS by Resolution
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Elkova 6.1. Mpa@ikn amelkovion twv FPS Eltkovikng Kapepag avaloya pe Tov aplbuo
pixel otnv avaAuon tng.

MNapatnprbnke otL:

e XNV TEPLTITWON TIOU TA KAPE Ttapdyovtal amo tnv téla tnv KAauepa, n
avAAUGOH TNG EXEL KEVTPLKO POAO OTLG €TILEOCELG TNG.

e XNV TEPLTITWON TIOU TA KAPE TIAPAYOVTAL ATt €EWTEPLKO TIPOYPAUHQA, OL
ETLEOOELG TNG KAPEPAG TIAPAPEVOUV OXETLKA OTABEPEG PE TLG METABOAEG

ng avaiuong.

duoLKA Ta TapaAavw ArmoTEAECHATA OPEIAOVTAL OTNV PETAKIvNOoN Tou POPTOoU
gpyaociag amo to mMpoypappa TG KAPEPAG OE KATIOLO EEWTEPLKO, KAL TA KAPE TIOU
Tiapdyovtal amo tnv Kapepa otnv dgltepn mepimtwon slvat ocuxva i&la kabwg
1O (610 KOApE TAPAPEVEL OTNV KOV PVAUN MEXPL va avilkataotabel amd to
Kawvouplo. Qoto6c0o, 0 puBuOG e Tov ottolo N €lKoVIKA Kapepa StaBdadlel kal
QTIOTUTIWVEL TA KapE amod TNV Kowvr} pvhAun 8ev @aivetatl va ennpeddetatl oe

ONMavVTIKO Babud amd tnv avaiuor] tne.

Ertlong evéLagepov pawvopevo amoteAel 0TL N amodoon TNG ELKOVLKNG KAUEPAS
peyLotomoleltal mepimou ota 240 kape TO SEUTEPOAETTO Kal ot SUOo
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TIEPUITTWOELG. ZTNV TP autr, o Tapdyovtiag tng availuong @ailvetal va
UTTOOKLAZETAL aTiO AAAEG AELTOUPYieG Ttou elval amapaltnTeg yla TNV €LKOVLKNA

KApepa.

6.2 Mepartépw Znpeia Avamtuéng

Meow TNG epyaciag, avayvwpilotnkav miong ta mapakatw onuela ota omoia n
AELTOUPYLKOTNTA TNG ELKOVLKIG KAPEPAG TIOU avaTttuxOnke pmopel va emekTabel:

e OpLopOG eSopevou puBPOU KapE ava SEUTEPOAETITO, EVOWHATWHEVOC OTO
TIPOYPAMHA TNG ELKOVLKNG KAPEPAG.
e Amelkévion pong Bivteo o€ TOAATIAOUG TUTIOUG S€80UEVWY, OXL MOVOo RGB.

e AmoOAuta Suvaplkl aAayry avaiuong, 600 SnNAAdr N €LKOVLKY KAPEPQ
TIPOBANEL SeSopéva.

TNV TpEYouoa uAomoilnon tng KApepag, ta mpwta Sdvo onpeia Bewpouvtal
apUOSLOTNTEG TWV TIPOYPAMMPATWY Kataypayng Kape Kat oxL tng idlag tng
ELKOVLKNG KAPEPQG.

7 MEAETH EIKONIKQN MIKPOD®PQNQN

To TeEAeutalo pEPOC TNG epyaciag €fetdotnke N  aAVATTUEN  ELKOVLIKWY
HLKPOYWVWV. EVEELKTIKA, avaAluBnke o Tinyalog Kwdlkag Tou epyaieiou Virtual

Audio Driver kat peAETONKav oL AELToupyleg Tou.

To ouotnpa DirectShow &gv mpoowepel tnv dla Suvatotnta yia avamrtugn
ELKOVLKWYV CUOKEUWV NXO0U Kal §gv UTIAPXOULV TtapopoLa Epyaleia evowpatwueva
0TO AELTOUPYLKO cuotnpa Windows yla Tnv SLEUKOAUVON TNG Ttapaywyrg Toug.
Ma autdv Tov AOY0, N AVATITUEN ELKOVLKWY CUCKEULWV NXou Bacoiletal cuyvotepa
o€ TIpoypAppata odrynong Tmupnva, Yeyovog Ttou dugdvel TnV TIOAUTIAOKOTNTA
OAAG TIPOOWEPEL PEYAAUTEPN EVOWHATWON PE TO cuotnua. Mia apyLTeKTovikn
TIOU TIPOOWEPETAL YLa TA TIPOoypaAppata autd eivat n Miniport Driver, n omola
ETILTPETIEL OTOV TIPOYPAMMATLOTA va acyxoAnBel kuplwg pe tnv uAomoinon
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BeUdTWV OUYKEKPLPEVWY YyLa TN OUCKeunp tou kat va Paoiletat oe Aén

UAOTIOLNHEVA YEVLKA TIpoypdppata o8rynong yla AAAeg Asttoupyieg [5].

Me tnv uAoTtolnon SLEMAYWV TIOU TIPOCWEPEL TO AELTOUPYLKO CGUOTNHA, TO
TIPOYPAMMA TIAPEXEL OTOV UTIOAOYLOTH TLG ATIAPALTNTEG TTANPOYOPLEG yLa thv
avayvwpeLon tng ELKOVLKIG GUCKEUNG KAl ETILTPETIEL 0TO CUCTNHA VA TNG oTelAEL
alttnuata. Eowteplkd, Ta altiuata SLEKTIEPALWVOVTAL TIPOCOHUOLWVOVTAG TLG
AeLtoupyleg plag Tpaypatikng ouokeung nxou. H mapamdavw Sladikacia
TIEPAAPPBAVEL TOV OPLOMO ELKOVIKWY KUKAWHATWY yLa TA ELKOVLKA nxela kat to
ELKOVLKO PLKPOYPWVO, TWV XELpLoTNplwv TNG €vtaong Kal Tou Piktn, Kabwg Kat

UAOTIOLNOELG AAYOPIBUWY PE OKOTIO TNV Ttapaywyr nXou, HETAgl AAAWV.

8 ZYMNEPAZMATA

H epyacia amedel€e otL elvat €@kt N avAamntugn plag AELTOUPYLKAG ELKOVLKAG
Kapepag oe Windows xwplc daueon mapepBacn oe  emnimedo Tuprva,
a&lomowwvtag tn BLPALoOkn DirectShow.

H xprion kowng pvnpng wg SlavAog kapé, HEoa oTov OTIolo PTIOPOUV EEWTEPLKA
mpoypdppata va kataypdPouv SeSopéva, ETETPEPE TOV  SLAXWPLOUO
apPPOSLOTATWY Kal T Snuloupyla €MEKTACLUNG APXLTEKTOVLKAG. H amddoon
KPLONKE LKAVOTIOLNTLKI] YLO EPAPHPOYEG TIPAYUATIKOU XPOVOU.

H pEAETN TWV EKOVIKWVY PLKPOPWVWY avedelée T onpacla Kat T
AELToupylkoTnta twv kernel-mode drivers o€ TlO OUVOETEC TIEPLITWOELG.
KataAngape OpWE OTO CUUTIEPACHA OTL OTN YEVLKN TEPLTTWON n avdarmrtugn
ELKOVIKWVY OUOKEUWV  OLEKTIEPALWVETAL ME HEYAAUTEPN €UKOAla otav
XPNOLUOTIOLOUVTAL TEXVOAOYLEG AVATITUENG EQAPPOYWY OE TOUEQ OXETLKO E TO
€l60C TNG ELKOVLKNG OUCKEUNG, E€POCOV QUTEG OL TEXVOAOYLEG ATIOTEAOUV

UTTOPKTEG KAL EUTILOTEG ETILAOYEG.
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9 MEAAONTIKH EPEYNA

MBaveg KateubBUVOELS PEANOVTLKAG €PEUVAG TIAVW OF ELKOVLKEG OUOKEUEG
TieplAapBavouy:

e AVATITUEN ELKOVLKWY CGUCKEUWV ELOOSOU [E OKOTIO TOV KABOPLOPO Kal TN

SLEUKOAUVON EVOAOKTLIKWY XPHOEWV TOU UTIOAOYLOTH).

e Avayvwplon Kat JETABOAN XOapPaKINPELOTIKWY TIPOCWTIOU yLa UAOTIOLNGN
TILO OUVOETWVY PETACYXNHUATLOPWV.

e JUyKplon amédoong TPOYPAUHUATWY EQPAPHUOYNG METACXNMUATIOMWY OF
Blvteo Cwvtavng pong, Lslaitepa o€ SLaopetikd TAaioLa uAottolnong
(SLagopetikd epyaleia ri KAl YAWOOEG TIPOYPAUUATLOMOU).

e AVAMTUEN TIPOYypaAMUATWY 08MNynong OUCKEUNG yLa  SLAWOPETLKA
AELTOUPYLKA CUOTHPATA N KAl aveEdptnta Tpoypayuata oériynong mou
AELTOUPYOUV O€ KABE Baolko AELTOUPYLKO cUoTNMA.
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ABSTRACT

Multicore CPUs typically share the Last-Level Cache (LLC) across cores, leading to
interference between co-executing workloads with significant performance and
security implications. Page coloring has emerged as an effective software
mechanism for LLC partitioning. Simultaneously, virtual memory enables
fundamental abstractions, but incurs increasing performance overheads due to
address translation. Huge pages alleviate this issue by expanding TLB reach,
thereby reducing TLB misses and the associated costly page table walks.
However, these two techniques are considered mutually exclusive, since huge
pages span all LLC sets, precluding coloring.

This thesis introduces Colored Huge Pages (CHP), a hardware-software co-design
that enables the simultaneous use of page coloring and huge pages. By
distributing the physical frames of a virtually contiguous huge page across
physical memory in a predictable strided pattern, our design allows coloring of
the individual pages while preserving the TLB reach and translation efficiency of
conventional huge pages. On the software side, we modify the OS allocator to
construct colored huge pages by extracting appropriately colored pages from
larger physical blocks and caching leftover mappings for future use. On the
hardware side, we extend the L2 TLB to efficiently translate these mappings by
leveraging their regular structure. We implement our approach in a recent Linux
kernel and evaluate it using memory intensive workloads. CHP mitigates LLC
contention and address translation overheads, improving performance by 33.7%
compared to using 4 KB pages without LLC partitioning, requiring only minimal
OS and architectural modifications. Contrary to prior approaches, our proposal
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maintains comparable effectiveness under fragmentation, avoids inducing
additional cache misses, and incurs only negligible page fault overhead relative
to Transparent Huge Pages (THP).

Keywords: Page Coloring, Huge Pages, Cache Contention, Last-Level Cache, Virtual
Memory
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1 INTRODUCTION

Modern multiprocessing systems share several microarchitectural components,
such as the Last Level Cache (LLC), across multiple cores, making them vulnerable
to contention and interference. This can lead to significant performance
degradation, reduced predictability, and increased security risks. Page coloring [15,
26] is a memory management technique that allows the operating system (OS) to
control which portions of shared hardware resources a process can access by
carefully managing the allocation of its physical pages, in order to improve
performance isolation and enhance system security.

Simultaneously, virtual memory has become a fundamental abstraction in modern
computing systems, enabling process isolation and memory protection by
decoupling the virtual address space of different programs from the underlying
physical memory layout. To realize this abstraction, virtual addresses are mapped
to physical addresses via multi-level page tables managed by the operating
system, while hardware support transparently walks the page tables and caches
mappings in the Translation Lookaside Buffer (TLB). However, these address
translation mechanisms incur significant performance overheads, requiring costly
page table walks on every TLB miss, especially in modern memory-intensive
workloads. Huge pages [10, 18] are often employed to reduce the frequency of TLB
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misses by expanding TLB reach, thereby effectively reducing address translation
costs.

Page coloring and huge pages are traditionally considered incompatible,
because huge pages occupy all available colors, leaving no address bits that
influence cache indexing under OS control [7, 8]. Prior work aiming to combine
the two techniques suffers either from significant contiguity constraints on the
OS, limiting address translation effectiveness under memory fragmentation [7],
or restricts every huge page to a specific color, unnecessarily increasing conflict
cache misses and harming performance [8]. In addition, those prior studies did
not present in detail, nor evaluate, the necessary OS support for combining page
coloring with huge pages. Our goal in this thesis is to enable the simultaneous
use of huge pages and page coloring for LLC partitioning, while retaining the
performance advantages and surpassing the limitations of prior approaches
through a practical design.

We propose Colored Huge Pages (CHP): a hardware-software co-design that
enables the simultaneous use of page coloring and huge pages by breaking
virtually contiguous huge pages into multiple colored physically non-contiguous
base pages arranged in a predictable, strided pattern. Through lightweight
microarchitectural enhancements and OS support, the system enables cache
partitioning, while retaining the TLB reach benefits of traditional huge pages by
translating colored huge pages efficiently, as if they were physically contiguous.
Our design includes a custom allocator, integrated within the Linux kernel, that
constructs these strided memory mappings, along with lightweight
modifications in the L2 TLB, Page Table, and Page Table Walker that exploit the
regular mapping structure to accelerate address translation.

To the best of our knowledge, this is the first work to propose novel hardware
and system-level extensions to significantly relax the strict memory contiguity
requirements imposed on the OS allocator for the construction of colored huge
pages, which become impractical in the presence of memory fragmentation
under realistic system conditions. Furthermore, this is the first work to design,
implement, and evaluate the operating system support required to integrate
page coloring with huge pages.
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We prototype CHP in Linux kernel v6.6 and evaluate our solution using a set of
memory-intensive workloads and an analytical performance model. CHP enables
the simultaneous use of page coloring and huge pages, improving performance
by 33.7% - compared to 17.4% with 4 KB coloring and 21% with Transparent Huge
Pages (THP). CHP maintains robustness comparable to THP under memory
fragmentation and delivers lower cumulative page fault overhead than both
default paging and reqular 4 KB coloring. Thanks to its flexibility, our design
achieves higher effectiveness under memory fragmentation compared to [7] and
outperforms [8] by up to 13%.

In summary, the key contributions of this thesis are:

e We quantify the impact of cache interference and address translation and
show that combining page coloring with huge pages can simultaneously
reduce LLC interference and mitigate TLB pressure.

e We propose Colored Huge Pages (CHP): a complete hardware-software co-
design that enables a huge page to be mapped to individually non-
contiguous colored base pages while preserving translation efficiency.

e We comprehensively evaluate the combined benefits of CHP under a
variety of system conditions, including memory pressure and
fragmentation scenarios.

2 MOTIVATION

2.1 Page Coloring & Huge Pages

Page coloring has emerged as a practical technique for software-based
partitioning of shared hardware resources [15, 19, 20, 22, 6, 33, 29, 31]. In this work,
we focus on page coloring for LLC partitioning. Page coloring is orthogonal to
hardware-based way cache partitioning techniques|[2, 12, 3, 13]. Those
approaches only enable coarser-grained partitions, since the number of ways in
modern caches is severely restricted by latency, energy consumption, and die
area tradeoffs. As a result, the number of partitions does not scale well with the
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increasing core counts of contemporary systems. Unlike way-based partitioning,
page coloring applies set partitioning, enabling finer control than is otherwise
achievable through either technique in isolation [28]. Moreover, it remains the
only viable mechanism for controlling the allocation of resources that lack
dedicated hardware partitioning support.

Independently, virtual memory and address translation through the TLB have
become a major performance bottleneck in modern memory-intensive workloads.
Huge pages [10, 18] can help mitigate this issue by mapping a significantly larger
portion of a process's address space with a single translation entry, i.e., 2 MB vs
4 KB on x86 systems. This increases TLB reach and reduces the frequency of TLB
misses, which would otherwise trigger expensive page table walks. Furthermore,
huge pages shorten the walk by skipping the last page table level. Overall, huge
pages significantly improve application performance.

2.2 Potential Performance Improvement

Page coloring and huge pages are incompatible, because the large page offset
in a huge page usually consumes all the address bits, leaving none of the cache-
indexing bits under OS control [7, 8]. However, combining the two techniques
would achieve significant performance benefits by reducing cache contention
and the number of page table walks.

Il No Contention {(4KB) Bl Contention, No Coloring (THP)
[0 Contention, No Coloring (4KB) Bl Contention, Coloring (4KB)

Time

ad Exec

Normollze

mf astar amnoetpp his tc o Avorage

Fig. 1: Normalized execution time under contention with 4 KB pages, THP, and page
coloring, compared to no contention.

To motivate our approach, we study the performance impact of cache contention,
huge pages, and page coloring. Section 4 describes the evaluation methodology.
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Fig. 1 shows the normalized execution time relative to the baseline (no contention,
4 KB pages). Cache contention degrades performance by up to 1.94x (mcf) and
1.41x on average. Page coloring [32] alleviates this interference, reducing the
average overhead to 1.18x. THP [10] provides additional performance gains,
particularly in bfs and cc, where the execution time under contention improves to
0.77x and 0.78x of the baseline. These results indicate that combining huge pages
with cache isolation via page coloring can deliver substantially greater performance
improvements than either technique in isolation.

2.3 Prior Approaches

Only two prior studies have investigated the integration of page coloring with
huge pages. Table 1 summarizes how CHP compares to the previous approaches
in several key aspects.

Table 1: Comparison of huge page coloring approaches.

A h Fragmentation No Extra Cache HW/SW OS Design &
roac
PP Robustness Conflicts Compatibility Evaluation
Scattered [71 X v v X
SWAP [8] v X X X
CHP v v v v

Scattered Superpages [7] map a virtual huge page across multiple physical huge
pages. Similar to CHP, that approach requires expanding the TLB to store
additional color information per huge page. However, Scattered Superpages are
constructed using a contiguous set of multiple physical huge pages. That memory
management approach limits the resilience and effectiveness of Scattered
Superpages under realistic fragmentation conditions (Section 5.3). Motivated by
this limitation, we introduce novel hardware and OS mechanisms that allow each
colored huge page to consist of multiple independent sub-mappings, thereby

relaxing contiguity requirements.

Another prior work [8] integrates huge pages with page coloring by swapping
bits from the huge page number with LLC index bits prior to cache access,
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creating a pseudo-physical address space. However, that design restricts each
huge page to a single color, increasing conflict misses and degrading
performance in some benchmarks (Section 5.4). Moreover, this hardware
indirection hides real physical memory from the OS, which impedes compatibility
with existing software and hardware components (e.g., drivers and DMA
engines) that require real physically contiguous memory. Supporting both real
and pseudo-physical spaces significantly complicates OS management. In
contrast, CHP avoids inducing additional conflict misses by distributing portions
of huge pages to multiple colors and allows the OS to keep managing the real
physical address space, providing full compatibility with existing mechanisms.

Finally, neither of the two prior approaches design, implement, nor evaluate the
operating system support required to integrate page coloring with huge pages.

3 COLORED HUGE PAGES

The key idea of our approach is that a huge page can remain contiguous in virtual
memory, but get broken down into multiple individual non-contiguous physical
frames, allocated with a regular pattern. With lightweight microarchitectural
modifications, the hardware exploits this allocation pattern to perform address
translation efficiently, just as if the pages were physically contiguous, preserving the
TLB reach and performance benefits of huge pages.

We propose Colored Huge Pages (CHP): a complete system design that spans the
hardware-software boundary, combining the necessary microarchitectural
modifications with operating system support. We assume and maintain
compatibility with x86 translation mechanisms in this text, but the principles can be
trivially extended to other ISAs.
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3.1 Overview

Hags Page : “—
o 1 Vi = g
- “— = =

Fig. 2: Regular Huge Page Fig. 3: Colored Huge Page Fig. 4: Colored Huge Page
(no coloring) with 1 out of 2 colors with 3 out of 4 colors

CHP targets large anonymous Virtual Memory Areas (VMAs) of memory-intensive
processes. Page faults within these VMAs are intercepted and handled by a
custom page allocation system, which backs each faulting 2 MB region with
carefully constructed mappings. These mappings consist of base pages allocated
at a constant stride so that they share the same color(s). Pages with colors
differing from the target one are effectively skipped, resulting in mappings
composed exclusively of pages with the desired color(s), as illustrated in Fig. 3.
The regularity of these mappings allows the offset of the i-th page from the start
of the mapping to be computed with inexpensive bitwise operations, enabling
accelerated address translation with minimal microarchitectural modifications,
even though the individual pages are not physically contiguous.

To construct a colored huge page, our custom allocator first identifies a
sufficiently large contiguous memory region, from which base pages
corresponding to the desired colors are selectively extracted. On its own, such an
approach is impractical due to the memory fragmentation exhibited in long-
running systems [30]. To alleviate these strict contiguity requirements, we
propose a novel approach that, with minimal additional hardware support and
negligible overhead, allows each 2 MB strided mapping to be divided into 8
independent sub-mappings. Each of these sub-mappings maintains the
previously described strided structure, but can begin independently of the
others, significantly reducing the demand for physically contiguous memory
regions, while also improving color allocation flexibility when multiple colors are
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permitted for a process. An example of this subdivision is illustrated in Fig. 4. CHP
falls back to existing mechanisms if a strictly compliant region cannot be
allocated and operates completely transparently to the applications in a best-

effort manner.

3.2 Hardware Modifications

3.2.1 Modified L2 TLB and Address Translation

Our design leaves the L1 TLB path intact and only extends the L2 TLB. By
integrating CHP into the L2 TLB, we preserve the reduced page table walk
frequency of huge pages while avoiding added latency in the L1 TLB's critical
path. CHP augments each L2 TLB entry with the starting Physical Frame Numbers
(PFNs) of all eight sub-mappings, widening it to include seven additional PFNs.
Tag, permission and access bits are shared across all sub-regions. A dedicated bit
per L2 TLB entry indicates whether it refers to a conventional (huge) page
translation or a colored huge page. The extended L2 TLB is queried after an L1
TLB miss. Upon an L2 TLB hit for a colored huge page, the corresponding 4 KB
entry is constructed and cached into the L1 TLB to accelerate subsequent
accesses. Importantly, L2 TLB indexing remains unaffected, as the number of
entries remains unchanged.

Fig. 5 illustrates how the proposed translation mechanism for the augmented L2
TLB is realized in hardware to achieve fast address translation for colored huge
pages, assuming 4 KB and 2 MB base and huge page sizes:

1) VPN Extraction: the lower 21 offset bits of the incoming virtual address are
discarded to extract the Virtual (Huge) Page Number (VPN).

2) Parallel TLB Lookup: the VPN is looked up in the enhanced L2 TLB as normal.
A dedicated per-entry CHP bit identifies TLB hits corresponding to colored
huge pages.

3) Sub-Entry Index Calculation: upon a colored huge page hit, the three most
significant bits of the 2 MB page offset (bits 18-20) are isolated to determine
which sub-mapping corresponds to the current address.

4) Sub-Entry Extraction: the selected sub-entry is extracted based on the
computed index. Page access permissions are validated at this stage and the
base PFN of the relevant sub-mapping is obtained.
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5) Page Offset Computation: the offset of the target page compared to the start
of the corresponding sub-mapping is calculated by multiplying its page index
with the constant number of available colors. This operation can be performed
using a bitwise shift.

6) Final Target PFN Calculation: the final PFN of the target page is derived by
bitwise OR-ing the offset from Step 5 to the base PFN from Step 4.

Huge Page Offset
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Fig. 5: Hardware-assisted address translation for colored huge pages. Page index refers
to the offset of a 4 KB base page within its surrounding 2 MB huge page.

3.2.2 Modified Page Table & Page Table Walk

Upon an L2 TLB miss within a colored huge page, 8 PFNs - corresponding to the
8 individual PTEs of the sub-mappings - must be fetched into the augmented L2
TLB. Fortunately, this incurs no additional cost in the page table walk path, as all
8 PTEs lie within a single cache line and can be retrieved with a single memory

reference [27].

We modify the Page Table Walker (PTW) so that upon reaching a PMD entry with
the Colored-Huge-Page Bit set (managed by the OS), it fetches 8 PTEs from the
address indicated by the PMD into the L2 TLB. The PTW identifies the sub-entry
for the faulting address, fetching and using it immediately while filling the rest in

the background.
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3.3 Operating System Support

In CHP, the OS must allocate, manage, and install mappings in the proposed
strided format. We prototype our design on Linux Kernel v6.6, introducing a
dedicated colored huge page allocator built on top of Linux’s buddy allocator [9].
This approach preserves compatibility with existing memory management while
enabling color-aware huge page allocation.

CHP operates transparently to applications, intercepting anonymous page faults
within large VMAs and attempting to populate the faulting 2 MB region with a
colored huge page. Constructing such a page requires locating eight
independent 256 KB strided sub-mappings, with all pages within each sharing the
same color. To allocate each sub-mapping, CHP requests from the buddy
allocator a sufficiently large (256 KB x number of system colors) contiguous block
from which it extracts the desired strided mappings.

If successful, the required individual pages are carved out from the contiguous
block and installed into the process's address space by crafting the appropriate
Page Table Entries (PTEs). To enable prototyping on existing hardware, we
currently register and install each 4KB page individually. An actual
implementation would install only one PTE per sub-mapping (8 total). The OS also
sets the special Colored-Huge-Page Bit at the PMD level to signal to the PTW that
this region is backed by a colored huge page.

CHP additionally introduces an Allocator Cache for caching the left-over physical
pages from the allocated block for future use. Each sub-mapping request first
attempts to get serviced by the Allocator Cache, before allocating pages from a
new contiguous physical block obtained through the buddy allocator.
Additionally, strided mappings can be reclaimed from the process's memory and
returned to the Allocator Cache when a VMA is unmapped. The CHP allocator
operates in a best-effort manner, falling back to 4 KB page coloring if the desired
strided mapping cannot be constructed. Contrary to SWAP [8], CHP ensures fair
color distribution by assigning each sub-mapping a different color from the

process’s allowed set in a round-robin manner.
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4 METHODOLOGY

We evaluate CHP on an 8-core Intel i7-10700 machine with 16 GB RAM, and
prototype our implementation in Linux Kernel v6.6. For the evaluation we use
benchmarks from GAPBS [5] and SPEC 2006 [24]. Cache contention is introduced
via stress-ng [25]. Cache isolation for the stressor is enforced using reqular page
coloring [32]. Each benchmark is assigned the minimum number of colors that
keeps its runtime within 4% with respect to using the entire LLC when running
alone. The remaining colors are assigned to the stressor. We pin applications to
separate cores and present average results from 3 runs.

Our evaluation focuses on performance and relies on an analytical model driven
by hardware performance counters to estimate the benefits of CHP. While
simulation could model the proposed translation hardware support, it would be
prohibitively slow for practical evaluation [4, 14, 1]. We report runtimes under four
scenarios: (i) contention with 4 KB pages (baseline), (ii) THP without coloring, (iii)
4 KB page coloring and (iv) projected runtime with CHP (huge pages + coloring).

Using Linux perf, we collect total execution cycles (T) and cycles spent in page
table walks (C). We decompose all reported runtimes (R) into translation (Oans )
and cache (0.qcne) COMponents, such that the total runtime is given by: R =
Otrans + Ocache- All runtimes are normalized to the 4 KB contention baseline. For
each execution scenario S, we compute the normalized translation component

Cs Ts—Cs

S — N —
as Oprgns = and the cache component as 0.,.,. =

Tcontention—4K Tcontention—4K

To estimate CHP performance, we assume its translation cost equals that of
contention-THP. We model the effect of coloring-induced isolation in the
execution time by scaling the contention-THP cache component by the cache
speedup of 4 KB coloring. This pessimistic model likely underestimates CHP’s
benefits, as it ignores reductions in cache pressure from fewer TLB misses. The
overall CHP runtime estimate (Rcyp) is given by (1).

Ocolti)lr—éll(
— ncont-THP cont-THP , _cache
RCHP - Otrans + 0cache OCont.4K (1)
oCHP cache
trans OCHP

cache
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5 EVALUATION

5.1 Performance

Fig. 6 presents the runtime decomposition for all benchmarks under the four
scenarios mentioned in Section 4, with all runtimes normalized to the 4 KB
contention baseline. Each bar decomposes total runtime into address translation
and cache components.

When used individually, THP and page coloring reduce runtime to 79% (as low as
57.6%) and 82.6% (as low as 63%) of the baseline, respectively. Even assuming no
additional cache benefits from reduced TLB misses and page table walks beyond
what coloring with 4 KB pages provides, our approach consistently outperforms
both THP and 4 KB coloring, reducing average runtime to 66.3% of the baseline
and reaching as low as 54.4% for cc.

CZ32 Addr, Translation  mmm Contention - 4K Coloring - 4K
[ Cache Contention - THP s CHP (proj.)

, Time (36)

Normalized Exec

mcf astar omnetpp bfs tc o Average

Fig. 6: Normalized runtime breakdown showing projected performance gains from
CHP, compared to 4 KB pages, THP and 4 KB page coloring, all under contention.

5.2 Fragmentation Sensitivity

We evaluate the success ratio of CHP allocations under varying memory
fragmentation levels. Fragmentation is quantified by the fragmentation index (F;),
adapted from [11], which denotes the fraction of physical memory that cannot be
backed by the currently available huge pages. We focus on mcf and bfs, whose
memory footprints correspond to roughly 11% and 29% of the system's physical
memory. Therefore, assuming regular huge pages (e.g., THP), the critical
fragmentation threshold, beyond which allocation success begins to degrade, is
expected at F; = 0.89 for mcf and F; = 0.71 for bfs.
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As shown in Fig. 7, our solution is resilient under low to moderate fragmentation.
For both benchmarks, success ratios degrade before the critical fragmentation
point, as much as 10% earlier for bfs, indicating CHP's slightly higher
fragmentation sensitivity relative to THP. Nonetheless, allocations remain near-
perfect up to moderately high fragmentation (F; = 0.6 even for the larger
workload), demonstrating reasonable robustness relative to THP under realistic
fragmentation conditions.

ws - NG bfs

Alloc. Success Ratio (%)

) | L]

0.2 0.4 0.6 0.8 1.0
Fragmentation Index

Fig. 7: CHP allocation success ratio vs. fragmentation index.

5.3 Number of Sub-mappings

Fig. 8 shows allocation success ratios for 1, 2, 4, and 8 sub-mappings across
different fragmentation levels. Using only a single sub-mapping corresponds to
Scattered Superpages [7], where the strided mapping spans strictly contiguous
physical huge pages. We use bfs for this analysis due to its large 4.5 GB footprint.
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Fig. 8: Impact of fragmentation and sub-mapping counts on bfs allocation success
ratio.

As fragmentation approaches the critical threshold (F; = 0.58), using 8 sub-
mappings preserves a 100% allocation success ratio, whereas fewer sub-
mappings degrade allocation effectiveness. This effect becomes more
pronounced at higher fragmentation levels (F; = 0.75), where reducing the
number of sub-mappings leads to even more substantial drops in successful
allocations. These results demonstrate that the finer sub-mapping granularity
enabled by our design significantly improves resilience to fragmentation
compared to Scattered Superpages under realistic memory conditions.

5.4 Comparison to SWAP

We modify our implementation to emulate the mappings created by SWAP, which
contrary to CHP restricts an entire huge page to a single cache color, and
measure the performance difference compared to CHP. For the GAPBS workloads,
we notice only negligible differences between the two approaches. However,
SWAP increases LLC misses for mcf by 9.4% and 12% when using 5 and all 8 colors,
leading to performance degradations of 11.8% and 13.1% respectively. This
analysis demonstrates that the flexibility provided by CHP can significantly
outperform SWAP in some cases, effectively offsetting its modest additional
overheads.
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5.5 Overhead Analysis

We measure average and tail (99th percentile) page fault latency, fault counts,
and cumulative fault time for bfs. CHP introduces overhead to the fault path
compared to 4 KB pages, 4 KB coloring using PALLOC [32], and THP. Unlike THP,
which installs a huge page via a single PMD update, our implementation must
register and install each 4 KB page individually to allow prototyping on existing
hardware. Nonetheless, CHP reduces fault frequency to THP levels, lowering
cumulative fault time well below both 4 KB paging and PALLOC. Ultimately, the
few hundred milliseconds of page fault overhead (< 0.2% of bfs’s runtime) are
negligible relative to workload duration (hundreds of seconds) and outweighed
by the benefits of reduced cache contention.

In terms of area, CHP expands the data part of each L2 TLB entry by ~8x to store
the additional PFNs. However, the tag and permission bits, along with the
number of entries remain unchanged, so no extra hardware is required for
indexing. This minimal hardware overhead is outweighed by the increased TLB
reach (by 512x) enabled by each augmented entry.

6 RELATED WORK

Sections 2 and 5 compared CHP qualitatively and quantitatively with the most
closely related work [7, 8]. Here we discuss other prior page coloring work for
cache partitioning. Page coloring was first proposed by Taylor et al. [26] to
improve TLB hit rate, while Kessler et al. [15] later proposed page placement
algorithms for cache partitioning. Since then, two main software approaches
have emerged. In static page coloring [15, 19, 20, 22], a process is allocated a
portion of the cache statically during its execution. In contrast, dynamic
coloring [19, 6, 33, 29, 31] adapts to time-varying cache access patterns and
allocation needs by relying on page recoloring support. In addition, previous
efforts [22, 29, 23, 21, 17] have also applied page coloring in cloud environments
to improve inter-VM isolation. Finally, Wang et al. [28] combined page coloring
with hardware way partitioning to support fine-grained cache partitions.

53



Colored Huge Pages: A Hardware-Software Approach for Enhanced Isolation and Performance - Georgios - Alexandros
Kostas

7 CONCLUSIONS

Modern systems can benefit significantly from the simultaneous use of page
coloring and huge pages to improve both cache isolation and translation
efficiency. In this work we proposed CHP, a custom hardware-software co-design
that enables virtually contiguous huge pages to be distributed across individually
colored physical frames without compromising address translation performance.
We designed and implemented operating system support in the Linux kernel and
proposed lightweight microarchitectural enhancements to support fast
translation of these mappings, while simultaneously relaxing the contiguity
constraints on the OS memory allocator. Our evaluation results showed that CHP
successfully manages to combine the benefits of both page coloring and huge
pages, providing improved performance with respect to prior work.

This BSc thesis has resulted in a publication at the 2026 Design, Automation,
and Test in Europe Conference (DATE 2026).

Full reference: Georgios-Alexandros Kostas, Dimitris Gizopoulos, Vasileios
Karakostas, “Colored Huge Pages: A Hardware-Software Approach for
Enhanced Isolation and Performance”, in Proceedings of the 2026 Design,

Automation, and Test in Europe Conference (DATE), Verona, Italy, April 2026
[16].
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ABSTRACT

The Internet of Things (IoT) is characterised by rapid, cost-focused development
cycles, which have contributed to it becoming one of the most prominent
cybersecurity concerns in today’s technological landscape. One foundational
step toward securing these systems could be mapping their attack surface. On
that end, we introduce RePort: An Automatic Attack Surface Mapper for firmware.

We evaluate RePort on 10 firmware images from different device types and
vendors, demonstrating its mapping capabilities by successfully identifying over
95 open ports, 63 binaries with access to external traffic, and 403 instances of
known vulnerabilities (CVEs).
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1 INTRODUCTION

The technological landscape has experienced an unprecedented rise in the use
of the Internet of Things (IoT), with 2024 estimates showing more than 18 billion
IoT devices online [1]. Due to their rapid development-to-market cycles and
aggressive cost-cutting strategies, manufacturers often treat security as a
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secondary concern, sometimes even neglecting it entirely, with studies
classifying 50% of devices as vulnerable to medium-to-high severity attacks
[2,3,6].

Tackling the threat requires extensive manual effort and expertise, combined
with the high costs of working with hardware. To overcome these barriers,
researchers developed firmware-based solutions as a more scalable approach,
developing both static and dynamic analysis tools [3].

Building on the progress made by the emulation community in recent years, we
introduce RePort: An Automatic Attack Surface Mapper for IoT Systems. RePort
incorporates both dynamic and static analysis, using actual runtimes to collect its
target's behaviour and deriving conclusions from static logic parsers and
Software Bill of Materials (SBOM) scanners [3, 7]. Similar systems provide
solutions for identifying and mapping exposed services in web applications and
online infrastructures [8]. However, none target firmware or embedded systems,
nor do they operate within emulated runtime environments. In fact, RePort is the
first system designed to perform attack surface mappings unassisted on
firmware.

Overall, our contributions consist of:

1. Automatic attack surface mappings for IoT firmware. We introduce
RePort as a modular system that emulates Firmware and analyses system
call traces to produce a stateful view of all exposed network ports, the
binaries responsible for them, and their associated CVEs. [Section 3]

2. General-purpose model for port activity tracking. We propose the
PortActivity class as a practical approach to deriving port mappings from
low-level kernel logs, decoupled from output format. By incrementally
tracking port-related system calls, it accurately reconstructs ownership,
inheritance, and lifecycle of every network-facing socket observed during
emulation, enabling precise attribution of network behaviour to individual
binaries. [Subsection 3.3]

3. An extended fork of FirmAE with enhanced system call tracking. We
develop a custom fork of FirmAE equipped with new kernels that expose
richer system call probes, including return code extraction for port-
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dependent calls, true port resolution for zero-port binds, and extended
IPv6 tracking. [Subsection 3.4]

2 BACKGROUND AND RELATED WORK

Attack surface definitions vary based on perspective and have multiple semantic
interpretations [9]. We define the attack surface based on the adversary
viewpoint and, thus, its mapping. For the rest of this work, mapping the attack
surface of a system refers to the process of documenting all points where an
unauthorised user could attempt to enter or extract data from a system.

Assessing possible entrances is common in the industry, enabling organisations
to identify potential vulnerabilities and effectively organise their security
measures [10]. Deciding which components are significant for the mapping
process usually depends on the product analysed and its dependencies.

IoT devices typically rely on network communication and offer minimal physical
controls. Since their configuration and functionality are generally managed
online, their primary points of entry, and thus their attack surface, are centred
around network interfaces. Having the ability to monitor what ports are opened
and by whom in that kind of firmware allows analysts to identify vulnerable,
outdated, or unintended services that bad actors may exploit.

The absence of source code, however, primarily constrains the security posture
evaluation of IoT devices. In fact, it is common that even the companies
themselves lack access to said code, as they often acquire their hardware
preloaded from OEM vendors [3]. Given these conditions, [oT security analysis is
only possible at the binary level, making standard code analysis practices

incompatible.

In our literature review, we found that the research community has two types of
analysis tools, static and dynamic; however, effectively addressing IoT
particularities remains an active research field. Static analysis examines firmware

binaries [11, 12, 13] symbolically without executing them, identifying possible
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vulnerabilities through dataflow and matching algorithms, often producing
overwhelming false-positive rates.

Dynamic analysis, on the other hand, is based on emulating the given firmware,
entirely or partially, and examining the services running by checking for known
vulnerabilities, performing fuzzing, symbolic execution or using other custom
tools. FirmAE [4] and its predecessor Firmadyne [14] were among the most
pivotal dynamic analysis projects. Their frameworks posed the first attempts
towards automated, scalable emulation of Linux-based embedded firmware
images at a system level.

Interestingly, these frameworks generate a substantial amount of logs and
artifacts, including filesystem dumps, system call tracking logs, Kernel
information and Boot Loading sequences. This information allows for more in-
depth analysis, such as OS-level behaviour tracing and Software Bill of Materials
(SBOM) scanning, the practice of inventorying all components present in a
software build [15]. SBOM can also correlate observed binaries with entries in
public vulnerability databases, such as the Common Vulnerabilities and
Exposures (CVEs) list [16].\

3 REPORT

Processing and contextualising the heterogeneous information produced by said
tools manually requires significant time and expertise. As a response, we
developed RePort, an automated framework designed to transform low-level
system information into concise, stateful and externally verifiable attack surface
mappings.

3.1 System Requirements

When working with IoT firmware, the mapping system should require as little
information as possible, as source code is rarely available. We designed RePort
with this in mind, operating entirely on black-box or grey-box inputs, without

ever requiring access to source code.
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e Given only a running device, it operates in Blackbox mode, using network
scanning tools (e.g. nmap [5]) to enumerate open ports and summarise
exposed services.

e When the firmware image itself is available, Graybox mode goes further;
booting the image inside an emulation engine to produce a richer map
that correlates each listening port with the responsible binary and any
associated CVEs.

3.2 Architecture

To deliver this functionality, RePort employs a modular design that orchestrates
various analysis tools. Figure 1 shows a top-down overview of RePort, showing
the two main modes of operation.

Service
Fingor-Printing

> Port Discovary

Verified
Open Ports

Blackbox
Visuakzation —_— RePort
Graybax . State-full Port
Findings

Parser

Vulnerable
Binaries

CVE Lookup

Figure 1: RePort's System Architecture

Blackbox mode is located at the top, taking an IP as input and performing Port
Discovery and Service Fingerprinting on the given domain, producing a
dictionary with all port findings.

Graybox mode is at the bottom and utilises firmware emulation to perform three
distinct analyses on the target:
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e Using a custom logic parser, system call analysis derives the binding,
executing, and inheriting process relations, producing a dictionary of all
operations performed in each port and by which process.

e Then, known vulnerability identification is performed on all files found
inside the firmware's file system through the CVE Lookup module, utilising
known vulnerability databases and SBOM, returning a map of all CVEs
found on each binary.

e Finally, port confirmation is performed on the emulated target, attempting
to ping the services identified by the system call analysis for added

soundness.

All information is consolidated in the visualisation stage, where all data is
condensed into a detailed Attack Surface Mapping overview - a RePort.

Firmware emulation, network mapping and SBOM analysis remain active and
rapidly evolving areas of research. Acknowledging the field’s dynamic nature, we
designed all modules of RePort to be platform-independent. At their core lie
lightweight, abstract interfaces that allow integration with a wide range of sub-
tooling. In the spirit of open science, RePort is open-source and available on its
public GitHub Repository [18].

3.3 Emulation and System Call Analysis

In particular, we designed the emulation module to be compatible with diverse
emulation platforms, provided they support system call tracking. We refer to this
category of compatible tools as Emulation Engines.

Ultimately, a developer integrating an Emulation Engine with RePort needs only
to hook up the necessary log files and integrate the execution U], in line with the
given tool’s architecture. For example, our custom FirmAE fork, despite having
the complex file structure of its predecessor, was straightforward to set up,
requiring only the database, run scripts and execution scratch logs to operate
(see Figure 2). Thorough documentation of the abstract classes provided by
RePort is available at the project’s repository [18] or in Section 3 of the complete
thesis [19].
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Figure 2: Custom FirmAE fork setup

Since different emulation tools produce distinct artifacts, system call output
parsing varies per tool. Consequently, RePort does not offer a universal solution.
Instead, it provides a general-purpose parsing class with dedicated methods for
tracking all port-related system calls. These methods are intended to be invoked
by format-specific parsers, separating port-tracking logic from the parsing

concerns of each engine.

Based on these calls, PortActivity incrementally builds an internal model of port
usage solely on the sequence of system calls observed during execution. It
maintains stateful information about processes, file descriptors, ports, and
protocol families, and it records both live and historical activity. Figure 3 depicts

how PortActivity tracks the port changes in a simple bind and fork scenario.
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Figure 3: PortActivity tracking example

3.4 Custom FirmAE fork

RePort's mapping capabilities are fundamentally constrained by the Emulation
Engine used, both in terms of the firmware it supports and the granularity of
information that can be extracted from its artifacts. For our default emulation
engine, we implemented a custom FirmAE fork with additional system call-
tracking capabilities. Our fork still adheres to the same design principles as its
predecessor, but with new custom kernels equipped with more verbose system
call probes and updated dependencies for the deprecated packages. More
precisely, our changes include:

e Extracting the return code of port-dependent system calls to check for
failure.

e Retrieving the true port number assigned to a socket when bind is called

with port zero as an argument.
e Extending tracking capabilities for the IPv6 protocol.

e Modifying emulation options for consistency.
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Through these changes, FirmAE utilises all tracking capabilities of RePort,
ultimately creating a complete mapping solution. Our fork is publicly available on
GitHub under its own repository [20].

3.5 CVE Lookup and SBOM

RePort uses SBOM to identify known vulnerabilities through its CVE Lookup
module, by scanning executables retrieved from the target filesystem. Emulation
Engines with filesystem extraction capabilities may invoke CVE Lookup to analyse
binaries and identify matches with known vulnerable versions.

The unified findings of CVE Lookup and the Parser module serve as a mapping of
the firmware's attack surface. By correlating each executable’s runtime network
behaviour with its security posture, RePort enables analysts to pinpoint which
components are both externally exposed and potentially exploitable. As a result,
it provides a prioritised view of risk that guides remediation, hardening, or
further manual auditing.

In the current version of RePort, CVE Lookup is powered by the open-source
vulnerability scanner Grype [17], which was selected for its active development,
strong community support, and robust handling of diverse packaging formats,
including support for raw binaries.

3.6 Confirmation and Blackbox Analysis

The Confirmation operation enhances the soundness of the findings produced
by RePort, by using the network discovery tool Nmap [5] to cross-check the
services identified through system call parsing. Once a port is flagged as open or
associated with a vulnerable binary, RePort optionally initiates a probe to
determine whether the corresponding service is active and responsive in a
second confirmation emulation. This approach provides an additional layer of
confidence that the observed behaviour corresponds to a real reachable service,

rather than a transient or prematurely exited one.

To further lower the analysis requirements of RePort, we abstracted this probing

mechanism into a standalone capability, referred to as Blackbox Analysis. When
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used independently, this feature enables external mapping of firmware
behaviour by scanning the network environment for open ports and accessible
services without relying on prior system call parsing.

Blackbox Analysis is especially useful when the firmware of a given IoT device is
not available, but a runtime is, such as a smart wall plug on a local network. Thus,
Blackbox Analysis complements the internal tracking performed by Graybox

Analysis, or functions entirely on its own in different analysis scenarios.

3.7 Visualisation

Finally, RePort produces an HTML Report that presents the analysis results in a
structured and accessible format. The report begins with an overview of port
activity, organised by port number, providing a high-level view of active services
and potential entry points into the system’s attack surface (Figure 4). Ports
confirmed to be open are explicitly highlighted due to their increased relevance
in security assessments.
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Figure 4: RePort Sample - Port activity

67



RePort: Automatically mapping the attack surface of IoT Systems - Dimitrios Stefanos Porichis

Subsequently, the report presents a per-binary analysis of system activity (Figure
5). For each binary, a minimal overview summarises key characteristics, followed
by a detailed table listing all associated vulnerabilities (Figure 6).
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By Ports hindes Parts accensed Instances spewTed CVEs Found

ke 3 ? 1 0 CAch for ewtale
Aoy 2 2 1 Sk Y ety
rasg ‘ ‘ ) 0 Ch B oetak
Overviaw of dasrmany

Pan Bor AW ReS ot RPN ECNM TIRLAGE. e B 205000 s reuitl 20151147 19200000 4% 1150,

It by rdaniany

Cwvet Purts 153, T, O] (S5, TN TOIT) (53 W, TOI (50, TR UDM)

Mccumatee Prrts 153, WV, D) (53 TP, TOP| (53 P, TOI) (53, W U0

"Cs 10452 18437 10438

Ltrane (=0, Privary

Figure 5: RePort Sample - Outward facing binaries

RePort also stores a collection of artifacts for each analysis in a directory,
including the extracted firmware file system, system call logs, CVE findings, and
the generated RePort.html. These artifacts ensure traceability and enable
subsequent re-examination or auditing of the analysis results.
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Figure 6: RePort Sample - CVEs overview
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4 EVALUATION

To evaluate RePort's performance, we conducted mapping experiments on 10
different firmware. Our dataset was composed of firmware images from
routers, IP cameras, and network extenders manufactured by D-Link,
TRENDnet, Netgear, TP-Link, ASUS, and Belkin. We randomly selected images
from FirmAE’s running dataset to ensure compatibility with emulation and are
available for download through the Google Drive link listed in RePort's GitHub

repository [18].

Table 1: Experimental Results

Firmware Details Port Statistics CVE Statistics Time Statistics
o ) Syscall.log
A/A Type Vendor Ports Instances C.r|t|c.al CVEs | Time Flrm.ware & RePort
Used Binaries Size i
size
1 IP Cam DLink 20 32 10 69 9:39 ~13MB 2.27MB
2 Router DLink 20 28 11 17 9:33 ~13MB 2.53MB
3 Router Netgear 15 20 13 80 11:56 ~30MB 477KB
4 Router Netgear 13 17 9 17 6:34 ~11.8MB 298KB
5 IP Cam DLink 9 17 3 60 11:55 ~46MB 655KB
6 Router Asus 6 7 5 17 16:49 ~1.8MB 76KB
7 Router Belkin 5 5 5 17 6:03 ~2.8MB 251KB
8 Router | Trendnet 3 3 4 17 5:56 ~4.2MB 74.1KB
9 IP Cam | Trendnet 2 2 2 86 9:33 ~6.6MB 160KB
10 | Extender | TPLink 2 2 1 23 9:42 ~4.7MB 35.7KB
Total 95 133 63 403 | 1:37:40 - -

Through our experiments, RePort successfully produced attack surface
mappings for all selected firmware images, identifying over 95 ports utilised by
133 instances. A total of 63 distinct binaries were flagged as critical, as they are
capable of accepting external traffic. The CVE Lookup module, identified over 403
CVE appearances in 14 binaries found within the emulated firmware.

Remarkably, our manual analysis of some critical binaries revealed that this is
only a lower bound of the actual number of CVEs. In a DLink Router (AA 2 in Table
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1), for example, RePort successfully identifies a dnsmasq binary from 2016 having
access to port 53. Although this binary has multiple CVEs, Grype was unable to
identify the threat, highlighting that the available security tools are not complete.

Time-wise, the average execution time for our dataset15 was 9 minutes and 46
seconds, with some divergence attributed to firmware behaviour and emulation
noise. Based on these time requirements, RePort is suitable for manufacturers’
Continuous Integration pipelines (CI), producing an attack surface report for
every developer push.

Regarding the output storage size, the average compressed RePort folder
produced during our runs was approximately 1MB, excluding the decompressed
file system; a size negligible compared to the actual firmware image size.

All experiments were conducted using GitHub Actions, with all execution results
available on RePort's GitHub [18] repository as Action Artifacts.

5 CONCLUSIONS

We proposed RePort as a framework for leveraging state-of-the-art analysis tools
to generate reports that enhance the security posture of IoT devices. Our
experimental results demonstrate that RePort is able to extract critical metadata,
identify exposed services, and highlight vulnerabilities across a range of

firmware samples.

As available sub-tools continue to evolve, RePort’'s performance will follow,
reducing false-negative rates and broadening firmware support. Its time and
storage requirements allow integration with CI/CD pipelines and its modular and
open-source design further enables new features to be introduced, such as

fuzzing and additional output options.
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Contrastive Unlearning:
Selective Class Forgetting by
Preserving Optimality Conditions
in the Representation Space

Eleni Fili

ABSTRACT

Self-supervised contrastive learning (CL) has emerged as a dominant paradigm
in representation learning, enabling powerful models to be trained on large-scale
unlabeled datasets. However, its widespread deployment raises privacy and
compliance concerns, as CL models may retain sensitive information about
individual training samples, conflicting with regulations such as the GDPR'’s right
to be forgotten. While machine unlearning offers a computationally efficient
alternative to full retraining, existing approaches are limited in two important
ways: they are primarily developed for supervised, label-dependent settings and
thus are poorly suited to the geometry-driven objectives of contrastive learning,
and they are typically evaluated through downstream task performance alone,
which may overlook residual information in representation space. To address
these gaps, we propose a principled framework for class-wise unlearning in self-
supervised contrastive learning. Our method combines a contrastive retention
objective that preserves the optimality conditions of retained representations
with a proxy-guided forgetting objective that aligns forgotten samples to a
blindspot model trained only on retained data. We further reinforce forgetting
through attention transfer to suppress residual class-specific activations. Beyond
downstream evaluation, we introduce a comprehensive assessment protocol
based on representation-level metrics and membership inference analysis.
Experiments on CIFAR-10 show that our method reduces forgotten-class

accuracy to 18%, preserves 82% accuracy on retained classes, and achieves near-
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random membership inference attack success (0.54), while closely
approximating full retraining at substantially lower computational cost.

ADVISOR

Yannis Panagakis, Associate Professor, NKUA

1 INTRODUCTION

The emergence of self-supervised learning (SSL) has fundamentally transformed
modern machine learning by enabling models to learn rich and generalizable
representations from large-scale unlabeled data, alleviating the reliance on
costly human annotation [1,2]. Among SSL paradigms, contrastive learning (CL)
has emerged as a dominant approach for representation learning. By
encouraging agreement between positive pairs while repelling negative pairs in
the embedding space, contrastive methods achieve state-of-the-art performance
across a wide range of tasks [1,3]. Their effectiveness is commonly attributed to
two complementary properties: alignment of positive pairs and uniformity of the
representation distribution on the unit hypersphere [4].

However, the widespread deployment of SSL models trained on internet-scale
data raises critical privacy and regulatory concerns [5]. These models can
memorize and potentially leak sensitive information about training samples [6],
creating significant legal and ethical challenges. Regulatory frameworks such as
the European Union's General Data Protection Regulation (GDPR) have
formalized these concerns through provisions like the “right to be forgotten”
(Article 17) [7], which grants individuals the legal authority to request deletion of

their personal data.

The straightforward solution—retraining from scratch after removing the target
data—is computationally prohibitive for modern large-scale models [8] as (1) it

requires enormous computational resources equivalent to the original training
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cost, (2) creates unacceptable delays in legal compliance, and (3) becomes
increasingly infeasible as model and dataset sizes continue to grow
exponentially. These fundamental limitations have motivated the development
of machine unlearning [9]; efficient algorithms to approximate the retrained
model by selectively removing data influence while preserving model utility.

Limitations of existing works. Despite growing interest, existing unlearning
approaches suffer from two key limitations that constrain their applicability to
modern SSL systems. The first is the SSL gap: most machine unlearning methods
have been studied primarily in supervised classification settings, often centered
on label-driven objectives and classifier behavior [9,10]. In contrast, SSL—
especially contrastive learning—optimizes relational, geometry-driven objectives
in embedding space, making supervised unlearning strategies poorly suited to
this setting. The second is evaluation inadequacy: current protocols assess
unlearning mainly through downstream task performance [9,11], which fails to
reveal residual information preserved in representation geometry. Such latent
traces may remain exploitable by adversaries, undermining the reliability of
unlearning guarantees.

Our approach. To address these challenges, we propose the first principled
unlearning framework designed specifically for contrastive learning systems. The
core challenge lies in selective disruption: eliminating the geometric influence of
forgotten samples while preserving the structural properties that underpin
useful representations. To this end, we utilize a blindspot model framework [12],
in which a lightweight proxy model trained solely on the retain set serves as a
counterfactual reference for the ideal state where the forgotten data had never
shaped the learned representation. Building on this idea, we formulate
contrastive unlearning as a dual-objective optimization problem: a retention
objective applied to retained samples to preserve alignment and uniformity, and
a forgetting objective applied to forgotten samples to align their embeddings
with blindspot counterparts while using attention transfer penalties to weaken
class-specific feature associations [13]. Finally, to address the limitations of
performance-based evaluation, we develop a comprehensive suite of metrics

grounded in neural collapse theory and contrastive optimality. By measuring
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alignment, uniformity, and effective rank, our framework evaluates unlearning
efficacy directly in embedding space.

2 BACKGROUND AND RELATED WORK

2.1 Self-Supervised Contrastive Learning

Self-supervised learning (SSL) aims to learn transferable representations without
external annotations by constructing supervisory signals directly from the data.
In vision, contrastive learning has emerged as one of the most effective
paradigms: two augmented views of the same image are treated as a positive
pair, while views from different images are treated as negatives. Methods such
as SimCLR and MoCo demonstrated that this formulation can produce
representations competitive with supervised pretraining across diverse
downstream tasks [1,3]. Beyond negative-pair methods, non-contrastive and
redundancy-reduction approaches, such as Barlow Twins and VICReg, showed
that representation collapse can also be prevented through explicit
regularization of feature statistics [14,15]. Earlier SSL paradigms such as
DeepCluster, further support the broader perspective that representation quality
depends on the structure induced in feature space rather than external labels
[2].

For an encoder f, contrastive learning (CL) is commonly implemented via an
InfoNCE-style objective [16], which encourages representations of positive pairs
to be similar while repelling them from other samples in the minibatch [1,16].
Although the precise formulation varies across methods, the shared objective is
to learn embeddings that are both invariant to augmentations and sufficiently
discriminative across samples [1,4]. In the setting of machine unlearning for CL,
this is particularly important because unlearning is applied not only to a linear
head, but to a pretrained representation model whose geometry already

captures semantic structure.
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2.2 Geometry of Contrastive Representations

A useful theoretical lens for contrastive learning is that it implicitly optimizes two
geometric objectives: alignment, which encourages representations of positive
pairs to be close, and uniformity, which promotes an even distribution on the unit
hypersphere. Wang and Isola formalized this perspective, showing that high-
quality contrastive representations emerge from jointly optimizing these
properties [4]. This view further motivates evaluating unlearning beyond target-
class accuracy, by examining how the geometry of the learned representation
space is modified after forgetting.

Subsequent theoretical work has further linked contrastive objectives to
structured optima in representation space. In particular, for InfoNCE-family
objectives, optimal solutions can exhibit perfect alignment together with reqular-
simplex separation in the mini-batch regime, while asymptotically recovering the
alignment-uniformity characterization on the sphere [17]. These results suggest
that alignment and global separation are intrinsic properties of contrastive
optima, not just incidental by-products of the training dynamics [4,17]. This
observation is central to our setting: selective forgetting should eliminate
information about the target class while preserving, as much as possible, the
geometric optimality conditions that govern the representations of the retained
data.

2.3 Machine Unlearning

Machine unlearning studies how to remove the influence of a subset of training
data from a trained model without retraining from scratch. Early work by Cao and
Yang introduced the problem of enabling learning systems to forget efficiently
[18] and subsequent work formalized notions of deletion efficiency and practical
removal procedures for specific models such as k-means [19]. For deep networks,
full retraining on the retained dataset remains the gold standard for exact
deletion [19]. However, this approach is often computationally prohibitive,
especially when deletion requests are frequent or large in scale [19]. This has
motivated a wide range of approximate unlearning methods that trade exactness

for efficiency [19-22]. Recent surveys classify machine unlearning methods into
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exact, approximate, and certified or verified approaches, while also covering
application-specific settings and use cases [8-10].

A major line of research focuses on deep model unlearning through parameter-
space updates designed to approximate the effect of retraining. Representative
methods include gradient-based removal techniques such as Salun [21] and
amnesiac-style updates [20], which attempt to remove the contribution of the
forget set while preserving performance on the retained data. Another direction
modifies the training procedure itself to facilitate future deletion requests, for
example through partitioning-based strategies such as SISA [22] that enable
selective retraining of model components. While these approaches can be
effective in certain regimes, they largely operate in parameter space and do not
leverage the geometric structure of the learned representation.

For our setting, we focus on class-wise unlearning, where all samples belonging
to a target class must be removed. Recent approaches such as Boundary
Unlearning and Deep Unlearning address this challenge by modifying,
respectively, the classifier's decision boundary and class-discriminative internal
representations, while achieving substantial speedups over retraining [23,24].
However, these methods are still primarily driven by output-space behavior.

Motivated by the need for stronger guarantees, recent work has begun to study
certified unlearning, which asks whether a model after deletion is statistically
indistinguishable from one that never saw the deleted data. Guo et al. make this
precise for linear models [25], while Sekhari et al. develop broader algorithmic
foundations for machine unlearning [26]. These notions are conceptually related
to differential privacy, since both reason about output stability under
neighboring datasets [27]. In practice, though, strong certification remains out
of reach for modern deep neural networks, particularly in large-scale vision
settings [27]. Accordingly, recent literature has shifted toward approximate
unlearning methods supported primarily by empirical evaluation rather than

exact guarantees [8-10,27].
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3 METHODOLOGY

3.1 Problem Setup

Let D denote the training dataset partitioned into a retain set D, and a forget set
Dy, such that

D:DrUDf, Dran:®
The goal of machine unlearning is to update a pretrained model My so that

information about Dy is removed while preserving performance on D,..

We formulate this objective as a constrained optimization problem:

minR(6;D,) s.t. F(6;Dp) = 4,

where R quantifies retained utility, F measures forgetting strength and 1 >0
specifies the desired minimum forgetting threshold.

To allow more flexibility during optimization, the constraint can be relaxed and
incorporated into the objective as a penalty. This leads to the following
unconstrained formulation:

mein R(6;D,) — B - F(6;Dy),

where g > 0 is a hyperparameter that controls the retention-forgetting trade-off.

3.2 Kernel Contrastive Retention

To preserve the geometric structure of the latent space for samples belonging in
the retain set—specifically, to ensure continued optimization toward geometric
optimality conditions—we adopt the Kernel Contrastive Loss (KCL) framework
[17]. KCL balances the alignment of corresponding representations with the
dispersion of mismatched pairs in a learned feature space.

Formally, given two sets of representations U = {u; € R}, and V = {v; € R4}M ,

representing two views of the same batch of data instances, the Kernel

Contrastive Loss is defined as:
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M M
1 Y
Ly, (U,V) =— Mz Ky(uy,vy) + MM -1 Z Ky (uy, vy),
i=1 i,j=1

JE)

The first term encourages high similarity between matching pairs by maximizing
the alignment kernel K,(-,-). The second term introduces a repulsive force by
penalizing similarities between non-corresponding pairs (u;, v;) for i # j, using
the uniformity kernel Ky(:-). The scaling factor y > 0 controls the trade-off
between attraction and repulsion, while normalization by M(M — 1) accounts for

the number of unique pairwise comparisons.

In our implementation, we employ the Gaussian radial basis function (RBF) kernel
for both alignment and uniformity components. The RBF kernel is chosen due to
its smoothness, differentiability, and sensitivity to local variations in the
embedding space. Its exponential decay with respect to distance makes it
especially effective for distinguishing between positive and negative samples in
self-supervised settings.

The retention objective is applied exclusively to samples from the retain set
within each training batch. This ensures that the semantic structure of the
retained data is preserved, while preventing interference from samples

belonging to the forget set. The resulting retain loss is given by:
Lr = LKCL (Urrvr)r

where U, and V, denote the feature embeddings corresponding to retain-set

samples.

3.3 Proxy-Guided Forgetting

To enforce the removal of information pertaining to Dg, we adopt a proxy-based
strategy inspired by [23]. The core idea is to guide the unlearning process using
a reference—referred to as the blindspot model B—which approximates the

behavior of a network trained from scratch solely on the retain set.

During unlearning, we encourage the original pretrained model M, to mimic the
behavior of this blindspot model specifically on the forget set. The blindspot

model is initialized from scratch and trained exclusively on D,. for a small number
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of epochs. This setup ensures that B is inherently “blind” to the forgotten data,
making it a reliable target for inducing controlled forgetting in M.

The goal of unlearning in this context is to counteract the structured alignment
and uniform dispersion that the forgotten samples contributed during original
training. By applying the Kernel Contrastive Loss (KCL) between the current
model’s representations and those of the proxy, we implicitly force the forget-set
embeddings to collapse toward the proxy’s geometry, one that lacks any class-
discriminative imprint from the forgotten data. This weakens both intra-class
compactness and inter-class separation, thereby breaking the geometric
optimality conditions that would otherwise persist.

Specifically, for a batch containing k forget samples, we extract the anchor
representations My = {m; € R*}}_; using M, and the positive representations
B; = {b; € R4}}_, using B. These are passed through the KCL, encouraging My, to

align its latent space with B for the forget samples:
forget __
Lo’ = Lyc,(My, By),

This alignment term promotes similarity between corresponding pairs (m;, b;)
while preserving contrastive separation across non-matching pairs (m;, b;) fori #
j. effectively reshaping the forget space without causing representational

collapse.

Attention Transfer Regularization. Representation alignment alone may not
sufficiently suppress internal feature activations associated with forgotten
classes; to address this, we additionally regularize the model’s internal attention
patterns. We adopt a variant of the Attention Transfer (AT) loss, typically used in
knowledge distillation [13], and repurpose it for unlearning. This loss compares
the spatial activation maps produced by the projection heads of My and B on
forget samples, penalizing discrepancies between their attention distributions.

For a batch of k forget samples, let M}(f) € R¥*4 and B]@ € R*¥*? be the layer £
activation tensors of the model and the proxy, respectively. The attention map
for a given sample is computed by squaring the activations, averaging across
channels, flattening spatial dimensions and applying ¢, normalization. The AT
loss is defined as:
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L
L=t Y (M) - are(B2)

£=1

This term promotes alignment between the saliency profiles of the two models,
actively discouraging the unlearned model from attending to spatial regions that
are predictive of the forgotten information.

We define the forget loss as a composite of the proxy-guided representation
alignment and activation-based attention transfer losses:

Ly=a- LI+ B Lar,

where a and B are hyperparameters controlling the contribution of each term.

3.4 Training Objective

Following the relaxed optimization formulation introduced in section 3.1, we
define our unlearning objective as a weighted combination of the retain loss £,
and the forget loss L. Specifically, the total loss used during unlearning is

formulated as:

|Dfnbatch|
|batch|

of forget samples in the current batch. This adaptive weighting ensures that the

where the dynamic weighting coefficient u = represents the proportion

gradient updates are proportionally scaled based on the empirical distribution of
the batch, maintaining strict equilibrium between utility preservation and
information erasure.

4 EXPERIMENTS

4.1 Experimental setup

Unlearning protocol. We study class-wise machine unlearning on CIFAR-10. In
each experiment, one class is designated as the forget set D¢, while the remaining
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nine classes form the retain set D,.. This yields ten class-removal tasks, allowing
us to evaluate both the effectiveness of forgetting and the consistency of each
method across semantic categories.

Representation model. Our encoder follows a SimCLR-style architecture
consisting of a CIFAR-adapted ResNet-18 backbone and a two-layer MLP
projection head. The encoder produces 512-dimensional representations, which
are projected into a 128-dimensional latent space where the contrastive objective
is optimized. To assess representation quality, we adopt the standard linear
evaluation protocol: after pretraining or unlearning, the encoder is frozen and a
linear classifier is trained on top of the 512-dimensional features.

Baselines. We compare our proposed method against three baselines. Retrain
trains a new model from scratch using only D, and serves as the reference
unlearning target. Gradient Ascent performs ascent updates on Dy, explicitly
driving the model away from the forgotten samples. Fine-Tuning continues
optimization only on D,, relying on catastrophic forgetting to remove the
influence of the forgotten class.

Pretraining and linear evaluation. Unless otherwise stated, pretraining is
performed for 200 epochs using SGD with momentum 0.9, batch size 256, and
cosine learning-rate decay. We optimize KCL with a Gaussian kernel using t = 2.0
and y = 20. Data augmentation follows the standard SimCLR pipeline. For linear
evaluation, we train a single fully connected classifier on frozen encoder features
for 50 epochs using SGD. The retraining baseline uses the same configuration,
with training restricted to D,.

Unlearning configuration. For our proposed method, the pretrained encoder is
further optimized for 10 epochs. The forgetting objective combines the KCL-
based forgetting term with the attention transfer loss, weighted by « = 10 and
B = 50, respectively. The proxy model is trained from scratch on D,. for 20 epochs.
For the Gradient Ascent baseline, we perform 50 epochs with learning rate
5 x 107*, which provided the most stable behaviour in preliminary experiments.
Finally, Fine-Tuning is applied on D, for 20 epochs.
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Evaluation metrics. To ensure a controlled comparison across methods, we
keep the evaluation protocol fixed and attribute performance differences solely
to changes in the encoder. We report retained-class accuracy on both the
training and test partitions (Train,, Test,), forgotten-class accuracy on the
corresponding partitions (Trainy, Test;), and the Attack Success Rate (ASR) of a
membership inference attack. In addition, we analyze representation geometry
using Alignment, Uniformity, Inter-Class Effective Rank on retained classes,
and Intra-Class Effective Rank on forgotten classes.

4.2 Downstream Performance and Privacy Evaluation

To evaluate unlearning efficacy, we first assess utility preservation and forgetting
effectiveness, as shown in Table 1. We observe that our proposed method
performs competitively in utility preservation, scoring approximately 0.84 on the
retained train set and 0.82 on the test set. The slight degradation of roughly 5%
compared to the retrained baseline reflects the residual influence, which is
expected given that our method updates a pretrained model to remove the
contribution of specific data points. Concurrently, our method demonstrates
strong forgetting capabilities, lowering the average accuracy of the forgotten
class to 0.19 on the train set and 0.18 on the test set. While Fine-Tuning yields
strong retention scores, it critically fails to erase the influence of the forget class,
maintaining high accuracies. Conversely, Gradient Ascent demonstrates the
lowest utility retention, which likely stems from adversarial nature of the updates,
which can interfere with shared features across both retained and forgotten
classes, while achieving moderate forgetting.

Table 1. Retention, forgetting, and memorization metrics across different unlearning
methods. Values in bold indicate the best performance.

Retrain Our Method

Class | Train, Trainy Test, Testy ASR | Train, Trainy Test, Testy ASR
0 0.89 0.00 0.87 0.00 0.53| 0.84 0.39 0.82 0.36 0.54
1 0.88 0.00 086 0.00 0.62| 082 0.07 0.81 0.06 0.54

2 0.91 0.00 089 000 058 0.8 021 084 0.21 0.54
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3 0.92 0.00 09 0.00 0.65| 087 015 086 0.14 0.54
4 0.90 0.00 088 0.00 0.63| 08 012 083 010 0.53

Gradient Ascent Fine-Tuning

0 082 033 079 031 058| 088 063 086 0.60 0.50
1 080 039 079 038 0.63| 087 080 0.85 0.79 0.52
084 027 082 022 053|090 047 0.88 041 0.51
087 024 085 022 054|091 045 0.89 044 0.56
082 023 079 0.18 054 | 089 063 0.87 057 0.54

A W N

To further quantify memorization and privacy leakage, we report the Attack
Success Rate (ASR) of a member inference attack in Table 1. Specifically, our
approach achieves an ASR of 0.54, placing it close to random guessing. Although
Gradient Ascent and Fine-Tuning obtain seemingly favorable ASRs of 0.56 and
0.53, respectively, these results are misleading, as both methods retain
substantial predictive power on the forgotten class. Their lower ASRs therefore
reflect lingering confidence and membership ambiguity rather than true
successful forgetting.

4.3 Representation-Level Evaluation

We next analyze the structural integrity of the learned representations through
alignment and uniformity on the retained set (Table 2) and inter-class effective
rank (Table 4). On the retain set, the retrained and fine-tuned models exhibit
alignment, uniformity, and inter-class effective rank values that remain close to
those of the original pretrained model. This is expected, as both approaches
continue to optimize the contrastive loss over retained samples, thereby
preserving high inter-class separation. Our method similarly maintains this
representational geometry effectively, showing stable uniformity and only a
modest anticipated decrease in inter-class effective rank (from 7.50 to 7.17) as
the embedding space adjusts to forget the target class. Gradient Ascent,
however, substantially disrupts the retain set’s structure, heavily increasing
alignment and degrading uniformity, indicating poor distribution and excessive
geometric distortion.
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method demonstrates strong forgetting capabilities, lowering the average

accuracy of the forgotten class to 0.19 on the train set and 0.18 on the test set.

While Fine-Tuning yields strong retention scores, it critically fails to erase the

influence of the forget class, maintaining high accuracies. Conversely, Gradient

Ascent demonstrates the lowest utility retention, which likely stems from

adversarial nature of the updates, which can interfere with shared features

across both retained and forgotten classes, while achieving moderate forgetting.

Table 2. Alignment and Uniformity on the test set of the retained data for the first five
classes. The last row reports the absolute average deviation from Retrain. The best and
second-best scores are highlighted and underlined respectively.

Pretrain Retrain Our Method Gradient Fine-Tuning
Ascent
Class | Align. Unif. | Align. Unif. | Align. Unif. | Align. Unif. | Align. Unif.
\0 0.503 -3.657 | 0.501 -3.680 | 0.542 -3.648 | 0.585 -3.370 | 0.506 -3.677
\1 0.508 -3.658 | 0.514 -3.686 | 0.549 -3.653 | 0.581 -3.390 | 0.519 -3.679
\2 0.491 -3.665 | 0.488 -3.679 | 0.524 -3.649 | 0.559 -3.504 | 0.494 -3.677
\3 0.486 -3.662 | 0.486 -3.680 | 0.523 -3.651 | 0.600 -3.510 | 0.488 -3.676
\4 0.485 -3.660 | 0.488 -3.680 | 0.525 -3.650 | 0.591 -3.503 | 0.493 -3.676
|Avg.Al | 0.001 0.021 |- - 0.037 0.031 |0.072 0.226 |0.004 0.003

Table 3. Alignment and Uniformity on the test set of the forgotten data for the first five
classes. The last row reports the average deviation from Retrain. The best and second-
best scores are highlighted and underlined respectively.

Pretrain Retrain Our Method Gradient Fine-Tuning
Ascent

Class | Align. Unif. | Align. Unif. | Align. Unif. | Align. Unif. | Align.  Unif.
0 0.456 -2.684 | 0.612 -2.749 | 0.629 -3.345|0.975 -3.608 | 0.541 -2.628
1 0.384 -2.302 | 0.641 -2.568 | 0.730 -3.429 | 1.092 -3.486 | 0.522 -2.370
2 0.510 -2.994 | 0.638 -3.264 | 0.640 -3.461 | 0.806 -3.640 | 0.569 -3.145
3 0.612 -3.058 | 0.690 -3.082 | 0.744 -3.483 | 1.035 -3.656 | 0.656 -3.038
4 0.543 -2.825 | 0.691 -2.831 | 0.733 -3.469 | 0.996 -3.630 | 0.602 -2.703
Avg.A | 0.153 -0.126 | - - 0.041 -0.538 | 0.327 -0.705 | -0.076 0.122
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Table 4. Inter-class effective rank on the test set for the retained data. The last row
reports the deviation from Retrain. The best and second-best are highlighted and
underlined respectively.

Pretrain | Retrain | Our Method | Gradient Ascent Fine-Tuning
Test | 7.50+0.06 | 7.47+0.11 7.17+£0.09 6.95+0.19 7.46+0.09
Avg.A | 0.03+0.08 - -0.30+0.08 -0.52+0.17 -0.01+0.04

Table 5. Intra-class effective rank on the test set for the forgotten data. The last row
reports the deviation from Retrain. The best and second-best are highlighted and
underlined respectively.

Pretrain Retrain | Our Method | Gradient Ascent | Fine-Tuning
Test | 18.50+5.58 | 24.07+3.51 | 26.43+2.37 43.55+2.16 22.06+4.17
Avg.A | -5.57+2.97 - 2.36+2.68 19.48+1.80 -2.01+1.26

Examining the internal coherence of the forget set through alignment and
uniformity (Table 3) and intra-class effective rank (Table 5), we find that
retraining from scratch predictably disrupts class-specific structure, reflected by
rising alignment and an intra-class effective rank that increases from 18.50 to
24.07. Our method amplifies this effect, exceeding the retrained baseline in
representational disruption and raising the intra-class effective rank to 26.43,
which indicates a pronounced semantic breakdown within the forgotten class. In
contrast, Fine-Tuning leaves much of the original representational structure
intact, confirming its limited forgetting efficacy. Gradient Ascent, meanwhile,
causes more extreme disruption, nearly doubling the intra-class effective rank
and distorting the embedding space entirely beyond what is necessary for
balanced unlearning.
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1.1Representation-Level Evaluation
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Figure 1: Visualization of the representation space for the forgotten class 5 using 2D t-
SNE projections and angular distributions on the unit circle across different unlearning
methods.

To qualitatively assess these structural shifts, Figure 1 Vvisualizes the
representation space using 2D t-SNE projections and angular distribution
analysis on the unit circle. The pretrained model embeds the forget class with
diverse and structured orientations, marked by multiple distinct peaks along the
angular spectrum. We observe that the idealized retrained model also shows
clustering, but with fewer and broader modes. Both Gradient Ascent and Fine-
Tuning exhibit inconsistent alignment with the retrained distributions, often
introducing negative symmetries characterized by mirrored peaks on opposing
sides of the unit circle. This is expected given their failure to cleanly erase the
original structure imparted by the forget set, leading to high variance and
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asymmetric spatial concentrations. Our unlearning method, however,
consistently produces angular and spatial distributions that closely resemble the
geometry of the retrained model. The spatial density contours match the general
shape and dispersion patterns of the retrained plots without introducing artificial
symmetries, highlighting the robustness of our approach in eliminating the
influence of the forget set in a principled manner.

5 CONCLUSION AND FUTURE WORK

In this work, we introduced a principled, proxy-guided framework that addresses
the challenging and largely underexplored problem of class-wise forgetting
within self-supervised contrastive learning models. Moving beyond superficial
downstream task evaluations, our approach operates directly at the
representation level. By aligning the embeddings of the forget set with a retain-
only proxy and leveraging attention modulation, while simultaneously
preserving the structural integrity of the retain set through a contrastive loss, our
method achieves an effective balance between forgetting and utility. Our
extensive evaluations show that this approach successfully dismantles the
semantic coherence of the forgotten class, closely mirroring the representation
space of a naively retrained model, while incurring only a modest 5% drop in
retain-set accuracy. Furthermore, it effectively scrubs instance-level
memorization, significantly reducing the model's vulnerability to membership
inference attacks. We further demonstrate that common heuristic baselines,
such as Fine-Tuning and Gradient Ascent, either completely fail to induce true
forgetting or suffer from severe optimization instability, highlighting the need

for a structured, representation-aware unlearning objective.

While our empirical results provide compelling evidence for this approach, they
also open exciting new frontiers for the machine learning community. Scaling
this framework to large-scale, real-world datasets like ImageNet and diverse
architectures such as Vision Transformers (ViTs) represents a critical next step.
Additionally, extending this proxy-guided strategy to non-contrastive or

clustering-based self-supervised methods, as well as establishing formal
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theoretical guarantees for certified unlearning, will further solidify this domain.
Ultimately, this research addresses a critical gap in the machine unlearning
literature by focusing on the underexplored self-supervised contrastive learning
paradigm. Through the development of a novel unlearning framework and a
rigorous evaluation protocol centered on representation-level analysis, this work
establishes a foundation for future studies in this space and contributes to the
broader goal of building more responsible and privacy-aware Al systems.
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ABSTRACT

Facial landmark detection, identifies key facial points to enable applications such
as expression transfer, emotion recognition, and face morphing. This survey
reviews classic and modern facial landmark detection methods, evaluates five
backends: Dlib, OpenFace, FAN, and Mediapipe, alongside an implementation of
the transformer-based FaceXFormer, and addresses two research questions:
(RQ1) How do classic and modern methods compare in accuracy, speed, and
robustness? (RQ2) Which methods are best suited for real-time expression
transfer and other applications? The contributions of this work include a
comprehensive review, an experimental evaluation of the backends on the 300W
dataset, and recommendations for application-specific use cases. The
conclusions also underscore the need for diverse and representative databases
to ensure robust performance across different demographics, poses, and real-
world conditions in proof-of-concept implementations and beyond.

ADVISOR
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1 INTRODUCTION - DEFINITION AND IMPORTANCE

Facial landmark detection is a cornerstone of computer vision, involving the
identification of specific 2D points on a human face, such as the corners of the

eyes, the tip of the nose, and the contours of the mouth.
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The importance of facial landmark detection stems from its ability to provide
precise spatial information about facial structures, which is essential for
advanced human-computer interaction and visual processing. In computer
vision, accurate landmark detection enhances the performance of emotion
recognition systems by capturing subtle expression changes, such as a raised
eyebrow or pursed lips. In Augmented Reality, landmark detection enables the
overlay of digital content onto faces, creating engaging experiences in
applications like Snapchat and Instagram filters, where effects dynamically
respond to user movements [2]. By mapping landmarks, these platforms achieve
realistic and interactive user experiences, driving their widespread adoption.

However, detecting facial landmarks is technically challenging due to variations
in pose, lighting, occlusions, and dynamic expressions [3]. These challenges
necessitate robust algorithms capable of generalizing across diverse conditions.
This paper surveys classic and modern facial landmark detection methods,
evaluating established backends. The methods vary in landmark count (68 to
468), computational efficiency, and suitability for applications like expression
transfer.

2 APPLICATIONS, APPROACHES, COMPARISONS, LIMITATIONS
AND DISCUSSION

2.1 Applications of Facial Landmark Detection

2.1.1 Facial Expression Transfer

Facial expression transfer involves mapping the emotional expressions of a
source face onto a target face, enabling realistic animations and virtual
interactions. By leveraging landmarks, algorithms capture expression dynamics
and apply them to animated characters or digital avatars [4]. In animation and
gaming, this technology enhances character realism, allowing figures to mirror

human emotions in response to narrative events. In social media, platforms use
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landmark detection to create real-time filters that overlay expressions onto
avatars, fostering creative user engagement.

Facial Expression Transfer

Ewkdva 1: Example of facial expression transfer, mapping a source face’s expression
onto an animated character

2.1.2 Emotion Recognition

Emotion recognition analyzes facial landmark movements to interpret emotions
like happiness, sadness, or anger, with applications in psychology, marketing,
and user experience design. By tracking changes in landmarks, systems infer
emotional states[7]. In marketing, companies use tools to gauge consumer
reactions during product testing, refining campaigns based on emotional
insights [8]. In mental health, therapists employ landmark-based systems to

monitor patients’ expressions during sessions, enhancing diagnostic accuracy.

2.1.3 Face Morphing

Face morphing blends facial landmarks to create smooth transitions between
faces, widely used in film, visual effects, and social media. By aligning landmarks,
algorithms interpolate features to produce effects like character transformations
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or aging [2]. For example, films use morphing to depict time progression, while
social media platforms offer filters that blend user faces for creative content.
However, morphing raises ethical concerns, as deepfake technologies can
misuse blended faces for misinformation [10]. Responsible development is

essential to balance innovation and societal impact.

2.1.4 Pose Estimation

Pose estimation uses facial landmarks to determine the head’s orientation in 3D
space, enabling applications in human-computer interaction, gaming, and driver
monitoring. By tracking landmarks like the nose tip and eye corners, algorithms
compute head angles relative to a camera, facilitating responsive interfaces [11].
In gaming, pose estimation enhances immersion by aligning virtual camera
perspectives with player head movements. In automotive safety, systems use
landmark-based pose tracking to detect driver attention, reducing accidents
caused by distraction [12].

2.2 Key Approaches

Facial landmark detection has evolved from geometric models to data-driven
deep learning, driven by the need for robust, accurate localization under diverse
conditions. This section surveys key approaches, from early statistical methods
to modern transformer-based models, contextualizing the evaluated backends.
The survey also traces the field’s progression, highlighting technical
advancements and their impact on real-world challenges like occlusions, pose

variations, and real-time performance.

2.2.1 Early statistical Methods

Early facial landmark detection relied on statistical models to capture facial
geometry, laying the foundation for modern techniques. These methods, though

limited by rigid assumptions, offer historical context for the field’s evolution

These include Active Shape Models (ASM) and Constrained Local Models
(CLM). They were the start of facial landmark detection but struggled with

occlusions and pose variations.
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2.2.2 Machine Learning Approaches

Machine learning introduced adaptive models to address early methods’
limitations, leveraging feature extraction and regression for improved

robustness.

These include Regression-Based Methods and Convolutional Neural
Networks (CNNs). They are fast and accurate, but struggle with extreme
variations, and require large datasets for training.

2.2.3 Deep Learning and Heatmap-Based Methods
Deep learning, particularly heatmap-based methods, has significantly improved

landmark detection’s robustness and accuracy.

These include Heatmap Regression and Hourglass Networks. They are robust
and accurate, but require a lot of computational resources, making them hard to
be used in real time.

2.2.4 Hybrid Approaches and Attention Mechanisms
Hybrid and attention-based methods combine multiple techniques to enhance

performance in challenging conditions.

These include Cascade CNNs and Attention Mechanisms and Transformers.
They also are robust and accurate, but not suitable for real-time implementations
due to costs.

2.2.5 Recent Developments and Future Directions

Emerging techniques address limitations in 2D detection, promising greater
scalability and robustness.

These include 3D Landmark Detection and Self-Supervised Learning. Mostly

still experimental, but with a promising future.
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2.3 Comparison of Methods

This section compares facial landmark detection methods. Building on the survey
in Section 2, the performance of these methods is analyzed in terms of accuracy
(Normalized Mean Error, NME), robustness to occlusions and pose variations,
computational cost, data requirements, and real-time capability, with particular
emphasis on suitability for expression transfer. The 300W dataset, comprising
600 indoor and outdoor images annotated with 68 landmarks, provides a
standard benchmark for diverse conditions. Experimental results, including NME
and inference time, inform recommendations for applications such as animation,
gaming, and social media filters.

The strengths, weaknesses, and practical implications of each method are
examined. Key takeaways are provided, along with a comparison table based on
the implementations developed for each method.

NMivakag 1: Comparison of facial landmark detection methods. NME (Normalized Mean
Error) represents the average landmark localization error normalized by inter-ocular
distance, where NME<5%=Very High, 5-7%=High, 7-10%=Moderate, >10%=Low.
Robustness indicates failure rate under occlusion, where High <=5%. Pose variability
refers to supported yaw rotation, where High = +60° yaw. Model size approximates
computational cost, with low =<100MB and High=> 1GB. Data requirement refers to the
approximate size of the training dataset needed for effective performance with small
being <=1000 Images. Real-time indicates performance above 30 FPS.

Robustness Pose Computation | Data Real-
Method Accuracy | to - . .
. Variability | al Cost Requirement | time
Occlusion
P
ASM ~10-15% | Poor ooro Low Small Yes
(£30°)
P
AAM ~8-12% | Poor ooro Medium Medium No
(£30°)
Dlib ~6.5% Moderate Modoerate Low Large Yes
(+45°)
High .
OpenFace | ~5.5% Moderate (£60°) High Large No
FAN ~4.0% High High Very High Large No
* o g (i60°) y g g
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Mediapipe | ~3.0% High :Iéggo) Medium Large Yes
FaceXform : Very High .

or 3.5% Very High (£75°) High Large Yes
3D : Very High :

Detection 3.5% Very High (£75°) Very High Large No

2.4 Challenges and Limitations

Facial landmark detection underpins applications such as expression transfer,
animation, and face recognition; however, persistent challenges limit its
reliability. This section examines key obstacles, including occlusions, pose
variations, expression changes, lighting variations, real-time performance
constraints, and dataset limitations, with a focus on their impact on five
implemented backends evaluated on the 300W dataset [14]. Drawing on
experimental results, the analysis highlights how these challenges affect
expression transfer, where precise landmark alignment is critical for realistic
animations and social media filters. Solutions grounded in recent research are
discussed with the aim of improving robustness and efficiency, while also
addressing biases and ethical concerns to enable broader applicability. This
section presents the main challenges that facial landmark detection methods

must overcome.

2.4.1 Occlusions

Occlusions caused by objects like glasses, hands, or hair, obscure facial features,
leading to misaligned landmarks. On 300W, Dlib’s HOG+ERT exhibits a 10% failure
rate under occlusions, impacting expression transfer by producing unnatural

mouth or eye alignments in animations.
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Ewkova 2: Occlusion Errors

2.4.2 Pose Variation

Extreme poses (+60° yaw) challenge 2D models, as landmarks misalign on non-
frontal faces. Dlib and OpenFace show increased NME (~8-10%) for profile views
on 300W, distorting expression transfer in gaming avatars.

2.4.3 Expression Changes

Non-rigid deformations from expressions (e.g., smiling, frowning) alter landmark
positions, complicating detection. OpenFace’s CNNs struggle with subtle AUs,
affecting AU-based expression transfer in research.

2.4.4 Lighting Variations

Uneven lighting (e.g., shadows, overexposure) obscures landmarks, increasing
NME (e.g., Dlib’s ~9% under low light on 300W). This affects video-based
expression transfer, causing flickering effects in virtual avatars.
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2.4.5 Real-Time Performance

High computational costs limit real-time applications (e.g., live expression
transfer). FAN’s heatmap regression (8 FPS) and FaceXFormer's transformers (12
FPS) are too slow for mobile devices, unlike Mediapipe’s 35 FPS.

2.4.6 Dataset Limitations and Biases

Limited labeled data for diverse populations (e.g., non-Western ethnicities, older
ages) reduces model generalization. On 300W, backends show higher NME (~7-
10%) for underrepresented groups, raising fairness concerns in expression
transfer. Dataset biases can perpetuate inequities.

2.5 Discussion and Further Work

Facial landmark detection has evolved significantly from early statistical models
to advanced deep learning frameworks, enabling transformative applications
such as expression transfer, emotion recognition, and face morphing. This
section discusses the findings in the context of the two research questions posed
in the Summary (RQ1 and RQ2).

2.5.1 Research questions answered / Recommendations / Future Directions

This subsection addresses the two central research questions posed in this study
(“Comparison of Classic and Modern Methods” and “Suitability for Expression
Transfer and Other Applications”), providing insights based on the experimental
evaluation. Recommendations for method selection based on application
requirements are then presented, followed by a discussion of ethical
considerations that should be taken into account. Finally, potential future
research directions are proposed to help address the remaining challenges.

3 CONCLUSION

Facial landmark detection has undergone a remarkable transformation, evolving

from rudimentary statistical models to sophisticated deep learning frameworks,
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enabling a wide array of applications from real-time expression transfer to
precise emotion recognition and face morphing. The comprehensive evaluation
of the five key backends on the 300W dataset illuminates their distinct strengths
and trade-offs in accuracy, speed, and robustness. Mediapipe stands out for its
real-time performance, making it ideal for interactive applications like AR filters
on platforms such as TikTok and Instagram. FAN and FaceXFormer excel in high-
accuracy tasks like offline animation and gaming where capturing fine-grained
emotional nuances is critical and OpenFace’s Action Unit analysis proves
invaluable for research-oriented emotion recognition, despite its slower
inference at 12 FPS. These findings underscore the importance of selecting
backends tailored to specific application needs, balancing computational
efficiency with precision to address challenges like occlusions, pose variations,

and dynamic expressions.

Despite these advancements, persistent challenges such as occlusions, dataset
biases, and computational constraints continue to limit the reliability of facial
landmark detection in unconstrained environments. Dataset biases, particularly
underrepresentation of diverse populations, result in higher NME for certain
demographics, raising ethical concerns about fairness in applications like social
media filters. Emerging solutions, such as self-supervised learning and inclusive
datasets, show promise in mitigating these biases, while techniques like model
guantization could enhance real-time performance. These developments are
critical for ensuring equitable and seamless performance across diverse use
cases, from virtual communication to psychological analysis, where accurate

landmark detection is paramount.

Looking forward, the field of facial landmark detection is poised for further
innovation, with 3D landmark detection and self-supervised learning offering
pathways to greater robustness and scalability. Integrating lightweight
architectures with occlusion-aware methods could enable real-time applications
to handle complex scenarios without sacrificing speed. Additionally, optimizing
models for mobile deployment (e.g., achieving 30 FPS through quantization)
could bridge the gap between high accuracy and real-time demands. Ethical
frameworks and bias-mitigated datasets will be essential to ensure inclusivity,
particularly as facial landmark detection shapes human-computer interactions in
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animation, gaming, and virtual reality. By addressing these challenges, the field
can deliver more reliable, efficient, and equitable solutions, fostering
transformative applications that enhance user experiences while upholding
fairness and accessibility across diverse populations.
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ABSTRACT

Software vulnerabilities remain pervasive in legacy C codebases, where memory
safety bugs are persistent and manual fuzzing harness development is costly.
This paper presents OverHAuUL, a neurosymbolic Al system that employs a triplet
of ReAct LLM agents to automatically generate fuzzing harnesses directly from C
library source code, requiring no pre-existing harnesses, client code, or
documentation. An iterative compilation-evaluation feedback loop refines each
generated harness in real time using a function-level codebase oracle for
semantic code retrieval. Evaluated on a benchmark of ten open-source C
libraries, OverHAuUL achieves an 81.25% success rate in producing crash-finding
harnesses, demonstrating strong potential for automated vulnerability discovery
in previously unfuzzed codebases.
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1 INTRODUCTION

Modern society’s reliance on software systems continues to grow in mission-
critical domains—healthcare, aerospace, and industrial infrastructure—where

failures can be catastrophic. A significant portion of this foundational software is
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written in C, whose lack of memory safety safeguards is notorious. Memory
safety bugs remain a persistent vulnerability, and producing provably safe C code
is exceptionally challenging. While memory-safe alternatives like Rust and Ada
exist, legacy C codebases are not disappearing anytime soon.

Large Language Models (LLMs) have become widely used for code generation,
yet frequently introduce subtle errors that evade human review, arguably
increasing the prevalence of insecure code [1]. This makes automated
vulnerability detection more urgent than ever. Fuzzing—executing a program
with large numbers of semi-random inputs to expose undefined behavior—is a
proven technique for this purpose [2], responsible for high-profile discoveries
such as Heartbleed (CVE-2014-0160) and Shellshock (CVE-2014-6271). However,
fuzzing requires manually written harnesses that exercise a library’s API, and
authoring effective ones demands deep familiarity with the target codebase—a
substantial barrier, particularly for legacy software. Automated harness
generation via LLMs has gained traction, but existing approaches uniformly
require auxiliary resources beyond the target source code, limiting their
applicability to well-maintained projects [3-7].

This paper introduces OverHAuUL (Harness Automation with LLMs), a system that
accepts only the source code of a previously unfuzzed C library and
autonomously generates an effective fuzzing harness through a triplet of ReAct
LLM agents [8] operating in an iterative feedback loop. OverHAuL delegates
target function selection to the LLM, requires no external artifacts, and is
distributed as a self-contained Python package. Evaluated on ten open-source C
libraries, it achieves an 81.25% success rate in producing crash-finding

harnesses.

1.1 Contributions

1. OverHAuL: a fully automated end-to-end fuzzing harness generation
framework using a triplet of ReAct LLM agents, an iterative feedback loop,

and a codebase oracle for semantic source exploration.
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2. Empirical validation on ten real-world open-source C projects, achieving
an 81.25% success rate in producing defect-uncovering harnesses, with
no uncompilable harnesses observed.

3. Full open-sourcing of all artifacts and code at
https://github.com/kchousos/OverHAuUL.

2 BACKGROUND AND RELATED WORK

2.1 Fuzz Testing

Fuzzing is an automated software testing technique in which a Program Under
Test (PUT) is executed with pseudo-random inputs in the hope of exposing
undefined behavior. When such behavior manifests as a crash, hang, or memory-
safety violation, the corresponding input constitutes a test case that reveals a
bug and often a vulnerability [2]. Fuzzing is the execution of a PUT using inputs
sampled from an input space that protrudes the expected input space of the PUT.
When conducted systematically with the goal of detecting security policy
violations, it is known as fuzz testing. Central to this process is the fuzzer engine,
which orchestrates execution, and the bug oracle—a component that determines
whether a given execution violates a security policy, typically realized through
sanitizers like AddressSanitizer.

Fuzzing's practical impact is well-established. Heartbleed (CVE-2014-0160), a
buffer over-read in OpenSSL undetected for two years, would have been revealed
almost immediately by a simple fuzz campaign [9]. Shellshock variants in GNU
Bash were discovered using the AFL fuzzer [10]. The Mayhem security tool [11],
adopted by the US Air Force and Cloudflare, has remediated thousands of

vulnerabilities across major open-source projects [12].

OverHAUL uses LibFuzzer [13], an in-process, coverage-guided engine from the
LLVM ecosystem, preferred for its suitability for library fuzzing. LibFuzzer
operates through a fuzz target—also called a fuzzing harness or fuzz driver—a

function conforming to:
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int LLVMFuzzerTestOneInput(const uint8_t *Data, size_t Size) {
DoSomethingInterestingWithData(Data, Size);

return 90;

}

Authoring an effective harness requires deep familiarity with the target library’s
AP, internal structures, and expected usage patterns. This upfront cost is the
primary barrier to fuzzing adoption, and the problem OverHAuL directly
addresses.

2.2 Large Language Models

LLMs represent the latest milestone in NLP, built on the attention mechanism
and Transformer architecture [14]. Key models include the GPT series, Claude,
Gemini, DeepSeek-R1, and the Llama series. These fall into closed-source and
open-weights categories, the latter offering greater transparency.

Interaction with LLMs occurs through prompting, ranging from zero-shot to few-
shot approaches. Advanced techniques include Chain of Thought (COT) [15], Tree
of Thoughts [16], and Retrieval-Augmented Generation (RAG) [17], which
enhances accuracy by querying external knowledge stores in real time. The
ReAct framework [8] is particularly relevant to this work: it empowers LLMs to
act as agents that interleave reasoning with actions on external tools, enabling
dynamic interaction with their environment and reducing hallucinated

responses.

LLMs have significantly impacted software development through tools like
GitHub Copilot and Cursor, giving rise to vibecoding—development through
prompting alone [18]. However, LLMs remain prone to hallucination [19] and are
constrained by limited context windows [20], requiring careful validation of
generated code. Applied to fuzzing specifically, zero-shot harness generation is
ineffective [21]: LLMs over-rely on training patterns, frequently misuse APIs, and

introduce errors that shift the verification burden onto developers.
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2.3 Neurosymbolic AI

Neurosymbolic Al combines the pattern recognition of neural networks with the
structured reasoning of symbolic systems [22], addressing LLM limitations in
explainability, attribution, and reliability [23]. OverHAuL instantiates this
paradigm as a Neuro[Symbolic] tool per Kautz's taxonomy [24]: the LLM agents
leverage a symbolic source code exploration tool—the codebase oracle—to
augment their reasoning, rather than relying solely on pattern-matched
generation.

2.4 Related Work

Automated harness generation has been approached from several directions,
categorized here by the external resources required.

Requiring client code or unit tests. FUDGE [4] is a closed-source Google tool
that generates harnesses by slicing existing client code from Google’s internal
repositories using Clang’s AST. FuzzGen [5] constructs an Abstract API
Dependence Graph (A2DG) from client code to synthesize LibFuzzer-compatible
harnesses. UTopia [6] operates on user-provided unit tests, treating them as
correct API usage examples. All three operate in a linear, feedback-free pipeline
and require human specification of the target function—FUDGE’s paper explicitly
states that “choosing a suitable fuzz target (still) requires a human”.

Requiring pre-existing harnesses. OSS-Fuzz [25] is Google's continuous cloud
fuzzing platform, having uncovered over 10,000 vulnerabilities across 1,000+
projects since 2016. Acceptance requires a significant user base and considerable
infrastructure setup. OSS-Fuzz-Gen (OFG) [3] builds on this platform, using LLMs
to generate improved harnesses for already-integrated projects, with coverage
gains in projects such as tinyxml2 going from 38% to 69% line coverage [26].
However, OFG is tightly coupled to OSS-Fuzz, difficult to run standalone, and
operates without feedback. An experimental from-scratch mode for unfuzzed
projects was introduced in 2024 [27] but appears abandoned; in practice, OFG
frequently produces malformed outputs—harnesses wrapped in Markdown,

missing headers, or using undeclared functions.
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Requiring documentation. AutoGen [7] generates harnesses from source code
combined with library documentation, with a compilation feedback loop between
two LLM instances. The user must specify the target function, and prompt
templates—rather than agent exploration—drive generation.

Analysis-based approaches. IntelliGen [28] uses static LLVM analysis to identify
vulnerable entry points and synthesize harnesses. CKGFuzzer [29] constructs a
code knowledge graph via AST parsing and inter-procedural analysis, using LLMs
to generate and repair harnesses for identified API combinations. Both rely
primarily on programmatic analysis rather than LLM reasoning, limiting their
adaptability to novel codebases.

OverHAuL requires only library source code. It autonomously selects the target
function, introduces an iterative multi-agent feedback loop, and uses a function-
level vector store oracle for semantic code retrieval—none of which are present

in any prior system.

3 THE OVERHAUL SYSTEM

OverHAuUL (Harness Automation with LLMs) is a neurosymbolic Al tool that
automatically generates fuzzing harnesses for C libraries using a triplet of ReAct
LLM agents [8] and a codebase oracle containing the project’s analyzed source
code. Given only a git repository URL, OverHAuL produces a fuzzing harness, a
compilation script, a representative crash input, and an execution log—requiring
no pre-existing harnesses, client code, documentation, or manual function
specification. It is distributed as a self-contained Python package with Clang as
its only external dependency, contrasting with comparable systems that require

extensive platform integration [3, 25].

3.1 Architecture

OverHAuL's pipeline is divided into three stages: project analysis, harness

creation, and harness evaluation. These are orchestrated by a shared iteration
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budget of N =10, decremented each time a corrective step is taken. Figure 1
illustrates the full workflow.

Fig. 1. OverHAuL's iterative workflow. Dashed arrows represent feedback steps.

3.1.1 Project Analysis

The target project is first run through Flawfinder, a static analysis tool that
produces a report highlighting potentially vulnerable functions—unsafe uses of
strcpy, unchecked memcpy calls, and similar patterns. This report provides the
generator agent with meaningful starting points for exploration.

In parallel, the project’s source code is parsed using Clang’s Abstract Syntax Tree
(AST) to extract function-level chunks. Each chunk comprises the function’s
signature, body, and file path. These chunks are embedded using OpenAl’s text-
embedding-3-small model and stored in a FAISS vector store index, forming the
codebase oracle. Files and directories containing “test”, “main”, “example”,
“demo”, or “benchmark” in their paths are excluded, both to avoid main()

conflicts during compilation and to reduce noise in the oracle.
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3.1.2 Harness Creation

A “generator” ReAct agent receives the static analysis report and queries the
codebase oracle via semantic similarity search, retrieving the top k=5 most
relevant function chunks per query. This allows the agent to explore the
codebase semantically—for example, querying “functions containing strcpy()”—
and identify potentially vulnerable API usage patterns without exhausting its

context window.

The harness produced by the generator is compiled using Clang, linked against
AddressSanitizer, LeakSanitizer, and UndefinedBehaviorSanitizer. The
compilation command is generated programmatically, incorporating all C source
files in the project’s root and relevant subdirectories. If compilation fails, the
faulty harness and its compiler output are passed to a “fixer” agent, which
repairs the errors iteratively until a compilable harness is obtained. The resulting
compilation command is exported as a shell script in the project directory.

3.1.3 Harness Evaluation

A compiled harness passes evaluation if and only if: (1) no memory leaks are
detected, inferred by the absence of leak-<hash> files; (2) a non-empty crash file
is produced, or the harness executes for at least MIN_EXECUTION_TIME without
crashing on its own; and (3)the crash file is non-empty, verified via xxd.
Condition (2) guards against harnesses that crash immediately due to their own
errors rather than library defects—a critical distinction, as developers must be
confident that detected crashes stem from vulnerabilities in the tested software
rather than flaws inadvertently introduced by the harness.

Harnesses that fail evaluation are forwarded to an “improver” agent, which
refines them based on their code and the cause of failure. If an improved harness
fails to compile, the fixer agent is re-engaged. All crash files and execution logs

are saved in the project directory.
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3.2 Key Techniques

3.2.1 Iterative Feedback Loop

The initial harness generated by OverHAuL is unlikely to be correct from the
outset. The iterative feedback loop enables systematic refinement under real-
world conditions, mirroring the workflow a developer would follow when writing
and testing a fuzz target. The shared iteration budget spans both the compilation
and evaluation phases, ensuring resource consumption remains bounded while
maximizing the chance of producing a valid harness. As demonstrated in the
evaluation, this loop is the single most impactful design decision: a one-shot
variant of OverHAuL achieves only 28.75% success, compared to 81.25% with full
iteration.

3.2.2 ReAct Agent Triplet

Each of the three agents—generator, fixer, and improver—is a separate LLM
instance with an independent context, all backed by the same underlying model.
Independent contexts serve two purposes. First, they allow broader exploration:
the improver agent can investigate strategies the generator may have
overlooked or dismissed. Second, they distribute the cognitive load across
instances, mitigating the risk of exceeding context window limits on larger
codebases. All agents are implemented using the DSPy framework [30], a
declarative Python library for LLM programming developed by Stanford’s NLP
group, chosen over alternatives like LangChain and Llamalndex for its cleaner
abstractions and more reliable behavior [31]. Each agent is a DSPy ReAct module
instance with a custom Signature that encodes its role and constraints.

3.2.3 Codebase Oracle

The codebase oracle is the central mechanism by which OverHAuL overcomes
the context window limitations that make naive approaches—such as
concatenating all source files into a prompt—infeasible for non-trivial projects.
By chunking the codebase at the function level and storing embeddings in a

FAISS vector store, the oracle enables semantically meaningful retrieval: agents
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query it in natural language and receive the most relevant function
implementations in response.

The choice of function-level granularity is deliberate. File-level chunking
produces chunks that are too large, introducing noise and diluting retrieval
quality [32]. Sub-function chunking loses structural context. The function
represents the optimal balance between granularity and semantic significance—
a principle also recognized in the training of code-specific LLMs, where function-
level approaches have been shown to enhance performance. This design is, to
the best of our knowledge, novel in the context of automated fuzzing harness
generation.

3.3 Implementation

The codebase oracle uses the libclang Python package for AST-based function
extraction. Repository cloning uses --depth 1 to minimize disk usage. The current
implementation totals 1,254 lines of Python. All benchmark runs are executed via
GitHub Actions workflows and are fully reproducible; artifacts are available at
https://github.com/kchousos/OverHAuL/actions/workflows/benchmarks.yml.
OverHAuUL currently targets medium-sized C libraries; C++ support and build
system integration (e.g. Make, CMake) are outside the current scope.

4 EVALUATION

To assess the performance and effectiveness of OverHAuUL, we structure our
evaluation around four research questions:
e RQ1: Can OverHAuUL generate working harnesses for unfuzzed C projects?

e RQ2: What characteristics do these harnesses have? Are they similar to

man-made harnesses?
e RQ3: How do LLM usage patterns influence the generated harnesses?

e RQ4: How do different symbolic techniques affect the generated

harnesses?
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4.1 Benchmark Setup

To evaluate OverHAuUL, a benchmarking script was implemented and a corpus of
ten open-source C libraries was assembled. The corpus includes dvhar’s
dateparse library—also used as a running example in OSS-Fuzz-Gen's
experimental from-scratch feature [3]—and nine libraries randomly selected
from the package catalog of Clib [33, 34], a package manager for C. All projects
are listed in Table 1.

Benchmarks ran from June 6 to July 18, 2025, using OpenAlI’s gpt-4.1-mini model
[35], with a 5-minute harness execution timeout and an iteration budget of 10.
Each run was executed as a GitHub Actions workflow on Linux virtual machines
with 4 vCPUs and 16 GiB of memory hosted on Microsoft Azure. All reported
crashes were manually validated to confirm they stem from genuine library
defects rather than harness errors.

Table 1. Benchmark corpus as of July 18, 2025.

Project Description Stars SLOC
dvhar/dateparse Date parsing without known 5 5272
format

clibs/buffer String manipulation library 204 354
jwerle/libbeaufort Beaufort cipher implementation 13 321
jwerle/libbacon Baconian cipher implementation | 8 191
jwerle/chfreq.c Character frequency computation 5 55
jwerle/progress.c Terminal progress bar library 76 357
willemt/cbuffer Circular buffer implementation 261 170
willemt/torrent-reader | Torrent-file reader library 6 294
orangeduck/mpc Parser combinator library 2753 3632

h2non/semver.c Semantic version parsing library 190 608
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4.2 Results

Benchmark outcomes are illustrated in Figure 2, with an iteration heatmap in
Figure 3. We now address each research question in turn.

RQ1: Can OverHAuL generate working harnesses for unfuzzed C projects?

OverHAuL achieved an 81.25% success rate across benchmark runs, producing
crash-finding harnesses for previously unfuzzed C libraries. All generated
harnesses were valid C programs—a notable contrast with OSS-Fuzz-Gen, which
occasionally outputs raw LLM markdown or includes explanatory text inside
generated .c files. Crucially, no uncompilable harnesses were observed across
any benchmark run, underscoring the effectiveness of the compilation feedback
loop and the fixer agent. The harnesses consistently utilized existing functions
retrieved from the codebase oracle and interacted appropriately with the target
library’s API, with only minimal instances of hallucinated or irrelevant code
observed.

OverHAul Benchmark Results

dateparse 1 1 1 1 o : 1 1
buffer 1 0 1 1 1 0 1
kbbeaufort 1 i i 1 i : H 1

Ebbacon 4 1 1 1 1 1 : | 3

s : : ] x : : _:

progress.c 4

Project

chuffer - 1 1 1 1 1 1 1 1

torrent-reader 1 1 i 1 1 : 3 1
mpc 1 o 1 |
SEeMver.c 1 0 1 i 1 i 1
w o A © -~ o o »
o P £ K £V X 5 »
N Cy i 0 av & o
5 O & » A 8 & A
~ 3 N C oS of o A
& o o & & ol & &
¥ o 5 5 ¥ B A o

GitHub Actions Benchmark Run

Fig. 2. Benchmark results matrix. Green/1: successful harness with crash input found.
Yellow/0: compilable harness, no crash within timeout. Orange/-2: crash attributable
to harness error. No red/-1 (uncompilable harness) blocks were observed.
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RQ2: What characteristics do these harnesses have? Are they similar to
man-made harnesses?

Generated harnesses are typically well-commented, a result of explicit
instructions embedded in the generator agent’s DSPy Signature. They target
both high-level entry-point functions and more narrowly scoped internal
functions, depending on what the oracle retrieval surfaces as most vulnerable. In
most cases the generated fuzz targets are clear and closely resemble harnesses
a skilled software engineer might write, making appropriate and sensible use of
the target API. However, some harnesses exhibit unexplained constants or
idiosyncratic control flow constructs that can hinder comprehensibility and
occasionally introduce errors. The characteristics of generated harnesses also
vary substantially across projects and between runs, with differences evident in
both size and complexity. Overall, while generated harnesses often echo the
structure and intent of man-made harnesses, occasional inexplicable design
choices distinguish them from manually written counterparts.

RQ3: How do LLM usage patterns influence the generated harnesses?

Model choice significantly affects results. Both gpt-4.1 and gpt-4.1-mini achieved
comparable, strong performance. gpt-4o yielded average results, while gpt-4 and
gpt-3.5-turbo averaged only 2 out of 10 successfully harnessed projects per run—
effectively making them unsuitable for this task. These findings underscore that
gpt-40 represents a minimum baseline for acceptable performance, and that
ongoing LLM improvements will directly benefit OverHAuL without requiring
system redesign.

ReAct prompting proved decisively superior to the alternatives evaluated. Zero-
shot and Chain-of-Thought (COT) [15] approaches were both empirically tested
and failed to deliver satisfactory outcomes. The core reason is that effective
harness generation requires continuous interaction between the LLM and the
target environment—querying the oracle, observing compilation results,
incorporating runtime feedback—which COT, as a single-pass technique, cannot

support. Agentic workflows are inherently better suited to this class of task.
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Local benchmarking further demonstrates a near-linear increase in success rate
with iteration budget, confirming the value of the fixer and improver agents. As
visible in Figure 3, projects such as dateparse and semver.c exhibit marked
improvements when afforded larger iteration budgets, highlighting how iterative
refinement recovers from failures that would terminate a one-shot pipeline

entirely.
RQ4: How do different symbolic techniques affect the generated harnesses?

Three increasingly capable approaches to code exploration were evaluated
during OverHAuL's development. First, direct source code concatenation into
prompts failed for all but the smallest projects, as it rapidly exhausted the LLM's
context window. Second, a dual-tool approach using an index_tool (returning a
JSON project structure) and a read_tool (returning file contents truncated to 4,000
characters) improved scalability but remained constrained: the LLM could only
navigate the codebase at the file level, and the character limit left portions of
larger files inaccessible. Third, the function-level vector store oracle resolved
both limitations, enabling semantically meaningful retrieval at a granularity that
neither overwhelms the context window nor loses structural context.

The impact of the iterative feedback loop is equally clear. Earlier one-shot
versions of OverHAuL achieved a success rate of only 28.75%. In the current
implementation, 42 out of 65 successfully fuzzed projects (64.62%) in the full
benchmark did not produce a passing harness on the first attempt and benefited
from iteration, with two projects requiring the full eight-iteration budget. This
confirms that the feedback loop is not merely a safety net but a core driver of
OverHAuL's effectiveness.
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Fig. 3. Iteration heatmap for successfully fuzzed projects. Higher color intensity
indicates more iterations needed. Blank cells indicate no valid harness was generated.

4.3 Discussion

OverHAuL’s modular architecture means that improvements in LLM capability
translate directly into improved harness generation without system redesign. A
potential confound in the benchmark is that some evaluated libraries may appear
in the LLM’s training data, possibly inflating results relative to fully proprietary or
unseen codebases. This limitation could theoretically be addressed through
targeted fine-tuning. The ten-library corpus also limits generalizability to larger
or more architecturally complex projects. Finally, LLM hallucination remains an
internal validity threat, though OverHAuL’s non-deterministic nature allows
reruns to recover from failures, limiting the impact to efficiency rather than

correctness.

5 FUTURE WORK

Several directions could meaningfully extend OverHAuUL's capabilities.

121



OverHAuL: Harnessing Automation for C Libraries with Large Language Models - Konstantinos Chousos

Build system and language support. OverHAuL currently generates its
compilation command programmatically, limiting it to projects that do not rely
on build systems. Adding support for Make, CMake, Meson, and Ninja would
significantly broaden applicability to larger and more complex codebases. C++
support and multi-language fuzzing engines such as Google’s Atheris for Python
would further widen OverHAuUL's reach.

Additional fuzzing engines. Integrating AFL++ [36] or GraphFuzz [37] would
diversify available fuzzing strategies. Multi-engine support would also allow
coverage-based evaluation metrics—such as differential coverage tracking
between harness versions—to replace or complement the current crash-based
success criterion, yielding deeper insight into harness quality.

LLM experimentation. Benchmarking alternative models—including OpenAI’s
o1 and o3 families, Anthropic’s Claude Opus 4, and code-focused models such as
CodeGen—would clarify capability and cost trade-offs. Experimenting with finer-
grained chunking strategies, such as splitting at the sub-function level, could also
improve oracle retrieval quality for densely implemented libraries.

Incorporating existing artifacts. OverHAuL currently ignores client code and
unit tests when present. Incorporating these as additional oracle sources or
generator context—inspired by FUDGE [4] and FuzzGen [5]—could yield more
targeted harnesses for projects where such resources exist, without making
them a hard requirement.

Large-scale evaluation and deployment. Scaling benchmarks to the full Clib
catalog [33], which encompasses hundreds of C libraries, and conducting direct
comparisons against OSS-Fuzz-Gen [3] and AutoGen [7] under controlled
conditions would strengthen validity claims. Packaging OverHAuL as a GitHub
Actions workflow would lower adoption barriers for developers wishing to
integrate continuous fuzzing into their CI pipelines. Finally, automating pull
requests to affected library maintainers—reporting discovered crashes with
reproducing inputs—would close the loop between automated vulnerability

discovery and open-source software improvement.
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6 CONCLUSION

This paper presented OverHAuUL, a neurosymbolic Al system that autonomously
generates fuzzing harnesses for C libraries directly from source code, requiring
no client code, pre-existing harnesses, documentation, or manual function
specification. By combining a triplet of ReAct LLM agents [8] with a function-level
codebase oracle and an iterative compilation-evaluation feedback loop,
OverHAuL achieves an 81.25% success rate on ten open-source C libraries, with
no uncompilable harnesses observed across any benchmark run.

Compared to prior work, OverHAuL's distinguishing characteristics are: the
elimination of all auxiliary resource requirements; autonomous target function
selection by the LLM agent; an iterative multi-agent feedback loop that recovers
from both compilation and evaluation failures; and a semantically meaningful
vector store oracle that enables codebase exploration without exhausting
context window limits. These properties make OverHAuL particularly well-suited
to legacy and under-tested C codebases, where pre-existing test infrastructure is
absent and manual harness authoring is impractical or costly.

The system is fully open-source and available at
https://github.com/kchousos/OverHAuL, with all benchmark artifacts and
GitHub Actions workflows available for full reproducibility.
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Design and Development of a Virtual Reality
and Web-Based Training System
for Early Detection and Intervention in Psychosis

Konstantinos Theofilis

ABSTRACT

This thesis presents the design, development, and evaluation of a digital training
system that combines virtual reality (VR) and web-based technologies to enhance
awareness and communication skills among relatives of individuals at risk of
psychosis. The system consists of three integrated components: a web authoring
application for clinicians to create and manage training scenarios, a VR
application for relatives or close individuals to experience these immersive
scenarios, and a shared database that connects the environments. The
authoring web app allows clinicians to build structured dialogue-based
conversations that can be stored in the document-oriented database and linked
to the VR experience using unique scenario codes. The VR app allows the user to
practice, in a secure and supervised environment, supportive communication
and psychosis detection with a virtual NPC. A mixed-method evaluation was
conducted. The web application was assessed by seven (N=7) mental health
professionals using the System Usability Scale (SUS). The VR application was
evaluated by thirty participants (N=30) using the Customisable Interactions
Questionnaire (CIQ), with high scores across all five factors. Qualitative feedback
highlighted both strengths and areas for improvement. Details of the findings of
all the analyses are presented in the final chapters, along with recommendations

and adjustments for future researchers.

Keywords: Virtual Reality, Human-Computer Interaction, Psychosis Detection,
Mental Health Training, Scenario-Based Learning
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1 INTRODUCTION

Psychotic spectrum disorders are among the most serious psychiatric diseases,
putting a heavy burden on patients, their families, and the broader community.
In Greece, around 3,000 adolescents and young adults are estimated to
experience their first psychotic episode annually [1]. In the absence of timely
psychosocial intervention and pharmacological treatment, a significant number
of these individuals can follow a chronic path marked by relapses, recurrent
hospital admissions, and decreased functioning. Research verifies the fact that
early multi-aspect and community-based treatment correlates with a better
prognosis and a better result for patients with psychotic disorders [1]. Despite
prior initiatives, a gap exists for functional tools suitable for the education of non-
professionals, most importantly, family members and close associates, regarding
the detection of the early warning signs of psychosis and responding
empathetically. Established formats, such as written reports and
psychoeducational groups, tend to prove too abstract or passive. Virtual Reality
(VR) has demonstrated considerable promise across a variety of mental health
domains [4, 5, 6]. However, it is evident that most research has focused on the
patient, rather than educating carers on how to identify and support individuals
who are at risk [4]. This thesis proposes and implements a training system that
combines immersive virtual reality (VR) with interactive digital storytelling to
support early detection and supportive responding for psychosis. The solution
fills a known gap by providing easily accessible resources for non-specialists
(family members or close friends) to practice identifying early warning signs and
reacting in non-stigmatizing, emotionally safe ways. The system comprises two
tightly integrated applications, a Web Application for clinicians, used to author
training scenarios as structured, branching narratives, and a VR Application for
relatives and close individuals, which executes those scenarios as interactive

simulations in a home setting [8, 9]. This thesis was formulated in close
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collaboration with the Early Intervention Unit of EPAPSY PNOES Athens, who
provided insightful advice, expert knowledge, and clinical understanding of the
issue. Several educational programmes have targeted mental health training for
clinical and non-clinical audiences. The results of the Schiz'Aids program showed
that caregivers' understanding of schizophrenia was improved, their burden
lessened, and their depression decreased [3]. The Family-to-Family program
showed that after the program was finished, participants showed improved
family empowerment, better family functioning, increased health knowledge,
improved coping skills, and decreased burden of caregivers [2]. Despite these
advances, these approaches remain primarily passive or lecture based. Riches et
al. [4] explored VR-based training for mental health staff to increase empathy,
compassion, and subjective understanding. Bridge et al. [5] evaluated a VR
environment for supporting student well-being on clinical placement. Spytska [6]
reviewed VR applications for phobia and PTSD treatment, highlighting
advantages including safe exposure, individualised treatment, realistic
simulations, and improved accessibility. Chan et al. [7] conducted a systematic
review of immersive VR for psychosis assessment and intervention, concluding
that VR-based interventions show promise but require further validation. To sum
up, it is significant to combine virtual reality technology with easily navigable
tools that allow non-technical users to create and modify interactive VR
experiences [8, 9]. The overall mean SUS score was M = 81.4, placing the system
in the "Excellent" usability range [10]. The results of the CIQ revealed generally
high levels of user satisfaction across all five evaluated factors, showing an
overall positive user experience within the VR training environment [11]. Notably,
several participants reported uncertainty or mild anxiety during dialogue
choices, indicating genuine emotional engagement with the simulated scenario.
It should be noted that the evaluation is focused on usability and user experience
rather than therapeutic or clinical efficacy, as the thesis is framed as a design and

prototyping exercise rather than a clinical intervention.
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2 METHODOLOGY AND DESIGN

The system was created to address two (2) distinct user groups, defined by
different obligations and needs. The first group consists of clinicians
(psychologists, psychiatrists, and other mental health professionals) who are
responsible for each educational scenario. The second group, who will
experience training in VR, consists of relatives or close individuals of people who
might need to be more aware of early symptoms of psychosis. The selected
methodology combines iterative prototyping and user-centered design (UCD),
with elements of co-design applied specifically in collaboration with the first user
group (clinicians). To achieve this, we engaged in regular meetings with the
Association for Regional Development and Mental Health PNOES to gather
requirements and determine precisely how the system should look and behave
to provide a better user experience. The second user group (relatives) was not
involved in the design phase but was engaged during the evaluation phase. The
system was developed focusing on user needs, preferences, and behaviors
across every phase of the system'’s lifecycle.

2.1 Defining Training Scenarios

One of the most challenging aspects of this project was defining what exactly a
training scenario is, and which are the fundamental building blocks. The
definition and structure of training scenarios were developed in close
collaboration with the first user group (clinicians). Specifically, four (4) co-design
sessions were conducted with three (3) clinicians from EPAPSY PNOES, including
psychiatrists and therapists. These sessions focused on identifying realistic early
psychosis warning signs, defining appropriate dialogue content, and
determining the emotional and behavioral parameters of the NPC. The clinicians
contributed directly to shaping the branching narrative structure, the emotional
labels for user (relatives) responses, and the selection of animation events. This
iterative process ensured clinical validity of the scenario content. Thus, a training
scenario was defined as an interactive simulation that combines dialogue,
emotion, cognition, and movement to create realistic encounters for learning
and practice. Each training scenario is not merely a branching dialogue, but a
multi-sided simulation that integrates speech, thought, emotion, and embodied

131



Design and Development of a Virtual Reality and Web-Based Training System for Early Detection and Intervention in
Psychosis - Konstantinos Theofilis

behavior into a cohesive interactive experience. However, a training scenario is
composed of smaller, self-contained pieces that create an interaction, and it is
called a “dialogue” component. A “dialogue” is a step of interaction between the
actor and the digital NPC. The interactive dialogue is modeled as a directed graph
G = (V,E) whereV is aset of dialogue nodes, and E represents transitions based
on player choices. Terminal nodes {T = v € V|v.answers|} mark the conclusion of
the interaction. Each dialogue node captures: (a) speech, the POI's spoken line;
(b) thought, the POI's internal monologue; (c) event type and name, triggering
animations; and (d) three player answers, each associated with an emotion and
a link to the next node. This multi-layered design reflects the richness of real
human interactions, particularly those involving early psychosis signs.

2.2 Scenario Editor Design

The Scenario Editor design had to balance expressive power with ease of use for
clinicians who were not experienced with advanced digital writing tools. The
initial version used a graph-based interface where each node represented a step
in a dialogue, with fields for speech, thought, emotion, and event definitions.
Nodes could connect with drag-and-drop lines, creating a branching structure
that visually represented the dialogue flow. Initial testing with clinicians revealed
problems, as they were unfamiliar with node editing systems, and the interface
became cumbersome as scenarios grew. The large number of editable properties
also created unnecessary complexity and cognitive overload.

Add Nede Save Gragh €3
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In response, the editor was redesigned as a table-based interface where each
row represents a node and columns represent features such as speech, thought,
and emotion. Decisions appear in the same row with identifiers pointing to the
next node, preserving the branching conversation flow. The event system was
simplified to animation events, reducing complexity while retaining key non-
verbal cues. A non-editable graph-based preview mode allows clinicians to
visualize the entire scenario and verify the branching structure before

submission.
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2.3 VR Simulation Design

The VR simulation design was shaped by the structured scenario content and
clinical requirements that emerged from the co-design process with clinicians, as
well as by established VR usability principles. The second user group (relatives)
was not involved in the design of the simulation, and their role was reserved for
the evaluation phase. The selected scenario was a family-oriented situation in
which the user, represented as a parent, interacts with the digital NPC, portrayed
as an adolescent POI who refuses to leave his or her room. The virtual
environment was created as a two-story house with a ground and a first floor
with the ground floor to act as an introductory space that helps users gradually

adapt to the virtual reality environment.
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The graphical style of the environment follows a mid-poly aesthetic that
prioritizes clarity and accessibility over hyper-realistic detail. Within the VR
application, scenarios are selected through a unique code consisting of one
capital letter and five numbers, allowing each scenario created through the web
application to be uniquely identified. The digital NPC that represents the POI is
portrayed by a neutral mannequin-style 3D model designed with a low-poly
aesthetic that aligns with the overall visual style of the environment. All
interactions and movement in the VR environment are performed using VR

controllers, with the control scheme limited to a maximum of three buttons.
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Movement through the environment is implemented using anchored
teleportation to predefined locations represented by small platforms. Additional
usability is provided through visual affordances represented as blue circular
buttons with icons indicating available actions. The dialogue system is presented
through two main user interface components: the Player’s Head Ul and the POI's
UL The digital NPC’'s behavior is controlled through an animation graph that
manages transitions between sitting and standing states at three key locations
within the bedroom. The circular sequence of animation states, beginning with
the digital NPC in a sitting position. To move to another location, the digital NPC
first transitions through a stand-up animation, after which the character is placed
into the sitting position of the new destination.

3 IMPLEMENTATION

3.1 System Architecture

The system consists of three integrated components. The Web Application
(React, Vite, Tailwind CSS, Flowbite), the VR Application (Unity, Unity XR
Framework, Firebase, Unity SDK), and the Firestore Database. Clinicians can
create, edit, and delete scenarios in the web application. These are then stored
in Firestore and retrieved in the VR application via a unique alphanumeric
scenario code (format: one capital letter + five numerals, yielding up to 2,600,000
permutations).

3.2 Web Application

The web application is organized into four functional layers. Firstly, the access
layer with main responsibility is to manage login and authentication. The
scenario authoring layer is equipped with tools to design scenarios that capture
dialogues, emotional states, and possible responses from the POI. Preview and
visualization layer (read-only graph preview), and finally scenario management
layer (CRUD operations on Firestore). Scenarios are stored as JSON documents in

Firestore, encoding metadata (title, language, voice, relationship) and a nodes
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array representing the dialogue graph. Clinicians can also upload pre-authored
JSON files directly into the editor.

3.3 VR Application

The VR application is organized into four layers. Firstly, Access provides the entry
point for users to start a training session. The scenario layer (dialogue branching
logic, POI behavior), the interaction layer (simplified controller input,
teleportation, affordances), and finally the immersion (environment, POI
animations, TTS audio). Text-to-Speech synthesis is provided by the ElevenLabs
API, with configurable voice styles and reverb differentiation between spoken
dialogue (no reverb) and internal thoughts (reverb). The Animation Manager
uses a coroutine-based fade-in/fade-out system for POI repositioning, ensuring
smooth transitions without full walking animations.

4 EVALUATION AND RESULTS

4.1 Web Application - SUS Evaluation

The web application evaluation included seven (N=7) mental health professionals
(psychiatrists and clinical staff) with experience in the iliness of psychosis. Their
area of expertise served as the selection criterion because the study aimed to
assess the web application’s technical features, as well as because the training
scenario creation tool is designed for their professional use. Before they began
interacting with the web application, participants were given a brief overview of
the web application's features and how to use it. To analyse the web application,
the System Usability Scale (SUS) questionnaire was used. SUS is a very
standardized questionnaire consisting of 10 questions that use the five-point
Likert scale in recording the response [10]. The overall mean SUS score was M =
81.4, placing the system in the "Excellent" usability range according to Bangor et
al. [10].
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SUS Score vs. Letter Grade Benchmarks
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Fig. 1. System Usability Scale (SUS) score of the web application relative to
standardized letter grade benchmarks.

Individual scores ranged from 70 to 92.5. All participants exceeded the 68-point
satisfactory usability threshold. Item-level analysis revealed that most
participants felt confident and engaged with the system. However, most users

may want technical support to quickly become proficient with the system.
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Fig. 2. System Usability Scale (SUS) for each individual participant.
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4.2 VR Application - CIQ Evaluation

The VR application evaluation included thirty (N=30) general users. The
evaluation involved adult participants of various ages who volunteered to take
part in the VR evaluation, and no profession or expertise was required. To
perform the quantitative analysis, we employed the Customisable Interactions
Questionnaire [11], which is intended to measure users’ subjective experiences
interacting with virtual or augmented reality environments The results of the CIQ
revealed generally high levels of user satisfaction across all five evaluated factors.
This shows an overall positive user experience within the VR training

environment.

UX Performance Melrics

Fig. 3. Average mean score per CIQ question.

Assessment of Task Performance achieved the highest mean score (4.34),
suggesting that participants felt confident in their ability to complete all the
assigned interactions and effectively navigate the scenario. Consistency with
Expectations (4.20) and Quality of Interactions (4.29) followed closely, reflecting
that the system’s responses and the realism of virtual interactions aligned well
with user expectations. Quality of Sensory Enhancements (3.97), although still
above average, highlights potential areas for improvement related to visual
fidelity, sound feedback, and sensory realism (elements that are often critical for
full immersion in VR experiences). Finally, the lowest factor was Comfort (3.82),
which also received an above-average score, indicating that most users
experienced minimal discomfort while using the VR headset and interacting

within the simulated environment.
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High-Level Experience Factors: Performance Summary
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Fig. 4. Average mean score per CIQ factor.

4.3 Qualitative Feedback

A qualitative study was also used as a complement to the quantitative study,
although on a voluntary basis. The same participants had the opportunity to
express their own opinions regarding the VR application. The participants had to
answer an open-ended question, writing a paragraph of positive or negative
feedback. The length of the text was limited to 600 characters. In our approach
to analyzing these, we used a simple one-level priority scheme because our data
is based on observations, comments, and opinions. We categorized these into
three buckets: high, medium, and low, depending on how these issues contribute
to the experience. The high-priority issues are the ones that will significantly
impact usability, engagement, or learning. The medium-priority issues are also
important but will not significantly impact the experience. They are not critical,

but they should be fixed. The low-priority issues are cosmetic and not critical.

High-priority negative findings included overlapping thought audio and dialogue
of UI elements, confusion between NPC thoughts and spoken responses, and Al-
generated voice perceived as lacking emotional empathy. Medium-priority issues
included NPC slow interaction pacing, desire for longer scenarios and/or

dialogue options, dialogue box visual load and trigger placement, and the lack of
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pre-experience choices before the main interaction starts. Low-priority issues
included the desire for scoring/feedback, a more game-like exploration mode,
and slightly faster dialogue speed.

Positive feedback consistently praised the low-poly visual style for supporting
focus on content. The teleportation locomotion system was mentioned to be very
comfortable and easy to use. The simple one-button interaction model for
accessibility to inexperienced users was also mentioned as a very good choice,
easy to use, and comfortable. Finally, the experience and the scenarios were
mentioned as thought-provoking and educational. Notably, several participants
reported uncertainty or mild anxiety during dialogue choices, indicating genuine
emotional engagement with the simulated scenario.

5 DISCUSSION AND FUTURE WORK

Web Application: The SUS analysis revealed an overall high usability score,
confirming that participants found the web application functional. Notably, no
participant provided comments suggesting usability barriers or confusion, which
further reinforces the quantitative findings. However, as observed in the mean
item analysis, a small number of responses suggest that some users might
benefit from brief technical guidance or onboarding to become proficient more
quickly.

VR Application: Overall, participants judged the prototype as usable and fit for
purpose. The most important problems concern communicative clarity and
pacing. An interesting insight emerged during post-experience discussions with
participants. During the experience, most users expressed uncertainty or even
mild anxiety, wondering if they had made the “right” choice at specific moments.
Finally, another interesting finding from the VR experiment was that participants’
high level of independence occasionally resulted in avoidance behavior.
Specifically, a few participants chose not to enter the area where the person of
interest was located, effectively avoiding the main interaction sequence. This
behavior is not necessarily negative, but it allows users to behave in accordance
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with their own comfort levels and emotional reactions, reflecting the design’s
inherent realism and independence. Such freedom of movement and decision-
making is a distinguishing feature of immersive virtual environments and can
enhance the sense of presence. However, this outcome also highlights a potential
trade-off between user autonomy and experiential completeness. By allowing full
decision-making freedom, some users may unintentionally miss key parts of the
narrative or the intended emotional learning objectives. This could reduce the
overall effectiveness of the training scenario in promoting empathy and
understanding, as critical experiential components might remain unexplored.

This thesis illustrates the potential of employing interactive technologies for early
detection training in psychosis, yet it is constrained by specific limitations. First,
the design of the system and implementation were centered on a single narrative
environment, i.e., the home environment in which the user plays the role of the
parent and the individual experiencing symptoms is the child. Moreover, the
usability of the Web Application was constrained insofar as only a small number
of participating clinicians were involved. In the same way, usability testing of the
VR Application was held with only a limited number of users. Lastly, the project
explicitly excludes therapeutic assessment and clinical trials. This thesis focuses
on prototyping and design rather than clinical intervention. Consequently, while
it demonstrates the potential and feasibility of VR-based training for early
psychosis detection, it does not provide evidence of clinical efficacy or long-term
impact.

While the current version of the system has demonstrated its potential to support
training for early detection of psychosis through immersive VR experiences,
several areas warrant further development and refinement. Real-world use
issues that the quantitative analysis might have missed could also be better
understood with the aid of a more detailed qualitative analysis combined with in-
person interviews in both applications. At the same time, more participants
would improve the the reliability and generalizability of results. Another
interesting idea could be the expansion of the web platform. The ability to
personalize the virtual setting in which the training is conducted is one way to
enhance the capabilities of the web platform. Future developments of the system
could focus on integrating artificial intelligence (AI) to make the training
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scenarios more realistic and flexible. Finally, one interesting concept would be to
enable the user to communicate freely with the NPC by utilising a real-time
Speech-to-Text mechanism inside the VR application.

6 CONCLUSIONS

This thesis presented a system combining a web-based scenario authoring tool
for clinicians with an immersive VR training application for relatives of individuals
at risk of psychosis. The system enables non-specialists to experience clinically
grounded, branching narrative simulations that model early psychosis symptoms
through speech, thought, emotion, and embodied behavior. Evaluation with both
clinical professionals (SUS: M = 81.4, "Excellent") and general users (CIQ: all
factors above 3.8/5) demonstrated strong usability and engagement. The work
provides a proof of concept for VR-based psychosis awareness training and
points toward future clinical validation, expanded content, and Al-enhanced

simulation.
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ABSTRACT

Accurate segmentation of breast adenocarcinoma in hematoxylin and eosin
(H&E)-stained whole slide images is critical for tumor grading, yet challenging
due to domain shifts across imaging scanners. We present a domain-
generalizable segmentation pipeline integrating DINOv2-Base, a vision
foundation model, as the backbone of a modified DeepLabv3+ architecture. To
address data scarcity and inter-scanner variability, we apply morphological, color,
and HED-space stain augmentation, and evaluate training configurations via
leave-one-scanner-out cross-validation. Our method achieves a cScore of 82.22%,
the average of Dice and IoU, on the COSAS 2024 hidden test set spanning six
scanners, three unseen during training, placing third among all submissions

using modest computational resources.
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1 INTRODUCTION

Breast cancer is the most prevalent malignancy among women worldwide and a
leading cause of cancer-related mortality [1]. Early detection is critical, as
evidenced by 2-4% annual mortality reductions in high-income countries with
strong screening programs [2]. Accurate histopathological assessment of tumor
grade from hematoxylin and eosin (H&E)-stained tissue sections is central to
timely diagnosis and treatment planning, yet manual analysis by pathologists is
labor-intensive and subject to inter-observer variability [3].

The digitization of stained tissue slides into whole slide images (WSIs) enabled
digital pathology, facilitating remote diagnostics, archiving, and expert
consultation [3]. Integrating digital pathology with deep learning (DL) gave rise
to computational pathology (CPath), enabling automated detection,
classification, and segmentation of disease patterns directly from WSIs [4], [5].
Among these tasks, semantic segmentation of cancerous tissue plays a crucial
role in supporting pathologists during diagnosis and treatment planning.

A fundamental challenge in clinical deployment is domain shift: differences in
scanner hardware, staining protocols, and sample preparation produce image
appearance variations that violate the i.i.d. assumption of standard ML methods,
causing performance drops when models are applied to new scanners [6], [7].
Addressing this in domain generalization (DG) setting, without access to target
domain data during training, is essential for building robust models.

Recent self-supervised learning advances have produced vision foundation
models (VFMs) that generate high-quality, task-agnostic features [8]. DINOv2 [9],
a family of Vision Transformer (ViT)-based [10] models pre-trained on 142 million
images, demonstrates strong zero-shot performance across diverse downstream

tasks including segmentation.

Motivated by these developments and the Cross-Organ and Cross-Scanner
Adenocarcinoma Segmentation (COSAS 2024) [11] challenge, this work
investigates DINOv2 features for domain-invariant breast adenocarcinoma

segmentation across scanners. The main contributions are:
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1. A modified DeeplLabv3+ [12] architecture using DINOv2-Base as
backbone, adapted for dense prediction via a custom feature extraction

module.

2. A systematic evaluation of encoder-decoder training strategies,
including dual learning rate schedules with warm-up, via 3-fold leave-

one-scanner-out cross-validation.

3. A comprehensive augmentation strategy combining morphological,
photometric, and HED-space stain perturbations to promote scanner-
invariant feature learning.

4. A competitive performance on the COSAS 2024 challenge dataset,
achieving an 82.22% average Dice-IoU score on the hidden test set (3rd
place equivalent), achieved using only moderate computational

resources.

2 RELATED WORK

2.1 Deep Learning for Histopathological Segmentation

Deep learning methods have rapidly advanced the state of the art in
computational pathology. Fully Convolutional Networks (FCNs) [13] introduced
end-to-end semantic segmentation using a classic convolutional neural network
(CNN) architecture with a final up-convolution step, while U-Net [14] improved
spatial resolution recovery through encoder-decoder skip connections,
becoming the gold standard in biomedical image segmentation. DeepLabv3+
[12] extended this paradigm by incorporating an atrous spatial pyramid pooling
(ASPP) module to capture multi-scale context without resolution loss, achieving

strong performance on general segmentation benchmarks.

For digital pathology specifically, the CAMELYON [15] dataset was created as one
of the first benchmarks to compare DL methods performance in breast cancer
metastasis detection. More recent models leverage self-supervised pre-training:
Cellvit [16] embeds ViT-based foundation models within U-Net for nuclei
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segmentation, while MedSAM [17] fine-tunes the Segment Anything Model (SAM)
[18] on 1.5 million medical image-mask pairs. These works collectively
demonstrate the benefit of large-scale pre-training for data-scarce medical
settings.

2.2 Domain Generalization in Histopathology

Domain shift in histopathology arises from scanner hardware differences,
staining reagent variability, and tissue preparation protocols, producing distinct
color distributions across imaging domains [6]. Standard mitigation strategies
include stain normalization, domain adversarial training, and data augmentation
[7]. Tellez et al. [7] showed that perturbing stain components directly in the
hematoxylin-eosin-DAB (HED) color space is an effective augmentation strategy
for simulating inter-scanner stain variability. Faryna et al. [19] further
demonstrated that augmentation tailored to H&E imaging consistently
outperforms generic augmentation for domain generalization in Cpath.

By Lapr 8 Data Augmentations DINOv2-Base Encoder

Deeplabv3+ Decoder
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Fig. 1. Overview of the proposed pipeline. Dashed containers group the DINOv2-Base
encoder and DeepLabv3+ decoder. Features from transformer blocks 3 and 12 feed the
low-level and ASPP paths respectively. The auxiliary head is active only during training.
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3 METHODS

3.1 DINOv2 Adapter and Backbone

DINOv2-Base (ViT-B/14) processes input images as sequences of 14x14 pixel
patches. For an input of size HxWxC, the model produces patch embeddings of
dimension D=768 after L=12 transformer blocks. Since semantic segmentation
requires spatially dense predictions, a DINOv2 Adapter was implement that: (1)
extracts the patch embedding matrix from selected transformer blocks,
removing the CLS token, and (2) reshapes the resulting NpxD sequence into a
spatial feature map of dimensions Dx(H/P)x(W/P), where P=14 is the patch size.
This restores the spatial correspondence between features and input pixels,
enabling subsequent convolutional processing. All training images were resized
to 224x224 pixels before encoding.

3.2 Segmentation Architecture

The primary architecture (Fig. 1) follows the DeeplLabv3+ encoder-decoder
design with the DINOv2 Adapter replacing the conventional CNN backbone.
Features from the 3 transformer block serve as low-level encoder features,
while features from the final (12t™) transformer block feed the ASSP module. ASSP
employs parallel atrous convolutions with dilation rates {1, 12, 24, 36} alongside
global average pooling to capture multi-scale context. Afterwards, the decoder
upsamples these features using bilinear interpolation and concatenates them
with low-level feature. Subsequent steps of channel reduction, 3x3 convolution
and a final upsampling produce a segmentation mask with the same size as the
input image.

Following the PSPNet [20] paradigm, an auxiliary segmentation head was
introduced (Fig. 1), that predicted a segmentation mask using features only from
the 3™ transformer block. This head was trained alongside the main architecture,
through an auxiliary loss, and provided an intermediate supervision signal that
improved gradient flow to early layers. The auxiliary head was discarded at

inference time.
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Additionally, a lightweight baseline model was also evaluated in a linear probing
setting. This used the DINOv2 Adapter output directly to train a simple
classification head that predicted the final segmentation mask.

3.3 Learning Objective

Both models were trained with binary cross-entropy (BCE) loss. The total training
loss combines the main decoder loss Lmain and the auxiliary loss Laux with a
weighting factor:

Ltotal = Lmain + 0.4+Laux (1)

An additional experiment was conducted that combined the BCE loss with the
DICE loss to examine the effect of addressing class imbalance in the training
mask.

Lmain =Laux=Lsce + 0.3-Lprce (2)

3.4 Data Augmentation

In order to improve model generalization across scanners, on-the-fly image
augmentation strategies were employed during training. These augmentations
can be divided in two categories: morphological and color transformations. The
first type of transformations were applied to both image and mask samples and
include: random resize (+5%), random 224x224 crop, horizontal and vertical flip,
random rotation (+90°), and elastic deformation. The second type include:
Gaussian blur, Gaussian noise, and photometric distortion (brightness, contrast,
saturation, hue adjustments), and a domain-specific augmentation strategy that
perturbs stain components directly in the HED color space.

The latter was applied using a stain deconvolution method (Beer-Lambert law
via scikit-image), that separates the H, E, and D channels and independently
perturbed each one by inserting Gaussian noise (u=1, 0=0.03). The channels were
then recombined to produce a new RGB image with realistic simulated stain
variation. This strategy, applied with probability 0.5, can effectively encode

inductive bias against stain-based domain shift.
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3.5 Training and Inference

Models were trained using the MMSegmentation framework with the AdamWw
optimizer. A linear warm-up was applied to the learning rate (LR) followed by
polynomial decay. Various optimization policies with distinct encoder and
decoder learning rates were evaluated. This dual learning rate strategy was
selected in order to enhance model performance. A low encoder LR can prevent
catastrophic forgetting of DINOv2 pre-trained features, while allowing the
decoder to be adapted more freely with a separate LR.

During inference, WSI patches of 1500x1500 pixels are processed with a sliding
window of size 224x224 and 30% overlap. Overlapping logit predictions were
averaged before sigmoid thresholding at 0.5, mitigating boundary artifacts.

3.6 Dataset: COSAS 2024 Task 2

The COSAS 2024 Task 2 training set comprises 180 H&E-stained WSI patches
(PNG, ~1500x1500 pixels, 20x magnification) of invasive breast adenocarcinoma
of no special type, evenly distributed across three slide scanners: TEKSQRAY SQS-
600P (teksqray-600p), KFBIO KF-PRO-400 (kfbio-400), and 3DHISTECH
PANNORAMIC 1000 (3d-1000), with 60 patches per scanner. All WSIs originate
from the Ruijin Hospital histopathology archive, making scanners the only source
of domain shift. Ground truth binary masks were annotated at pixel level by four
expert pathologists and reviewed by two additional experts, distinguishing
normal glandular tissue (class 0) from adenocarcinoma (class 1). The hidden test
set contains 90 patches from six scanners (15 each): the three training scanners
plus three unseen scanners (leica-450, motic, 3d-250).

3.7 Evaluation Protocol

Model selection followed a 3-fold leave-one-out-scanner cross-validation on the
training set approach. Performance was measured by the challenge composite

score:

cScore = 0.5-mDice + 0.5-IoU (3)
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where mDice and mlIoU are the mean DICE coefficient and mean Intersection
over Union computed across all pixels in the validation set. Final evaluation was
performed on the hidden test set using the best model retrained on an 80-20 split
of the full training set.

3.8 Computational Setup

All experiments were conducted on a server with four NVIDIA GeForce GTX 1080
GPUs (8GB VRAM each), a 12-core Intel Xeon E5-1650 v3 CPU at 3.50 GHz, and 32
GB system RAM. This constitutes a moderately resourced configuration.

4 RESULTS

4.1 Ablation Study

Table 1 summarizes 3-fold cross-validation results for all ablation configurations.
The mean + standard deviation (std) of cScore, mIoU, and mDice across the three
folds are reported. The best-performing configuration (Policy 4) uses an encoder
LR of 1x1073, decoder LR of 1x1073, and a 4,000-iteration warm-up followed by
polynomial decay. This longer warm-up than the alternatives proved critical for
stabilizing the pre-trained encoder weights.

Table 1. 3-fold cross-validation ablation results (meanz std across folds). DLv3+ =
DeepLabv3+; FT = Finetuning; LR = Learning Rate.

Experiment cScore(%) | mIoU(%) mDice(%) |Backbone
Linear Probing 73.84+4.22167.30 £ 4.87|80.38 £ 3.56 | Frozen
Baseline FT 75.32 £2.00(69.01 £ 2.33|81.63 + 1.66 | Full
DLv3+ Frozen 79.34 £5.11|73.84 £ 6.09|84.84 £ 4.14 | Frozen
DLv3+ FT 75.89 +2.48 69.69 + 2.89 |82.09 + 2.06 | Full
DLv3+ Policy 1 80.65 +3.4675.39+4.18|85.91 + 2.75 | Dual LR
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DLv3+ Policy 4 82.02 £3.01|77.04 + 3.66 | 86.99 + 2.38 | Dual LR

DLv3+ 25% unfrozen [81.31 +6.00|76.24 +7.23 |86.38 + 4.77 | Partial

DLv3+ combined loss |80.82 + 3.33 [ 75.60 + 4.00 | 86.03 + 2.65 | Dual LR

Baseline experiments with frozen DINOv2-Base and a linear classifier achieved a
cScore of 73.84+4.22 with linear probing, which improved to 75.32+2.00 when full
fine-tuning was applied, confirming that DINOv2 zero-shot features are already
informative for this task. Replacing the linear classifier with the DeepLabv3+
decoder significantly improved performance. Notably, a frozen backbone
achieved 79.3415.11, demonstrating the value of the ASPP module for capturing
multi-scale pathological structures.

Naively fine-tuning both encoder and decoder simultaneously with a single
learning rate degrades performance to 75.89+2.48, a result consistent with
catastrophic forgetting. Introducing dual learning rates with a warm-up period
progressively improved results, with Policy 4 achieving the best cScore of
82.02+3.01 and the lowest inter-fold variability. Partially fine-tuning only the final
three transformer blocks (81.3146) or combining BCE and Dice losses
(80.82+3.33) yielded improvements over the full single-LR baseline but did not
surpass Policy 4.

4.2 Final Model and Challenge Results

The final model, DeepLabv3+ with DINOv2-Base backbone trained under Policy 4
on an 80-20 split of the full training set, achieved a cScore of 82.22% on the
hidden test set. Table 2 compares this result against the official COSAS 2024 Task
2 leaderboard.
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Table 2. COSAS 2024 Task 2 final test phase leaderboard (top 5). T The proposed
method was evaluated post-challenge and is not an official submission.

The proposed approach achieved third-place equivalent performance,
outperforming the 4th and 5th ranked teams by 0.30 and 0.47 cScore points
respectively. The top-ranked method (deep_microscopy, 85.27%) was separated
from this work by 3.05 points, a gap attributable in part to the computational

Team cScore (%) |Rank
deep_microscopy 85.27 1st
Biototem 83.54 2nd
Daphne (Ours) 82.22 3rdf
Zhijian Life 81.92 4th
agaldran 81.75 5th

resource disparity.

Qualitative inspection of predicted masks (Fig. 2) revealed that the model
accurately delineates large adenocarcinoma regions across all six test-set
scanners, including the three unseen domains. Boundary imprecision is the
primary failure mode: the model tends to overpredict near complex glandular
borders in some scanners (kfbio-400, 3d-1000) and under-segments fine-grained
cancerous regions in others (teksqray-600p, motic).

, ~ -

regions effectively.
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5 DISCUSSION

The results from this work demonstrate several important findings for cross-
scanner segmentation in digital pathology. First, DINOv2-Base zero-shot features
are significantly more informative for adenocarcinoma segmentation than
randomly initialized encoders: even linear probing achieves 73.84% cScore.
Second, the choice of decoder architecture matters more than full fine-tuning:
the DeeplLabv3+ decoder with a frozen backbone (79.34%) outperformed full fine-
tuning with a single learning rate (75.89%), highlighting the importance of multi-
scale context aggregation via ASPP.

Third, the dual learning rate strategy with a warm-up period was the single most
impactful design choice: allowing the pre-trained encoder to adapt slowly while
the decoder learned rapidly seemed to have acted against catastrophic
forgetting and produced consistent inter-domain generalization. Fourth, HED-
space stain augmentation contributed to robustness against the most distinct
scanner (teksqray-600p), whose color distributions have minimal overlap with the
other training scanners. Without this domain-specific perturbation strategy,
performance on this scanner is expected to degrade more sharply.

The primary limitation of this study is the relatively small training set (180 patches
from 3 scanners). While the selected cross-validation framework provided a valid
estimate of generalization to unseen scanners, the small sample size posed a
constrain, limiting the diversity of tissue morphologies and boundary conditions
the model was exposed to during training. Additionally, the moderate
computational resources prevented exploration of larger VFM variants (ViT-L/14,
ViT-g/14) or ensemble methods. Future work should investigate these models
and extend validation to additional cancer types and organs, given that the
underlying pipeline is architecture-agnostic. Integration with segmentation-
specific transformer decoders such as Mask2Former [21] or domain adaptation
approaches such as LoRA [22] may further close the performance gap with the
top challenge submissions.
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6 CONCLUSION

This work presented a domain generalizable deep learning pipeline for semantic
segmentation of breast adenocarcinoma across multiple WSI scanners. By
integrating DINOv2-Base within a modified DeeplLabv3+ architecture and
employing comprehensive data augmentation, including HED-space stain
perturbation, alongside a carefully designed dual learning rate training stratefy,
the proposed method achieved a cScore of 82.22% on a six-scanner hidden test
set, placing it third on the COSAS 2024 Task 2 leaderboard equivalent. Notably,
these results are obtained using only moderate computational resources and 180
training patches, demonstrating the potential of adapting vision foundation
models for specialized clinical imaging tasks. The contribution of this work is a
lighweight, domain-aware framework with direct applicability to Al-assisted
diagnostic tools in histopathology.
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ABSTRACT

The plant root microbiome is vital in plant health, nutrient uptake, and
environmental resilience. To explore and harness this diversity, we present
metagRoot, a specialized and enriched database focused on the protein families
of the plant root microbiome. MetagRoot integrates metagenomic,
metatranscriptomic, and reference genome-derived protein data to characterize
71,091 enriched protein families, each containing at least 100 sequences. These
families are annotated with multiple sequence alignments, CRISPR elements,
Hidden Markov Models, taxonomic and functional classifications, ecosystem and
geolocation metadata, and predicted 3D structures using AlphaFold2. MetagRoot
is a powerful tool for decoding the molecular landscape of root-associated
microbial communities and advancing microbiome-informed agricultural
practices by enriching protein family information with ecological and structural
context. The database is available at https://pavlopoulos-lab.org/metagroot/ or
https://www.metagroot.org
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1 INTRODUCTION

The discovery of the roles of proteins whose expression takes place in distinct
plant microenvironments, such as aerial roots, bulbs, endosphere, nodules,
rhizoplane, rhizosphere, stems, and stem tubers, is crucial for the continuous
progress of plant biology. These compartments are the hosts of dissimilar groups
of proteins associated with nutrient transport, signal responses, plant-microbe
stress reactions, and vegetation-plant interactions. Instead of being evenly
distributed throughout the plant, most of these proteins are spatially restricted,
pointing to each environment subtype's unique physiological and ecological
roles. For example, proteins involved in nitrogen metabolism are primarily
located in nodules. However, those associated with reactive oxygen species
signaling, redox regulation, and cell wall remodeling are mainly found in
rhizoplane and rhizosphere, where a plant is exposed to soil microbes and abiotic
stressors (1).

Plant compartments provide a biological habitat for diverse microorganisms
(bacteria, fungi, archaea) closely linked with plant proteins to govern growth,
immunity, and metabolism. For example, the secretion of host proteins,
including expansins, defensins, and peroxidases, can alter the microbial
composition and activity in the endospheres and rhizoplane. As a result, these
plant proteins' expression and activity can be changed by microbial metabolites,
generating a well-requlated system and a great deal of dynamics. These
relationships are not merely beneficial but often essential. Symbiotic microbes in
nodules, for example, provide fixed nitrogen, while root-associated microbiota
can enhance phosphate solubilization, stress tolerance, and pathogen resistance
through coordinated interactions with plant proteins (2).

Generic protein and protein family databases such as UniProtKB, Protein Data
Bank (PDB), RefSeq, GenBank, IMG/M, Uniparc, Big Fantastic Database (BFD),
MGnify, Pfam, InterPro, SMART, NMPFamsDB, COGs and others provide curated
information on protein function, structural information, and interactions for
most reference and metagenomic proteomes. Meanwhile, emerging resources
like CyanoBase and RhizoBase, as well as the Microbial Genomes Atlas (MiGA),
facilitate cross-referencing between plant proteomic data and the taxonomic and
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functional profiles of associated microbes. However, to our knowledge, no
existing database integrates reference proteomes with metagenomic and
metatranscriptomic proteins at the protein family level for plant roots and their
subhabitats. By examining proteins and protein families unique to specific plant
environments or shared across certain subhabitats, researchers can delve
deeper into the functional diversity underpinning plant adaptation and health,
potentially uncovering new molecular functions and biological processes. In light
of this, we introduce metagRoot, a comprehensive catalog of microbial protein
families specific to plant root compartments (2-4).

2 MATERIALS AND METHODS

2.1 Data collection, filtering, and protein family generation

In October 2023, all publicly accessible plant root-associated metagenomes,
metatranscriptomes, and reference genomes were sourced from the Integrated
Microbial Genomes & Microbiomes (IMG/M) database (5), maintained by the
Joint Genome Institute. The compiled dataset included 1,280 assembled
metagenomes and 335 metatranscriptomes, collectively containing 3,497,616,101
protein-coding sequences and 3,207,863,396 scaffolds. Filtering criteria were
applied to ensure a dataset of high-quality protein predictions (Figure 1) (6). To
reduce truncation risk, sequences within 10 nucleotides of scaffold ends were
removed. Additionally, only scaffolds longer than 500 nucleotides were retained
to ensure that mainly complete genes were represented. Low-complexity regions
were masked using the tantan application (version 26) to further refine the
dataset. Any remaining sequences shorter than 35 amino acids were discarded.
From this dataset, only samples linked to aerial roots, nodules, rhizoplane,
endosphere, rhizosphere, stems, and stem tubers according to GOLD
classification ecosystem subtypes (7), comprising 1,527 datasets (1,199
metagenomes, 327 metatranscriptomes), with 29,019,966 scaffolds and
403,495,896 proteins. For reference genomes, 17,825,681 protein sequences were
extracted from 2,978 bacterial isolate genomes and 2,428 sequences from one
root-associated archaeal isolate genome, yielding 2,979 datasets and a total of
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421,324,005 sequences in the final catalog. For protein family generation, the
MMseqs2 Linclust clustering algorithm was executed in bidirectional mode with
parameters set to 30% sequence identity and 80% coverage. Protein families with
100 or more members were selected and aligned using MAFFT. During
alignment, trimming was applied to minimize gaps. After aligning the sequences,
the hhfilter was employed to reduce redundancy within each family by applying
a 95% sequence identity threshold and a 70% coverage criterion. This step
minimizes bias from highly similar sequences and improves the accuracy of
subsequent structural predictions. To preserve biodiversity and ensure rich
informational content, only families that originally contained 100 or more
members before applying the hhfilter were reported. The final dataset consists
of 71,091 families from 4,480 datasets, 25,961,294 (metagenome) scaffolds,
3,070,323 reference genomes, and 38,700,093 proteins.
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Figure 1. Data preprocessing and filtering. Pipeline illustrating the sequence filtering
and clustering methodology for generating protein families from both reference
genomes and metagenomes/metatranscriptomes.
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2.2 Taxonomy

The taxonomic analysis focused on protein families with more than 100 members
to ensure statistical robustness. The scaffold sequences corresponding to protein
families were retrieved from the IMG/M database. Classification began with
Kraken2, known for its high accuracy, and was further refined by applying
MMseqgs taxonomy to annotate eukaryotic proteins better and reduce false
positives. For scaffolds that remained unclassified, Whokaryote was used to
differentiate eukaryotic from prokaryotic contigs based on domain-specific gene
structural features, followed by EukRep to detect eukaryotic sequences further.
Additionally, GeNomad was employed to identify plasmid and viral sequences,
ensuring a comprehensive assignment of mobile genetic elements. Ultimately,
this multi-tool approach resulted in 37,155,632 scaffolds classified as Bacteria,
63,417 as Archaea, 45,286 as Eukaryota, 15,844 as Viruses, 6,582 identified as
plasmid-derived, two linked to organelles, one classified as synthetic, and
1,387,727 remaining unclassified.

2.3 Biome and metadata collection

Insights into habitat-specific diversity were obtained by examining the
distribution of these protein families across various ecosystems, including aerial
roots, bulbs, nodules, the rhizoplane, endosphere, rhizosphere, stems, and stem
tubers, as defined by the GOLD classification. Environmental metadata were
extracted from the IMG/M database and organized using the GOLD taxonomy,
which categorizes ecosystems hierarchically into Environmental, Engineered, and
Host-Associated groups. Within the Host-Associated microbiome category, a
focus was placed on root-associated ecosystem subtypes. Within the Host-
Associated microbiome category, root-associated ecosystem subtypes were
prioritized, with dataset distribution before taxonomic family classification
showing 1,898 rhizosphere entries, followed by 1,209 unclassified root-associated
systems, 970 nodule samples, 199 rhizoplane datasets, 188 endosphere records,
29 aerial root collections, 10 stem tuber examples, and one dataset each
documenting bulbs and stems. After family generation, among the 71,091
families containing 100 or more members, the composition was slightly adjusted
to 1,879 rhizosphere datasets, 1,205 unclassified root-associated datasets, 970
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nodule datasets, 199 rhizoplane datasets, and 186 endosphere datasets.
Additionally, fewer datasets remained from other ecosystem subtypes, including
29 aerial root samples, 10 stem tuber samples, and one sample each from bulbs

and stems.

2.4 Functional annotation and CRISPR elements

Protein families were annotated by searching the representative sequences
against Pfam (v37, Dec 2024), which includes 21,979 families and 709 clans, using
hmmsearch (HMMER 3.3.2) with the trusted cutoff. In total, 66,854 families were
successfully annotated with Pfam hits. CRISPR-related families were identified by
first detecting CRISPR arrays using CRT (CRISPR Recognition Tool), which
recognizes direct repeats and spacers. In the total dataset of 25,961,294 scaffolds
from metagenomes and metatranscriptomes in the 71,091 families, 8,927 were
found with CRISPR arrays. Additionally, the protein families were screened for
CRISPR-associated (Cas) proteins and other functional components based on
Pfam hits. To this end, 1,223 scaffolds were detected with CRISPR Cas elements.
At a family level, 24,078 of them were found to contain CRISPR arrays, whereas 6
families were annotated for Cas systems based on the CRISPR-associated Pfam
domains. Collectively, 6 families were found to have a complete CAS system (both
arrays and Cas elements).

2.5 Structural model prediction

Structural information serves as a critical complement to sequence analysis,
either confirming predicted functional elements by revealing their three-
dimensional organization or refining annotations that sequence data alone
cannot resolve. To this end, AlphaFold2 was used to predict structures for protein
families with at least 50 effective sequences (upon hhfiltering for redundancy
removal). For each family, five models were generated, and the one with the
highest pLDDT score was selected. Only models classified as high (pTM >0.7) or
medium-quality (pTM between 0.5 and 0.7) were retained. These models were
then compared to experimentally validated structures from CATH (v4.4, Feb 2023)
and PDB (2024 release), as well as both experimental and predicted structures in
AlphaFoldDB, using Foldseek. Matches with a TM-score greater than 0.5 were

163



metagRoot: A Comprehensive Database of Protein Families Associated with Plant Root Microbiomes - Maria N. Chasapi

considered valid. For families that lacked TM-alignment hits, additional criteria
were applied to ensure alignment relevance. If the query was shorter than the
target, the query alignment score had to be above 0.5. Similarly, if the query was
longer, at least 50% of the target had to be aligned. Finally, superfamilies were
defined using Foldseek in bidirectional mode, grouping structures based on 80%
coverage and a TM-score of at least 0.5. The final dataset consisted of 71,088
family structural models, with 59,059 classified as High Quality and 9,036 as
Medium Quality, and subsequently grouped into 9,463 superfamilies.
Comparative results and structural analyses with CATH, PDB, and AlphaFold
revealed a total of 66,837 hits in CATH, including four unique entries; 66,910 hits
in PDB, with no unique entries; and 68,049 hits in AlphaFold, with 624 unique
entries. The analysis led to the discovery of 28 novel structures.

2.6 Database Implementation and Structure

The metagRoot database uses MySQL as its main database management system
and is built on the ASP.NET Core MVC framework. The back-end is coded in C#,
while the front-end employs HTML, CSS, and JavaScript. MetagRoot also utilized
R for statistical calculations and data analysis, all within the Model-View-
Controller (MVC) pattern. The system is divided into Models, Views, Controllers,
Services, and Factories. Models, represented by C# classes, define data and apply
validation rules. Views use Razor (.cshtml) templates and C# logic to format data
and generate HTML. Controllers act as intermediaries between Models and
Views. Services manage core application logic and data operations, whereas
Factories create specific components to minimize dependencies. When a user
sends a request, the Controller identifies the required action, uses a Factory to
generate the necessary Model, and retrieves data through Services. Once the
Controller has organized the data, it passes everything to the View for HTML

rendering, thereby completing the request-response cycle.

Finally, the application comes with a suite of integrated plugins and viewers. The
integrated components include Diamond, which is utilized for rapid sequence
alignment; the nextProt Feature Viewer, employed for the visualization of
annotated sequence features; UpSet plots for showing intersections and unions,
MSAViewer, used to display multiple sequence alignments; the SkyLign sequence
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logo viewer for visualizing HMM models and frequencies, and the Mol* structure
viewer, implemented for interactive 3D molecular structure visualization.
Additionally, OpenStreetMap is incorporated to support geospatial data
representation, and HMMER is used for HMM-based sequence homology
searches.

3 RESULTS

3.1 Database components

MetagRoot is a specialized repository cataloging 71,091 protein families linked to
plant root microbiomes, each comprising =100 sequences derived from
integrated metagenomic (1,199 datasets), metatranscriptomic (327 datasets),
and 2,978 reference genomes. These families analyzed across 29 million scaffolds
and 421 million protein sequences are enriched with annotations including
multiple sequence alignments, Hidden Markov Models (HMMs),
taxonomic/functional classifications, CRISPR elements, and ecosystem metadata
(e.g., rhizosphere, nodules). Structural insights are provided via AlphaFold2-
predicted 3D models, with 59,059 high-quality and 9,036 medium-quality

structures.

3.2 The metagRoot Interface

The metagRoot platform is accessed via a top-of-page navigation bar that
provides main menus such as Browse, Sequence Search Tools, Statistics, and
Downloads, ensuring access to every feature from any page (Figure 2).

3.3 Browse Families and Search Filters

Under Browse — Families, users encounter a comprehensive query interface that
supports both simple and advanced searches. A free-text box accepts metagRoot
family identifiers or keywords linked to family identifiers, while dropdown menus
allow filtering by sequence category (Metagenome-only, Metatranscriptome-

only, Mixed, or all families), taxonomy, and sequence type (e.g., CRISPR).
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Ecosystem checkboxes (Aerial Root, Bulb, Endosphere, Nodule, Rhizoplane,
Rhizosphere, Stem, Stem Tuber, Unclassified) further narrow results, and a
minimum-members slider is used for the retrieval of families with at least a
percentage of their members coming from a specific habitat. The search options
are further combined with an AND/OR logic toggle. Finally, users can constrain
families by size before initiating the search. Once the criteria are set, a prominent

search button retrieves matching families for online browsing or export.

3.4 Family Entry: Data, Visualization, and Metadata Context

When a family is selected, the interface presents its unique identifier along with
key summary statistics such as the total number of member sequences,
contributing Plant Datasets, scaffolds, and the average sequence length. The
representative sequence from the multiple alignment is displayed in full
(complete with its amino-acid string and length) followed by comprehensive
tables listing every associated Plant Dataset (including dataset ID, environmental
metadata, and designation as metagenome or metatranscriptome) and every
scaffold (showing scaffold ID, source dataset linkage, taxonomic assignment, and
sequence length). All identifiers are linked to IMG/M.

Functional annotation is provided through Pfam domain hits, each annotated
with start and end positions and per-domain confidence scores. Structural
annotation reports the top five PDB, CATH, or AlphaFoldDB matches for the
family’s representative sequence, listing TM-scores and alignment spans to
convey fold similarity.

In addition, a suite of interactive tools enables in-depth exploration of these data.
The multiple sequence alignment (MSA) can be viewed in “full” or “seed” mode,
with options to apply custom coloring schemes, set identity and occupancy
thresholds, search by motif or regular expression, and download the alignment
in FASTA format. An adjacent sequence logo viewer renders the family’s profile
HMM as an interactive plot of residue probabilities (each position being clickable
to reveal detailed scores). The underlying HMM can be exported in HMMER or
HH-suite format. Per-residue predictions for transmembrane topology,
secondary structure elements, conservation histograms, and Pfam (or other)
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domain annotations are mapped directly onto the representative sequence in a
linear feature viewer. An AlphaFold2 model completes the picture when available
by providing a rotatable, three-dimensional ribbon diagram of the predicted
structure.

To contextualize the family ecologically and taxonomically, metagRoot integrates
several metadata summaries. Phylogenetic assignments aggregated across all
scaffolds reveal the family’s higher-level taxonomic composition, while a gene-
neighborhood overview highlights conserved Pfam domains in the genomic
vicinity of each family member. Ecosystem distributions are quantified in both a
table and a pie chart, showing the percentage of sequences derived from each
habitat category. A second pie chart breaks down members by data type
(metagenome, metatranscriptome, isolate), and a world map plots the
geographic coordinates of all sampling sites. Finally, a bar chart summarizes the
family’s taxonomic breadth at the phylum or class level.

3.5 Data Accessibility & Export

Every alignment, profile, annotation table, visualization, and structural model
within metagRoot is fully exportable. Sequence alignments and family HMMs can
be downloaded in standard FASTA and HMMER/HH-suite formats, respectively.
The three-dimensional models are available in PDB format, and metadata tables
may be exported as CSV or TSV files.

3.6 Sequence Search & Visualization Tools

Beyond browsing families, the Sequence Search Tools menu provides integrated
HMMER and DIAMOND pipelines for querying the entire metagRoot database
with user-supplied sequences or profile hidden Markov models. Users can refine
search results by taxonomy or ecosystem, adjust sensitivity parameters such as
cut-offs, substitution matrices, and gap costs, and then download tabulated hits
in plain text format. A dedicated Pattern Search interface supports PROSITE-style
motif queries or arbitrary regular expressions, enabling rapid detection of

conserved sequence features across all family members.
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Figure 2. MetagRoot's interface and summaries. The Browse Families page offers free-
text search and filters for sequence category, taxonomy, ecosystem, and family size.
Selecting a family displays its identifier, member, and dataset counts, average
sequence length, and representative amino-acid sequence, followed by tables of
associated Plant Datasets and scaffolds, Pfam functional domains, and top structural
matches. Interactive viewers include a multiple sequence alignment with customization
and FASTA export, a sequence logo from the profile HMM with export options, a linear
feature map of topology, secondary structure, conservation, and domain annotations,
and an embedded AlphaFold2 3D model. Metadata panels summarize phylogenetic
assignments, gene-neighborhood contexts, ecosystem and data-type distributions, and
global sampling locations. All alignments, profiles, models, and tables are
downloadable in standard bioinformatics formats.
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4 CONCLUSION

The properties of the protein families identified in this study were initially
examined for several patterns (Figure 4A). In the near-normal distribution of
protein lengths, most proteins spanned 200 to 450 aminoacids, whereas a clear
peak was observed between the range of 250 and 300. In addition, protein family
sizes were skewed towards smaller groups, as many contained, on average, 150
to 300 members. In the case of metagenomes and metatranscriptomes, scaffold
lengths were found to lie predominantly between the range of 1,000 and 5,000
base pairs. Lastly, the histogram illustrating the protein members per cluster
underscored a tendency for these proteins to cluster mainly between 150 and
500 sequences.

In terms of taxonomy (Figure 4B), bacterial taxa were determined to constitute
the vast majority (approximately 94.91%) of all classified sequences. Archaeal
sequences, fewer in number, accounted for a minority (0.21%). Conversely,
eukaryotic and viral taxa, as well as organelles, plasmids, and synthetic
categories, represented only a small fraction of the dataset (0.21%), whereas
4.67% remained unclassified. This taxonomic distribution underscores the
bacterial-centric nature of the microbial communities represented while
emphasizing that archaea, though present, comprise only a small proportion
relative to bacteria.

The overlap among metagenomes, metatranscriptomes, and reference genomes
is shown in a Venn diagram (Figure 4C). A substantial core consisting of 24,712
sequences was shared across all three categories. Pairwise intersections were
also significant, notably between metagenomes and reference genomes (22,969
sequences), as well as between metagenomes and metatranscriptomes (10,404
sequences). Metatranscriptomes and reference genomes, however, exhibited
minimal exclusivity, containing only four and five unique sequences, respectively.
Thus, metagenomic datasets effectively encompass most sequence diversity,
capturing sequences found within reference genomes and metatranscriptomic
datasets. Collectively, these results depict an ecosystem dominated by bacterial
sequences characterized by predominantly small protein clusters across certain
habitats.
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Lastly, the biome distribution of protein families illustrated in the heatmap
revealed significant variability across different plant-associated habitats (Figure
4D). One noteworthy observation was the prevalence of protein families found
only in certain biomes (Rhizosphere and Nodule), suggesting unique functional
adaptations. The rhizosphere accounted for the largest share of these exclusive
families, aligning with its dynamic role in plant-microbe relationships. Likewise, a
set of families (>25,000 families) is shared between the endosphere, rhizosphere,
and rhizoplane, hinting at the specialized demands within internal tissues and
along root surfaces, and reflecting shared functions tied to root interactions and
resource uptake. In contrast, habitats like bulbs and nodules demonstrated
fewer overlaps, maybe due to their unique physiology and characteristics. Bulbs,
unlike the other environments discussed, are storage organs characterized by
their layered structure, high sugar content, and low oxygen levels. Similarly,
nodules are formed due to symbiotic interaction between the plant and nitrogen-
fixing bacteria, and as a result, they provide an environment favorable for
nitrogenase (8).

In conclusion, metagRoot represents a significant advancement in the study of
plant root microbiomes by integrating metagenomic, metatranscriptomic, and
reference genome data into a unified, richly annotated resource. By cataloging
71,091 protein families with structural, functional, and ecological context,
metagRoot bridges a critical gap in existing databases, enabling researchers to
explore the molecular mechanisms underpinning plant-microbe interactions
with unprecedented depth. The inclusion of AlphaFold2-predicted 3D models,
CRISPR elements, habitat-specific metadata, and interactive analytical tools
empowers users to uncover novel protein functions, refine annotations, and
investigate evolutionary and ecological dynamics across root-associated niches.
As a publicly accessible platform, metagRoot not only accelerates hypothesis-

driven research but also fosters microbiome-informed innovations in agriculture.
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